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Abstract

K—12 students, as novice digital users, frequently lack the necessary skills and knowledge to
navigate the digital landscape ethically and appropriately. This issue became more pronounced
during the COVID-19 pandemic, when the rapid shift to hybrid and digital instruction
contributed to an increase in reports of risky and inappropriate digital conduct among K—12
students. These incidents underscore the urgent need to address digital misbehavior in
educational contexts. This paper presents a study that surveyed teachers and school librarians in
U.S.-based K—12 schools to explore their perceptions of students’ digital behaviors, skills, and
knowledge. The purpose was to inform the development of an updated digital citizenship (DC)
curriculum. Findings indicate the importance of DC instruction for K—12 students, with comment
analysis revealing 21 new topics and one new category not included in the literature on the
subject. These findings highlight the necessity for a revised K—12 DC framework and curriculum
that addresses emergent issues such as digital and social media addiction and digital source
evaluation.
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Introduction

Contemporary K—12 students, increasingly exposed to digital technologies at younger ages, often
face new or unknown dangers online (McCabe, 2020). The possibility of danger is present in the
simplest of online interactions, such as opening an email or clicking a web link (Hartikainen et
al., 2019). Inexperienced users, such as K—12 students, often lack the skills and knowledge to
behave ethically and appropriately in the digital world (Spina, 2017). The issue of students’ risky
and dangerous online behaviors was exacerbated during the COVID-19 pandemic, when K—12
education shifted to an emergency mode of hybrid and digital instruction, resulting in increased
reports of student digital misbehaviors (Alba & Lorenz, 2020). These reports underscore the
urgency of addressing students’ inappropriate digital behaviors and interactions (Stellmann &
Song, 2024).

A need for education on appropriate and inappropriate digital behaviors exists and is vital to
modern human existence (Stellmann & Song, 2024). Such education often occurs within a
Digital Citizenship (DC) curriculum, an essential component of K—12 education that equips
students with the skill set and knowledge necessary to thrive and grow in a digital environment
(Spina, 2017). In today’s fast-paced digital environment, sound DC skills are crucial for students
to navigate the digital world responsibly, ethically, and safely (Common Sense Media, n.d.).
However, many DC behaviors that emerged during or were exacerbated by the COVID-19
pandemic, such as digital and social media addiction (Lemov, 2022), were not always adequately
addressed by existing curricula, which had been developed prior to the pandemic (Stellmann et
al., 2021). To inform the development of an updated DC curriculum, this paper presents a study
that surveyed teachers and school librarians in U.S.-based K—12 schools about their perspectives
on students’ digital behaviors, skills, and knowledge.

Literature Review

DC and the Nine Elements of DC framework arose from Mike Ribble’s 2004 doctoral
dissertation and subsequent articles (Mattson, 2016). Since the inception of the DC concept,
many DC definitions have emerged, attempting to delineate its nature and scope. However, there
is a lack of consensus on the behaviors, beliefs, or knowledge that should be taught in DC
curricula (Sanchez et al., 2019). As identified by Stellmann and Song’s (2024) literature analysis,
the four most commonly adopted definitions of DC in the existing literature are those provided
by the American Association of School Librarians (AASL), Common Sense Media, the
International Society for Technology in Education (ISTE), and Ribble and Park (2019). These
definitions share a common goal for DC: developing empowered digital citizens who function
responsibly, legally, safely, and ethically in digital environments. AASL has emphasized the
reflective and personalized nature of DC (American Association of School Librarians, 2018).

Common Sense Media has focused on the real-world repercussions of digital actions and the
socio-relationship aspect of DC (Soriani, 2018). ISTE’s definition and standards have
highlighted responsible participation, character education, and positive contributions (Zulqadri et
al., 2022). Ribble and Park’s 2019 definition is considered to be the DC definition most widely
used and universally applied by researchers (Jorring, 2018; Mattson, 2016). Defining DC as the
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“continuously developing norms of appropriate, responsible, and empowered technology use” (p.
9), Ribble and Park built on Ribble’s original Nine Elements of DC and the norms associated
with appropriate, responsible, and empowered technology use.

Conceptual Framework

Issues with students’ digital behaviors fall under DC, and many DC issues align with Ribble and
Park’s 2019 Nine Elements of DC framework: digital etiquette, digital access, digital commerce,
digital fluency, digital security and privacy, digital communication and collaboration, digital
rights and responsibilities, digital law, and digital health and wellness (Ribble & Park, 2019).
While the Nine Elements of DC framework is the one most often used by DC researchers
(Jerring, 2018; Mattson, 2016), it does not fully address all the emerging issues related to DC
(Stellmann & Song, 2024). Much of the new literature on students’ emerging digital behaviors
consists of anecdotal reports. There is a need for systematic identification of a comprehensive list
of teachers’ and school librarians’ perceptions of their students’ digital behaviors. This paper
helps fill this gap by reporting on a study that asked classroom teachers and school librarians to
share their perspectives on important DC-related topics and report concerns about students’
digital behaviors based on these educators’ experiences and observations.

Digital Safety and Security

Much of the literature on K—12 DC focuses on negative, illegal, or inappropriate behaviors such
as cyberbullying (e.g., Antdnio et al., 2024; Martin et al., 2019; Sorrentino et al., 2023) and
illegal/inappropriate content/language (Finkelhor et al., 2020; Jones & Mitchell, 2016).
However, these focuses in the literature do not necessarily mean that today’s students are
unaware of how to use technology, or that they misuse it. While many students may possess the
knowledge to behave safely, ethically, and legally online, they sometimes actively choose not to
transfer or apply that knowledge into their online actions (Brown, 2023). It is possible that the
associated DC knowledge may not be sufficiently developed in some students, which could
impede their ability to successfully navigate the challenges of today’s digital society (Pérez-
Escoda et al., 2016).

The COVID-19 pandemic changed human relationships drastically and rapidly, with a
corresponding rise in social isolation and psychological trauma (Sorrentino et al., 2023) that left
many in the K—12 population vulnerable to cyberbullying (Antonio et al., 2024). The pandemic
posed challenges to many K—12 students, as they spent more time than ever participating in
online learning platforms during the pandemic’s mass school closures and lockdown orders
(Anténio et al., 2024; Sorrentino et al., 2023). Data collected during the pandemic indicated that
these lockdown restrictions contributed to a breakdown of digital civility, leading to an
increasing number of cyberbullying incidents among K—12 students, as reported by teachers and
other stakeholders (Antonio et al., 2024). Bark, a company that monitors school-administered
Google and Microsoft products, has reported over half a million cases of cyberbullying involving
students on Microsoft Teams and over 8.5 million cases on Google Docs since 2019 (Singer,
2024). Despite some social media companies setting policies designed to protect students, illegal
or inappropriate behaviors such as cyberbullying still take place, and the use of social media can
be dangerous for students’ mental and physical health (Sorrentino et al., 2023).
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Sexting (sending sexually explicit content), another potential danger to K—12 students, has
existed since cell phones with texting capabilities became prevalent. It can be ruinous or deadly
for children and adults alike because it can lead to sextortion (blackmail) and suicide (Maslin
Nir, 2024). Since the beginning of the COVID-19 pandemic, public awareness and reports from
educators regarding students’ inappropriate or illegal behaviors, such as sexting/sextortion
(Maslin Nir, 2024), have noticeably increased (Alba & Lorenz, 2020; Patchin & Hinduja, 2024;
Thorn & National Center for Missing and Exploited Children, 2024). In a 2023 survey of over
1,000 teens and young adults conducted by the parent company of Snapchat, nearly half of the
participants reported being approached sexually by strangers on social media, with almost half of
those who shared sexually explicit content experiencing sextortion attempts (Maslin Nir, 2024).
Furthermore, a New York Times article reported that at least 20 sextortion-related teenage
suicides occurred during the period between January 2021 and July 2023—a number that may be
an underestimate, as sextortion is not always reported due to the shame that many victims feel
(Maslin Nir, 2024).

Digital safety and security are major concerns for K—12 students today as they frequently engage
in unsafe online behaviors without always fully understanding the associated risks (Martin et al.,
2020; Mattson, 2024). One concern that emerged during the pandemic related to digital safety
and security was Zoombombing (Veiga et al., 2020), which involved students sharing a
synchronous class link with uninvited persons. While teachers reported that most students did not
participate in Zoombombing, some young people shared with outsiders the links to the students’
classes, allowing them to quickly and easily disrupt a class (Veiga et al., 2020).

Digital identities are another concern related to digital safety and security. Students should know
that sharing too much personally identifiable information (PII) can be detrimental to their real-
world identity (Martin et al., 2020). However, with the presence of digital devices everywhere,
the reality now is that students can easily compromise their digital footprints and privacy by
leaving behind trails of PII (such as real names, [P addresses, and phone numbers) and passive
data about what they do online that companies can collect and use (Martin et al., 2020).

Media Addiction and Overuse

Digital/social media and cellphone addiction—and the associated effects of overexposure to
potentially harmful content—have also emerged as visible DC concerns. During the pandemic,
social media platforms became viral mechanisms for facilitating educational opportunities and
enhancing communication among parents, students, and educational institutions (Pritchard et al.,
2024). However, this shift also introduced potential risks to students’ privacy, health, and safety
through the expansion of practices such as schools’ sharing of significant amounts of students’
PII (Pritchard et al., 2024; Rosenberg et al., 2024). For example, research on addictive or
problematic smartphone use, a potentially hazardous behavior for today’s adolescents, has
expanded in the last ten years. More specifically, there is increasing interest in reports on the
consequences of screen time, behavioral addiction, and adolescent psychological complaints.
These reports suggest that digital media overuse and abuse are comparable to substance abuse
disorders, with users experiencing physical and mental health symptoms such as withdrawal,
inability to control use, lower self-esteem, anxiety, depression, and poor sleep (Claesdotter-
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Knutsson et al., 2021). Moreover, excessive cellphone use in the classroom can distract students
and disrupt instruction to the point of learning impairment (Dacosta, 2021; Singer, 2024).

Digital Source Evaluation

Digital source evaluation, a skill used to make the distinction between accurate information and
fake news or misinformation, became an essential DC skill that could have meant the difference
between life and death during the COVID-19 pandemic. During the recent pandemic, health
misinformation that could harm or kill people spread rapidly on social media in what the head of
the World Health Organization termed an “infodemic” (Bin Nacem & Kamel Boulos, 2021).
Teens often turn to social media influencers whose channels or accounts they follow for
entertainment or information on subjects teens may not feel comfortable discussing with adults,
such as health information. During the pandemic, social media influencers participated in public
health information dissemination campaigns, with some contributing to the spread of
misinformation or misleading information (Feijoo et al., 2023). As the pandemic accelerated the
spread of health-related myths, hoaxes, and deceptive content on the Internet, concerns were
raised about student anxiety and whether they possess the DC and health literacy skills necessary
to discern bias or evaluate information received from social media (Feijoo et al., 2023).

Being able to make this distinction continues to be an essential skill. Misinformation found on
social media platforms such as TikTok still poses a considerable challenge for today’s K—12
students, as the lines between entertainment and fact can sometimes blur when people consume
readily available information from social media influencers both for entertainment and for
information about less familiar topics, such as health.

Digital Law

While plagiarism is not a new issue in education, digital technology has made plagiarism easier
through the use of copying and pasting (Blau & Eshet-Alkalai, 2017; Lilly, 2023). Multiple pre-
pandemic studies showed a significant increase in students misusing technology for academic
dishonesty, with one study identifying plagiarism as the most common type of digital academic
dishonesty (Blau & Eshet-Alkalai, 2017). During the wide-spread use of digital instruction
during the pandemic, many teachers reported an increase in digital plagiarism and habitual
plagiarism, which led teachers to question whether their students had received any meaningful
subject-oriented instruction (Gregory, 2020; Lilly, 2023). As plagiarism can potentially violate
copyright, it is an issue that many schools should take seriously (Lilly, 2023).

Similarly, the recent emergence of generative Al and chatbot technology demands careful legal
consideration by K—12 institutions, as this new technology presents potential scenarios for both
negative and positive use. The topic of Al literacy is still in its infancy (Lee et al., 2024).
Although there is currently little published evidence of widespread incidents of students using Al
for academic dishonesty, the potential for Al to be used for academic dishonesty remains a
concern in many discussions within the education community (Lee et al., 2024; Zhang & Tur,
2024). However, due to Al and the associated chatbots being new and experimental technology,
a gap exists in the literature on the use of generative Al in K—12 education, as its long-term
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effects and potential impact on education are not yet well understood (Common Sense Media,
2024).

Methods

The purpose of the study was to examine teachers’ and school librarians’ beliefs on important
DC topics or issues that should be included in the DC curriculum. Specifically, the study aimed
to answer the following research questions:

1. What digital student behaviors were perceived as important?
2. What behaviors, skills, or knowledge did students have issues with?

The study employed a convergent mixed methods research design (Creswell & Plano Clark,
2010), using an online survey instrument to collect both quantitative and qualitative data at the
same time. Consistent with convergent mixed methods design, the quantitative data and
qualitative data were collected the same time and equally prioritized in the study (Creswell &
Plano Clark, 2010). The quantitative data were collected from the participants about their
perceived importance of DC topics or issues that have been identified in the existing literature. In
contrast, the open-ended question helped us collect qualitative data from the participants about
additional DC topics or issues. Both quantitative data and qualitative data were equally important
to us for the research study.

For this mixed methods research we chose a survey as the research instrument because a survey
is often used to elicit information about new, unexplored, or challenging-to-measure topics
(Glasow, 2005). K—12 educators’ perceptions of students’ DC knowledge and skill sets are an ill-
defined and complex topic to study (Glasow, 2005). K—12 DC has no universal definition
(Boyle, 2010; Mattson, 2016), defining behaviors, or commonly used curricula (Hui &
Campbell, 2018; Stellmann & Song, 2024).

Participants

For this study we recruited participants through purposive sampling to identify sites where we
could find participants that would aid our understanding of the subject under investigation
(Creswell, 2005). Three eligibility criteria were used for participation in this study: Participants
must be U.S.-based, proficient in the English language, and either a K—12 school librarian or a
classroom teacher. Teachers and librarians working in schools have first-hand knowledge of
students’ digital behaviors. Therefore, they naturally became the target population for this study.
The survey was posted on X/Twitter, Facebook, and professional organization message boards
(ISTE and AASL) and emailed to university instructors whose students were in-service or pre-
service teachers and school librarians. Instructors were selected with the assistance of the head of
a school library media specialist preparation program at a nearby university. A total of 203
participants responded to the research survey between November 2023-February 2024. Four
participants answered one or more demographic questions and nothing more; 39 participants did
not meet eligibility criteria, and 37 did not agree to the informed consent document. As a result,
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160 eligible responses were analyzed. (Some respondents fell into more than one disqualification
category.) Table 1 shows the participants’ demographic information.

Table 1
Demographics of Participants
Question Answer Selected Number of Percentage of total
Category Participants
Type of School Public/state 129 81
Private 20 13
Parochial/religious 7 4
Charter
Other, please specify
Total N = 160
School Level Elementary School (K-5) 63 31
Middle/Junior High School 69 33
High School 67 33
Other/Not Listed 6 3
Total N = 205
Role within Classroom Teacher 31 19
School School Library Media Specialist 132 81
Other/not applicable 0 0
Total N =163

Note: The aggregate in two categories exceeds 160 (the number of eligible responses) because
some eligible participants selected multiple answers in those categories.

The majority of the participants worked at public schools (n=129), with others working at private
schools (n=20), parochial or religious schools (n=7), charter schools (n=2), or other schools
(n=2). The largest group of participants worked at the middle/junior high school level (n=69),
closely followed by those at the high school (n=67) or elementary school (K-5) levels (n=63).
Six participants indicated other/not listed as their school level. Additionally, school librarians
constituted the majority of participants (n=132), while classroom teachers accounted for the
remaining 19% (n=31).

Instrument

The online Qualtrics survey instrument for the study was approved by an institutional review
board, which required all questions to be optional. Consequently, the number of participants who
answered each question varied. Survey items were developed based on our 2024 findings on the
essential elements of DC. In 2024 we had comprehensively reviewed the existing literature on
DC definitions and curricula, including contemporary trends developed during and after the
pandemic era. We identified 43 essential elements of DC in seven key categories: Digital Ethics
& Etiquette, Digital Law & Regulations, Digital Media Literacy, Digital Safety & Security,
Digital Health & Welfare, Rights & Responsibilities, and Attitudes & Beliefs. We constructed
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the survey items for this new research by grouping similar essential elements from our 2024 list
to reduce the number of items from 43 to 20 (see Appendix). For example, four essential
elements from Digital Law & Regulations (cyberbullying, abuse, blackmail, and sextortion) were
grouped to create Item 2.2 (knowledge of appropriate actions when encountering cyberbullying,
abuse, blackmail, or sexting/sextortion behaviors). Also, four essential elements from Digital
Media Literacy (media/information literacy, access, content curation, and understanding,
evaluating, and creating media messages) were grouped to create Item 3.2 (knowledge of media
and information literacy practices, including curating digital content, and understanding,
evaluating, creating and accessing media and information).

The survey began with an introduction and informed consent information, followed by
demographic questions (grade levels, type of school, job title). The participants were then asked
to respond to 20 quantitative DC knowledge, skill, and behavior items.

Participants answered two quantitative questions about each DC item:

Q1. Is this an important element of Digital Citizenship for K—12 students? (Yes/No/Maybe); and
Q2. Have you noticed your students having any issues with this? (Yes/No).

At the end of each category, an open-ended qualitative question asked participants to report
additional concerns and behaviors not addressed by the survey questions.

Data Analysis

The quantitative data were analyzed using descriptive statistics, including a measure of
frequency (percentage). Three hundred and eight comments were gathered from the eight open-
ended qualitative questions. We used Qualtrics’ Text iQ feature to analyze and code the
comment data using in vivo and pattern coding (Creswell, 2005). First, we summarized each
comment to create the initial codes. Then the codes underwent three rounds of refining to
produce the final code list. (See Table 2 for a sample code book).

Table 2

Code Book Headings

Category Final Code Comment(s)
Academic vs. 3.4 speaks to me: students should learn to use digital
Informal means to express themselves formally. Technical expertise
Communication  beyond using a smartphone can unlock creative pathways.
Digital Ethics & Ethics and etiquette are cultural and group norms, so
Etiquette “appropriate digital ethics and etiquette” requires
Norms determining what those are before students can be taught

them. What is appropriate in one digital space may not be
appropriate/accepted as the norm in another digital space.
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Category Final Code Comment(s)
The amount of media balance they need for their best
Age Appropriate mental health is an issue. They also lie about their ages in
g€ Approp order to join social media platforms that aren’t age-
appropriate for them.
Awareness of
. Students need to understand that the same classroom and
. . digital laws and .
Digital Law & ) school rules apply to online.
. regulations
Regulations . . , .
The one thing that comes to mind, and I’'m not sure it
llecal or answers this particular question, is that my students have
& . Instagram pages that they use to harass/bully other
Inappropriate . . -,
Behavior students. They will steal an image from a legitimate
Instagram account and post it on their page and make fun
of the person.
Content 3.4 speaks to me: students should learn to use digital
Creation and means to express themselves formally. Technical expertise
Digital Media Evaluation beyond using a smartphone can unlock creative pathways.
Literacy . Fake news creation and understanding the difference
Information . . . .
between misinformation, disinformation, and
Accuracy . .
malinformation.
Students perceive that their online presence is like an
Anonymity “avatar” of themselves and they can behave how they want

Digital Safety &
Security

Digital Footprint

Passwords

and it won’t reflect on them (the real person) at all.

Students need to know that anything they post to the
Internet can be seen/found at any time in the future. And
this can have negative consequences for years to come.

Students share their passwords with one another or allow
their siblings to use their devices, which leads to them
getting into trouble for sites that were accessed without
their permission or knowledge.

Digital Health &
Welfare

Addiction

Again, students seem unable to disconnect from their
devices and are constantly plugged in via headphones at all
times. When asked to remove them or to put their phones
in their backpacks they act almost savage as though they
are going to die.

Rights &
Responsibilities

Responsible use
of digital tools
and resources

They spend far too much time on phones, arguing about
staying on phones and other devices. They need instruction
about use of Al in constructive ways instead of to cheat.
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Category Final Code Comment(s)

It's important to teach empathy and judging other people’s
content through a biased lens. Usually people post content

Empathy that is edited so being aware of this is an important part of
Attitudes & digital citizenship.
Beliefs Negative Passive participation in group chats, allowing negative talk
Behaviors to continue
Positive They need to learn how to be polite and act as if they are
Behaviors speaking to someone in person

Codes with similar wording or themes were grouped to create the categories. All seven pre-
existing categories and 49 topics we established in 2024 were used. The codes that did not fit
into those seven categories were grouped into new categories.

Findings

Research Question 1: What digital student behaviors were perceived as important?

Q1 Quantitative Data

Using 50% as a threshold, the participants perceived all 20 DC items as important (question 1).
Sixteen items had 90% or more positive responses (see Table 3).

Two items received 99% positive responses about importance. They are both from Digital Law
& Regulations:

2.2 Knowledge of appropriate actions when encountering cyberbullying, abuse, blackmail, or
sexting/sextortion behaviors, and

2.3 Recognition of the signs of cyberbullying, abuse, blackmail, or sexting/sextortion.

Closely following these were items in Digital Safety & Security (4.2) and Digital Ethics &
Etiquette (1.1):

4.2 Knowledge and practice of digital safety and security, including identity privacy,
data, and password protection, at 98%, and

1.1 Use of appropriate digital ethics and etiquette in digital social interactions with people
from diverse backgrounds, at 97%.

Three items tied at 95%, one each in Digital Law & Regulations (2.4), Digital Media Literacy
(3.3), and Digital Safety & Security (4.1):

2.4 Recognition and avoidance of inappropriate content or language,
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3.3 Knowledge of risky and healthy online behaviors and preventative measures against

scams, phishing, and tracking/location sharing, and

4.1 Knowledge of the process of cultivating and managing personal digital identity and
reputation.

Table 3

Quantitative Survey Responses

Category

Item Statement

Q1:
Yes

Q1:
No

Q1:
Maybe

Q2:
Yes

Q2:
No

Digital Ethics
& Etiquette

1.1 Use of appropriate digital ethics
and etiquette in digital social
interactions with people from diverse
backgrounds.

97%

0%

3%

80%

20%

Digital Law &
Regulations

2.1 Knowledge of digital laws and
regulations when engaging in digital
commerce.

2.2 Knowledge of appropriate actions
when encountering cyberbullying,
abuse, blackmail, or sexting/sextortion
behaviors.

2.3 Recognition of the signs of
cyberbullying, abuse, blackmail, or
sexting/sextortion.

2.4 Recognition and avoidance of
inappropriate content or language.
2.5 Understanding and following
copyright and fair use law.

64%

99%

99%

95%

92%

5%

0%

0%

1%

3%

31%

1%

1%

4%

5%

45%

79%

70%

86%

89%

55%

21%

30%

14%

11%

Digital Media
Literacy

3.1 Knowledge and practice of
balanced media usage.

3.2 Knowledge of media and
information literacy practices,
including curating digital content, and
understanding, evaluating, creating
and accessing media and information.
3.3 Knowledge of risky and healthy
online behaviors and preventative
measures against scams, phishing, and
tracking/location sharing.

3.4 Expressing, broadcasting and
recording oneself.

90%

92%

95%

91%

1%

0%

0%

2%

9%

8%

5%

9%

90%

83%

74%

74%

10%

17%

26%

26%
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Category Item Statement Ql: Qi Ql: Q2: Q2:
Yes No Maybe Yes No
Digital Safety 4.1 Knowledge of the process of 95% 1% 4% T77% 23%
& Security cultivating and managing personal
digital identity and reputation.
4.2 Knowledge and practice of digital 98% 0% 2%  78% 22%
safety and security, including identity
privacy, data, and password
protection.
Rights & 5.1 Knowledge of and reflection on the  94% 2% 4% 86% 14%
Responsibiliti  impact of digital activities, habits and
es media/technology use on personal
health, well-being and relationships.
Digital Health 6.1 Self-reflection and assessment of 90% 1% 9% 80% 20%
& Welfare digital habits.
6.2 Responsible media use. 94% 0% 6% 85% 15%
6.3 Maintain a positive online 79% 5% 16% 74% 26%
presence.
6.4 Understands the rights and 88% 1% 11% 72% 28%
opportunities of digital media and
information.
Attitudes and 7.1 Knowing when to ask for adult help  91% 2% 7% 73% 27%
Beliefs when dealing with sticky situations.
7.2 Express empathy and kindness in 92% 1% 7% 77% 23%
digital interactions
7.3 Protecting or standing up for 88% 4% 8% 70% 30%

oneself and others.

Nine of the remaining 12 items had a positive rating of 90%—-94%. Just four items scored below
90%, two in Digital Health and Welfare (6.3 and 6.4), and one each in Attitudes and Beliefs (7.3)
and Digital Law & Regulations (2.1). They are listed below from highest to lowest percentage:

6.4 Understands the rights and opportunities of digital media and information (88%),
7.3 Protecting or standing up for oneself and others (88%),

6.3 Maintain a positive online presence (79%), and

2.1 Knowledge of digital laws and regulations when engaging in digital commerce

(64%).

This (64%) was the lowest “yes” rating for any topic. However, 31% (Q1 n=34) selected

“maybe” for item 2.1, with only 5% (n=6) selecting “no.”
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Q1 Qualitative Data

The qualitative data provided additional insights into educators’ perspectives on DC topics.
During our data analysis, comments were identified a relating to either Q 1 or Q2. All seven
categories in the survey received additional comments from the participants in response to both
important topics (Q1) and issues students have with aspects of digital citizenship (Q2).

The two categories that received the most comments relating to Q1 were Digital Media Literacy
(Q1 n=83) and Digital Law & Regulations (Q1 n=66).

The topic with the highest number of comments (Q1 n=30) was information accuracy in the
Digital Media Literacy category. Specifically, participants emphasized the importance of
students’ knowledge and skills on topics such as fake news, website evaluation, discerning bias
in online information, and distinguishing between facts and opinions. As one participant noted in
the comment, “...it"s important to know where your information is coming from, the bias in it,
and if it’s factual.”

The topic with the second highest number of comments focused on the importance of educating
students about the potential real-world consequences of illegal or inappropriate behaviors (Q1
n=18) in the category Digital Law & Regulations. Respondents mentioned specifics such as
cyberbullying, sexting, and being a bystander. For example, one participant noted that “Middle
school and up need to learn about sexting and sextortion. Parents need to all learn about the laws
in place regarding sexting and sextortion.”

Other topics also received many mentions. Authorship/Intellectual Property (Q1 n=17) in the
Digital Media Literacy category and Copyright/Fair Use (Q1 n=16) in the Digital Law &
Regulations category were the third and fourth most prevalent topics. Participants mentioned
specifics with authorship/intellectual property comments highlighting the importance of teaching
students the legal aspects or consequences of violating authors’ rights, the basics of intellectual
property laws, and copyright laws as they affect individuals. For example, one participant noted
that their “...students have no concept of intellectual freedom. They have no qualms taking
things from the internet that don't belong to them...”

Copyright/fair use comments focused more on the importance of teaching students about the
academic side of copyright violations, including plagiarism and blatant copy/pasting from the
Internet without concern for fair use guidelines. For example, a participant noted the importance
of learning “how to draw inspiration from other digital sources without copying/plagiarizing.”

When participants discussed the importance of teaching their students about consent (Q1 n=15)
in the Digital Law & Regulations category, they primarily shared concerns about students
needing “awareness of legality of taking photos/video without consent” and “sharing of videos
and pictures without concern for privacy.”

Additionally, 27 comments were made about topics in the Digital Safety & Security category,
noting the importance of learning about behaviors like “...how others manipulate them online”
and “understanding the permanence of their online actions.”
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In the nine Q1 comments about topics in the Attitudes & Beliefs categories, the educators noted
the importance of behaviors like “how to be positive online to others.”

The eight Q1 comments about the Rights & Responsibilities category noted the importance of
“ethical use of AI” and “direct instruction on digital ethics and appropriate use.”
The five comments about Digital Ethics & Etiquette primarily discussed the importance of

students being able to choose “...how to respond depending on the scenario.”

The Digital Health & Welfare category received the smallest number of comments (Q1 n=3), all
relating to addiction.

Other Topics

One new category emerged from the 14 additional comments that did not fit into the seven
original coding categories: [DC]Knowledge vs. [DC] Behaviors (Q1 and Q2 n=3).

Table 4

Qualitative Survey Responses

Category Topic Number of Q1 Number of Q2
Comments Comments
Digital Ethics & Academic vs. informal 3 10
Etiquette Communication
(n=15) Knowledge of ethics 1 2
Norms* 1
Standing up for yourself 1 0
Digital Law & Consent 15 8
Regulations lllegal or inappropriate 18 24
(n=104) behaviors
Copyright/Fair Use 16 15
Awareness of digital laws and 7 0
regulations
Consequences of online 7 4
actions*
Age appropriate 2
Appropriate use of Al*
Digital commerce 0 0
Digital Media Literacy = Appropriate use of digital 12 11
(n=114) media
Information accuracy 30 13
Authorship/intellectual 17 17
property
Understanding dangers of 11 7
media use
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Category

Topic

Number of Q1

Comments

Number of Q2
Comments

Online vs. real world
Content creation and
evaluation

Enhance, not replace
learning*

Access

Addictive/humane design*
Digital media management

Effective search strategies
Multiple perspectives *

OO = O

Digital Safety &
Security
(n=46)

Digital Footprint
Passwords

Pll

Anonymity*
Asking for help*

1

Good behaviors disappear
online*

Online manipulation*
Structure/Limits

Students good with
information*

RrON D ON
RPN UDWR R FPR O R

[RENEY
o O

Rights and
Responsibilities
(n=16)

Responsible use of digital
tools and resources*

Online presence*

Understanding freedom of
speech*

[N
o

Digital Health &
Welfare
(n=29)

Addiction

Screen Time

Technology affects health
Attention seeking online*
Escape into virtual reality*
Human Interaction Skills*
Social pressure

[EEY
S

Attitudes and Beliefs
(n=15)

Empathy*
Positive Behaviors
Negative behaviors

Balance vs. avoidance*

FOMO, or Fear Of Missing Out

Knowledge vs.
Behaviors
(n=3)

Knowledge vs Behaviors*
Remembering, not being
aware of issues*

P OO0 FrPr O & OO OO OO W
ONIFEF B NN WRR R REP WV

Maturity(*)
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Category Topic Number of Q1 Number of Q2

Comments Comments
Other Comments Significance of K-12 Digital 2 1
(n=14) Citizenship Education(*)

Levels of appropriateness(*)
Myth of Digital Native(*)
Safeguards(*)

Social media(*)

Training on laws(*)

Time(*)

Educational shortsightedness
Translations

OO O OO O K
O O OO Fr»r +» O

Notes: A * denotes a new topic. A (*) denotes a new topic found in comments but not directly
related to K-12 DC skills and knowledge.

New Topics

This study investigated the DC skills that educators considered important and what behaviors
they noticed their students struggling with. The Other Comments section of the table includes
comments that did not fit into the seven pre-existing or one new category of DC. These
comments, related to topics like teacher preparation, the myth of the digital native, and the
significance of DC education. Notably, four entries within the Other Comments section lacked
corresponding responses for Q1 and Q2 (Social media, Training on laws, Time, and
Translations). Thus, although they represent topics present in the comments, they do not
represent new topics related to K-12 DC skills and behaviors.

Twenty-one new topics (topics with an asterisk in Table 4) emerged from the participants’
comments. All categories prompted one or more comments on at least one new topic in response
to Q1 and/or Q2. New topics that emerged in response to Q1 (or both Q1 and QQ?2) are discussed
below. Topics that emerged only from responses to Q2 are discussed later in the paper.

Four of those topics occurred in two or more comments:

Seven Q1 comments (as well as four in response to Q2) about students’ understanding of the
long-term real-world implications of their online actions in the Digital Law & Regulations
category. More specifically, as one participant said, “I think any legal ramifications of posting
information online would be important for students to understand as they utilize digital spaces.”
Six Q1 comments (as well as 11 Q2 responses) in the Rights & Responsibilities category were
about the responsible use of digital tools and resources, such as students needing “...instruction
on the use of Al in constructive ways instead of to cheat.” In that same category, the topics of
online presence and understanding freedom of speech were also mentioned.

Four Q1 comments (as well as three Q2 comments) in the Attitudes & Beliefs category were
about students needing to learn empathy. For example, one participant discussed the importance

(NI SLR School Library Research | www.ala.org/aasl/slr



http://www.ala.org/aasl/slr

Volume 29 | ISSN: 2165-1019

of teaching “...empathy and judging other people’s content through a biased lens.” In this
category, balance vs. avoidance was also mentioned in response to both Q1 (one time) and Q2
(four times).

Anonymity received two Q1 comments (and seven Q2 comments) in the context of Digital
Safety & Security about students’ need to know that there is no true mask of anonymity to
protect cyberbullies who post mean content or cyberbully others.

Q2 Quantitative Data

Using 50% as a threshold, participants reported their students having issues (Question 2) with 19
out of the 20 survey items on DC (see Table 3). The only item that received less than 50%
positive response was in the Digital Law and Regulations category:

2.1 Knowledge of digital laws and regulations when engaging in digital commerce (45%).
The item that received the most positive responses was in the Digital Media Literacy category:
3.1 Knowledge and practice of balanced media usage at 90%.

Item 2.5 Understanding and following copyright and fair use law in the Digital Law and
Regulations category came in second at 89%.

Closely following these were items in Rights & Responsibilities (5.1), Digital Health & Welfare
(6.2), Digital Media Literacy (3.2), and Digital Ethics & Etiquette (1.1):

5.1 Knowledge of and reflection on the impact of digital activities, habits and
media/technology use on personal health, well-being and relationships (86%),

6.2 Responsible media use (85%),

3.2 Knowledge of media and information literacy practices, including curating digital
content, and understanding, evaluating, creating and accessing media and information
(83%), and

1.1 Use of appropriate digital ethics and etiquette in digital social interactions with people
from diverse backgrounds (80%).

Twelve items received positive responses between 70% and 79%. See Table 3 for the complete
list.

Q2 Qualitative Data

Qualitative feedback provided by participants highlighted more nuanced insights into the specific
challenges their students encountered with specific DC behaviors, skills, and knowledge. During
our data analysis, comments were identified a relating to either Q 1 or Q2. All seven categories
in the survey received additional comments from the participants in response to both importance
of topics (Q1) and issues students have with aspects of digital citizenship (Q2).

iVHIEI SLR School Library Research | www.ala.org/aasl/slr



http://www.ala.org/aasl/slr

Volume 29 | ISSN: 2165-1019

Eight topics receiving more than ten Q2 comments (see the Number of Q2 Comments column in
Table 4). The two categories that received the most comments were Digital Media Literacy (Q2
n=57) and Digital Law & Regulations (Q2 n=53).

The topic with the highest number of Q2 comments was illegal or inappropriate behaviors (Q2
n=24) in the Digital Law & Regulations category. Specifically, participants discussed trolling,
flaming, and sexting becoming more common, and instances where “...students have Instagram
pages that they use to harass/bully other students” and “...elementary aged students have used
school devices to search porn instead of their assignments.”

Other topics also received many mentions. Authorship/intellectual property (Q2 n=17) in the
Digital Media Literacy category and copyright/fair use (Q2 n=15) in the Digital Law &
Regulations were the topics with the second and third largest numbers of comments. While these
topics were interrelated, they focused on different aspects of the same issue.

Authorship/intellectual property focused on students struggling with thinking “... that if it is on
the Internet it is true and also free for the taking” and “...students having no concept of
intellectual freedom”, while copyright/Fair Use focused on the legal aspect of plagiarism
students openly violating copyright and Fair Use law by plagiarizing sources or copy/pasting.
Participants reported students’ struggles with the side effects of digital media/device addiction
(Q2 n=14) in the Digital Health & Welfare category, which received the fourth largest number of
comments. More specifically, they discussed students’ inability to put their phones down,
disconnect from digital media during instructional time, and establish a healthy balance of screen
time (avoiding overuse). One participant even compared the effects of tech addiction to alcohol
addiction.

The topic with the fifth largest number of comments discussed students struggling with
information accuracy (Q2 n=13) in the Digital Media Literacy. Specifically, participants’
comments mentioned that students had difficulties with website evaluation, identifying
misleading information or fake news, differentiating between “influencers vs. genuine
recommendations,” and posting information that included evidence to support their claims.

New Topics

Of the 21 new topics emerging from the comments, responsible use of digital tools and resources
in the Rights & Responsibilities category had the largest number of Q2 comments (Q2 n=11).
Participant comments highlighted students displaying a lack of responsible behavior in online
spaces, using Al such as ChatGPT for assignments or cheating, and struggling to stay on task in
class due to not responsibly using their media and devices (games, non-academic websites).
Nine new topics occurred only once in Q2 comments, as shown in Table 4. (New topics are
indicated by an asterisk.) Five of the 21 new topics occurred in two or more comments.

In the Rights & Responsibilities category 11 comments about the responsible use of digital tools
and resources were noted in response to Q2 (as well as six in response to Q1). In this context,
participants discussed observing students misusing and cheating with Al, and sharing
inappropriate content on shared platforms.
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Anonymity, a new topic in the Digital & Safety category, received seven comments in response
to Q2 (in addition to two in response to Q1). Participants reported that students find it easier and
that they feel freer to bully others online due to a false sense of anonymity or hiding behind an
online identity.

Four Digital Law & Regulations Q2 comments were about consequences of online actions (as
well as seven in response to Q1). Participants reported observing student misbehaviors possibly
caused by a lack of understanding of the legal implications of certain online behaviors such as
sending or receiving pictures of themselves or posting information online.

In the Attitudes & Beliefs category empathy received three Q2 comments (as well as four in
response to Q2). Participants reported that their students showed a lack of empathy in digital
spaces, stating students are “...more inclined to react rather than respond” and that some students
“...feel a degree of anonymity that allows them to behave poorly. Also empathy and sticking up
for yourself are not always trending.”

Two comments in the new Knowledge vs. Behavior category that emerged from our analysis of
the comments were about students knowing the right thing to do online but not putting that
knowledge into practice. For example, one participant discussed DC as “...an area where
students have the knowledge but do not put it into practice.” Another participant agreed, stating
“This is another area where student know what adults have told them they should do but either
do not agree or don’t care to practice self control.”

Conclusions and Implications

The prevalence of concerns and perceived significance of topics related to the categories Digital
Law & Regulations and Digital Media Literacy, which together represent 61% (n=218) of the
qualitative comments and all five overlapping topics with ten or more comments for both Q1 and
Q2 (Digital Media Literacy: authorship/intellectual property, information accuracy, and the
appropriate use of digital media; Digital Law & Regulations: illegal or inappropriate behaviors,
and copyright/Fair Use), is unsurprising. DC literature indicates an increase in behaviors that are
illegal or inappropriate (Finkelhor et al., 2020), violate intellectual property/copyright law (Blau
& Eshet-Alkalai, 2017; Lilly, 2023), violate consent/privacy (Pritchard et al., 2024), or involve
information inaccuracy (Stellmann et al., 2021).

A high percentage of participants’ quantitative responses (90% or more selecting “yes”) and
qualitative comments reflected participants’ perceived importance of specific DC behaviors and
knowledge. Participants reported that their students were struggling with or displaying behaviors
such as blatant plagiarism and copyright infringement/violations, cyberbullying, sexting, sharing
pictures of or information about someone without their consent (legal aspect), and taking
information found online at face value without evaluation.

The qualitative comments provided by participants highlighted what they viewed as essential DC
knowledge and skills, as well as DC issues their students have encountered. The topic of
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information accuracy received the most comments, implying the need to educate students about
critically assessing online information.

Of the 20 topics gathered from the literature, the largest number of participants reported that their
students had issues with illegal or inappropriate behaviors (Digital Law & Regulations). Similar
issues have been documented in existing literature, such as students struggling with cell phone
and device addiction (Claesdotter-Knutsson et al., 2021; Pritchard et al., 2024) and the addictive
or negative effects of too much screen time and/or inappropriate use of media (Claesdotter-
Knutsson et al., 2021). During the past decade, research on the negative or addictive effects of
too much screen time on children’s mental and physical health has expanded, with some
researchers comparing adolescent cellphone addiction symptoms to symptoms commonly
observed in substance use disorders (Claesdotter-Knutsson et al., 2021).

The new topic with the most comments was responsible use of digital tools and resources in the
Rights & Responsibilities category. Through their comments, participants emphasized the
importance of responsible use of media and technology, particularly in the responsible use or
misuse of Al such as ChatGPT, social media, and other digital technologies prevalent in today’s
increasingly interconnected world. This reflects the importance of providing students with
instruction on ethical and responsible Al use, its limitations and risks, using Al in the real world,
and taking responsibility for their interactions in digital spaces (Common Sense Media, 2024).

Knowledge of digital laws and regulations when engaging in digital commerce received the
highest number of “maybe” responses for Q1, at 31% (n=111), which implies the highest degree
of participant uncertainty regarding the importance of this topic. As one participant stated, “I am
not aware on what the laws are revolving around this. This should be a training and requirement
for teachers.” Although educators and their training on DC are not the focus of this study, the
degree of uncertainty for this item represents the topic’s future research potential.

Education on the appropriate and ethical use of technology is crucial in the current digital age
(Mattson, 2016), in which students are increasingly exposed to technology at an early age with
limited oversight online (McCabe, 2020). Even though students may possess the knowledge to
make informed decisions online, they may not always choose to exercise this ability (Brown,
2023). Analysis of participant comments from this study indicated that they, the expert
practitioners, feel that K-12 students need a balanced DC education that addresses existing and
emerging real-world digital issues that they may encounter, including cyberbullying and other
illegal or inappropriate behaviors (Antonio et al., 2024; Sorrentino et al., 2023), cell phone and
social media addiction (Claesdotter-Knutsson et al., 2021; Pritchard et al., 2024), Al and how to
use it ethically (Lee et al., 2024; Zhang & Tur, 2024), identifying misleading or untrue
information masquerading as the truth, and the temptation to create content that may plagiarize
or violate copyright law (Gregory, 2020; Lilly, 2023). Future research may analyze participant
responses by school type or participant job type to investigate whether any differences exist in
DC skills considered important or issues K-12 students struggle with.

Finally, the recent emergence of generative Al and chatbot technology presents a dual edged
nature with the potential to impact education both negatively (e.g., academic dishonesty) (Zhang
& Tur, 2024) and positively (e.g., personalized learning, grammar and spell checking) (Common
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Sense Media, 2024; Lee et al., 2024) on K—12 education. Although several participants discussed
Al chatbot technology as a potential facilitator of academic dishonesty, the limited existing
research on the topic has presented little evidence of widespread incidents to date (Lee et al.,
2024). Further research is needed to determine Al literacy topics for inclusion in an updated DC
curriculum, as well as the extent of AI’s potential impact on K—12 education.

While all 20 survey items were drawn from existing literature (including our own previous work)
and proven important to participants by the research reported here, the 60 topics generated
during qualitative coding (see Table 4) and the 21 new topics identified during comment analysis
represent the most prominent concerns of participants for DC education, suggesting a need to
update existing DC frameworks and curricula to reflect tools available to and challenges faced by
today’s K—12 students. While the 21 new topics identified during data analysis may not be as
prevalent in the literature as the topics included in the survey, representing only 15% (n=54) of
all comments, they are nonetheless present as concerns of educators and issues for learners.
Further research is necessary to assess the appropriateness of incorporating the new category and
topics discussed in this paper in an updated K—12 DC framework and curriculum that reflects
emergent DC concerns.

This study had several limitations, chief among them being that the study population included
only the perceptions of U.S.-based English-language proficient K—12 school librarians and
classroom teachers. The eligible population pool was further narrowed by distribution by means
of professional organization message board. To compensate for a potentially narrow population,
the survey was distributed through professors who instruct pre-service and in-service teachers
and school librarians, on X/Twitter and Facebook groups, and Reddit subreddits. Additionally,
the research did not collect data regarding students’ perceptions. Future research on students’
perceptions of the significance of DC topics and issues is needed.

This research was conducted after the COVID-19 pandemic, whereas some of the literature that
formed the framework of the survey instrument was written before the pandemic (e.g., Martin et
al., 2019; Ribble & Park, 2019). The study presented in this paper was designed to reflect the
COVID and post-COVID educational landscape, and any possible changes classroom teachers or
school librarians observed or were aware of that were brought about during or after the hybrid
and virtual instruction brought about by COVID. As such, the survey instrument is still being
refined to finalize the framework before implementation with a broader audience.
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Appendix

Survey Statements and Questions

Statements or Questions RQ1: Is this an RQ2: Have you noticed
important element of your students having
Digital Citizenship for any issues with this?
K-12 students

Category 1: Digital Ethics & Etiquette

1.1 Use of appropriate digital ethics and etiquette Yes Yes
in digital social interactions with people from No No
diverse backgrounds. Maybe

Are there any other digital ethics and etiquette-
related behaviors or knowledge that you have
observed, experienced, or feel are important to K-
12 students to learn or exhibit to become
empowered digital citizens? Do not put anything in
your response that could identify you.

Category 2: Digital Law & Regulations

2.1 Knowledge of digital laws and regulations Yes Yes

when engaging in digital commerce. No No
Maybe

2.2 Knowledge of appropriate actions when Yes Yes

encountering cyberbullying, abuse, blackmail, or No No

sexting/sextortion behaviors. Maybe

2.3 Recognition of the signs of cyberbullying, Yes Yes

abuse, blackmail, or sexting/sextortion. No No
Maybe

2.4 Recognition and avoidance of inappropriate Yes Yes

content or language. No No
Maybe

2.5 Understanding and following copyright and fair Yes Yes

use law. No No
Maybe

Are there any other digital law and regulations-
related behaviors or knowledge that you have
observed, experienced, or feel are important to K-
12 students to learn or exhibit to become
empowered digital citizens? Do not put anything in
your response that could identify you.

Category 3: Digital Media Literacy
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Statements or Questions RQ1: Is this an
important element of
Digital Citizenship for

K-12 students

3.1 Knowledge and practice of balanced media Yes
usage. No
Maybe
3.2 Knowledge of media and information literacy Yes
practices, including curating digital content, and No
understanding, evaluating, creating and accessing Maybe
media and information.
3.3 Knowledge of risky and healthy online Yes
behaviors and preventative measures against No
scams, phishing, and tracking/location sharing. Maybe
3.4 Expressing, broadcasting and recording Yes
oneself. No
Maybe

Are there any other digital media literacy-related
behaviors or knowledge that you have observed,
experienced, or feel are important to K-12
students to learn or exhibit to become empowered
digital citizens? Do not put anything in your
response that could identify you.

Category 4: Digital Safety & Security

4.1 Expressing, broadcasting and recording Yes
oneself. No
Maybe
4.2 Knowledge and practice of digital safety and Yes
security, including identity privacy, data, and No
password protection. Maybe

Are there any other digital safety and security-
related behaviors or knowledge that you have
observed, experienced, or feel are important to K-
12 students to learn or exhibit to become
empowered digital citizens? Do not put anything in
your response that could identify you.

Category 5: Rights & Responsibilities

5.1 Knowledge of and reflection on the impact of Yes
digital activities, habits and media/technology use No

on personal health, well-being and relationships. Maybe
Statements or Questions RQ1: Is this an

important element of

RQ2: Have you noticed
your students having
any issues with this?

Yes
No

Yes
No

Yes
No

Yes
No

Yes
No

Yes
No

Yes
No

RQ2: Have you noticed
your students having
any issues with this?
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Are there any other digital citizenship-related
rights or responsibilities that you have observed,
experienced, or feel are important to K-12
students to learn or exhibit to become empowered
digital citizens? Do not put anything in your
response that could identify you.

Category 6: Digital Health & Welfare
6.1 Self-reflection and assessment of digital habits.

6.2 Responsible media use.

6.3 Maintain a positive online presence.

6.4 Understands the rights and opportunities of
digital media and information.

Are there any other digital health and welfare
behaviors or knowledge that you have observed,
experienced, or feel are important to K-12
students to learn or exhibit to become empowered
digital citizens? Do not put anything in your
response that could identify you.

Category 7: Attitudes & Beliefs
7.1 Knowing when to ask for adult help when

dealing with sticky situations.

7.2 Express empathy and kindness in digital
interactions.

7.3 Protecting or standing up for oneself and
others.

Statements or Questions

Are there any other digital citizenship-related
attitudes and beliefs that you have observed,

Digital Citizenship for
K-12 students

Yes
No
Maybe
Yes
No
Maybe
Yes
No
Maybe
Yes
No
Maybe

Yes
No
Maybe
Yes
No
Maybe
Yes
No
Maybe

RQ1: Is this an
important element of
Digital Citizenship for

K-12 students

Yes
No

Yes
No

Yes
No

Yes
No

Yes
No

Yes
No

Yes
No

RQ2: Have you noticed
your students having
any issues with this?
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experienced, or feel are important to K-12
students to learn or exhibit to become empowered
digital citizens? Do not put anything in your
response that could identify you.

Are there any other digital skills, behaviors, or
knowledge you have observed or experienced in
your classroom or feel are critical for K-12 students
to learn or exhibit to become empowered digital
citizens?
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