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Introduction
Peter Fernandez

Head, LRE Liaison Programs
University of Tennessee Libraries

Kelly Tilton

Information Literacy Instruction Librarian
University of Tennessee Libraries
As emerging technologies become easier to use, a wider range of information
professionals is increasingly tasked with making decisions regarding which
technologies to use, promote, and support. These technology-mediated exchanges
play an important role in defining libraries for their patrons. Yet, because the
implications of technology are often difficult to discern, it is all too easy for
decisions about technology to be made without fully taking into account the
values that libraries seek to uphold. This volume endeavors to make it easier to
understand these connections and provide context for making these types of
decisions, as well highlight case studies of organizations and applications that
exemplify relevant library values.
The following chapters share a wide range of perspectives on how to
interpret and apply library values in the context of emerging technologies. This
work is grounded in theory but applicable to the real world. The lessons these
authors share are pertinent to all types of libraries because they are frequently
guided by an underlying framework for decision making that can be adapted
for libraries considering different technologies or that uphold different values.
These three concepts—values, emerging technologies, and the ways those two
ix

x
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ideas inform practitioners making everyday decisions—are the inspiration for
this collection.
This book is premised on the idea that values are not a set of unchanging rules.
Rather, they are guidelines that help us interpret and respond to novel situations
in ways that uphold our deepest-held convictions. For a value to be meaningful, it
must be something that we are willing to sacrifice for; yet, new situations require
that we engage in a process of ongoing reflection. If our values are not engaged with
as the context around them changes, then they will become obsolete. In part, then,
this work is an effort to engage with, and apply, the ideals behind those values.
This is particularly important in a world where the pace of change appears
to be increasing. Every year, emerging technologies are more deeply integrated
into both libraries and the lives of the patrons they serve. The result has been
miraculous, transforming how we interact with one another—and the world—
with profound implications for the structure of information. But the hidden side
of this miracle is that the technologies that surround us are not simply neutral
tools—they come embedded with their own sets of assumptions and values.
For instance, social media and cell phones allow for new types of
communication while limiting others. Library catalogs and search engines
necessarily make assumptions and use heuristics when they to choose what
information to display, which, in turn, train their users’ expectations. 3-D
printers can produce certain types of objects and not others. Humans create these
technologies and software. As they do, they make choices (and are influenced by
the limitations of their materials) that have ethical implications, which, in turn,
help set the parameters within the next generation of technology that is created.
The result is that technology is embedded with values that effect the attitudes and
beliefs of its users and society.1 But it is equally important to recall that because
technology is created by humans, it is influenced by its social context. Concepts
like privacy or diversity can and do impact what technology is created, as well as
how that technology is utilized and understood by its users.
As users and creators of technologies, as well as institutions that are part of
the fabric of their communities, libraries have opportunities to decide how they
interpret their values into actions. Individual practitioners can choose what
technology they use and promote to patrons. Libraries can work in concert
with other institutions with similar values to change the social context around
technology. Yet there are real limitations: all of these actors are also a part of larger
trends that libraries can influence but not control. In particular, libraries are, by
design, frequently service organizations that place a premium on empowering the
user and minimizing the choices they make on behalf of their patrons. The values
of the profession are often in tension with one another as well as with the values
embedded in the technology that is available.
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New situations may require libraries to prioritize their values in ways that can
be both invisible and uncomfortable. Is it better to provide patrons access or help
preserve the public good, even if it requires a sacrifice of confidentiality (and what
if it sacrifices diversity, or makes preservation more difficult)? Does it matter that
patrons seem to accept lack of privacy in many aspects of their lives even as surveys
continue to proclaim that privacy is important to them? Further complicating
matters, to access specialized technology, libraries often find themselves working
with non-library vendors with their own sets of constraints that further limit how
much direct influence libraries have on the technology. Should libraries use an
inferior product in hopes that, by promoting it, they help fund the development of
technology that supports their values? These questions often do not have simple
answers.
In the chapters ahead, authors will unpack the complexities inherent in
a wide array of scenarios. They represent a variety of backgrounds, including
public libraries, academic libraries, nonprofit institutions, businesses, government
agencies, and more. Most of the submissions are new, but some have been adapted
from previous works. The priority for selection in this volume was quality, even as
we emphasized collecting as wide a variety of viewpoints as possible.
Because it is a well-known reference point, the ALA’s Core Values of
Librarianship are the catalysts for these discussions. Rather than strictly adhering
to any one interpretation (if such a thing is even possible) of the values, different
authors approach them in different ways. This is similar to how most libraries
and practitioners regard them and represents how they tend to be utilized in the
real world. Similarly, not all values are equally applicable to our interactions with
emerging technology, and we made no attempt at consistent representation.*
This volume is organized into two sections, labeled “Contemplating Library
Values” and “Applying Library Values.” Chapters in the first section emphasize
the underlying frameworks that guide librarian practice. Chapters in the second
section tend toward the practical, emphasizing real-world applications that can
ideally serve as a starting point for other librarians encountering similar issues,
even if the specific technology or set of values may differ. From even this brief
description, it is readily apparent that these distinctions are porous (rather than
firm) boundaries, as each informs the other.
In Chapter 1, “The New Technocracy: Positioning Librarianship’s Core
Values in Relationship to Technology Is a Much Taller Order Than We Think,”
Dr. John Buschman, Dean of University Libraries at Seton Hall University, sets
* One shortcoming, however, is worth noting: the interplay between diversity and
technology is underrepresented in this volume, but well represented elsewhere.
As a starting point, we recommend Code4Lib’s Special Issue on Diversity in
Library Technology http://journal.code4lib.org/issues/issues/issue28.
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the stage by situating technology and its critique in the frames of postmodernity,
neoliberalism, and the new technocracy. It concludes with an in-depth discussion
of the implications of this understanding for the library value of privacy.
In Chapter 2, “Tor Browser and Intellectual Freedom in the Digital Age,”
Alison Macrina, Founder of the Library Freedom Project and contributor to the
Tor Project, outlines how technologies like the Tor Browser can be implemented
by libraries and argues that doing so supports library values such as privacy and
intellectual freedom.
In Chapter 3, “Ethical Implications of Digital Tools and Emerging Roles for
Academic Librarians,” Lindsey Wharton of Florida State University broadens
the scope of discussion to examine a range of technologies, including digital
scholarship, instructional technologies, and social media. She explores the
advantages and ethical implications of using these technologies and suggests ways
in which librarians’ roles should adapt to meet these new challenges.
In Chapter 4, “The Twitter Archive at the Library of Congress, Seven Years
Later: Challenges for Supporting the Core Values of Librarianship,” Dr. Michael
Zimmer has adapted a previously published article that examines an attempt by
the Library of Congress to meet the challenges of the digital age by archiving social
media artifacts from Twitter. He demonstrates some of the ways this seemingly
simple proposal is significantly more challenging than expected.
In Chapter 5, “Digital Infrastructures that Embody Library Principles: The
IMLS National Digital Platform as a Framework for Digital Library Tools and
Services,” Trevor Owens, Ashley E. Sands, Emily Reynolds, James Neal, Stephen
Mayeaux, and Maura Marx of the Institute of Museum and Library Services
highlight how their organization, which helps design the digital infrastructure
that libraries depend on, seeks to exemplify library values in their products.
In particular, they highlight the ways the platform they are creating impacts
connectivity, access, data privacy, digital literacy, open data, and embodying
diversity in digital collections and systems.
In Chapter 6, “Bringing Open Access into Interlibrary Loan with the Open
Access Button,” Chealsye Bowley of Florida Gulf Coast University contends that
digital paywalls impede the library value of access. She discusses the history of
one solution, the Open Access Button, and how it has been used by both libraries
and patrons to improve interlibrary loan, create awareness about the issue, and
facilitate the sharing of information.
In Chapter 7, “Digital Advertising in Libraries: Or… How Libraries are
Assisting the Ecosystem that Pays for Fake News,” Dr. Eric Hellman, President of
the Free Ebook Foundation, examines how, by participating in new technologies
without fully understanding them, libraries can inadvertently undermine their
values, such as patron privacy. He uses the example of tracking cookies, which
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many libraries use and permit the vendors they partner with to use. He concludes
with suggestions for future practice.
In Chapter 8, “Communication or Piracy? Library Values, Copyright,
and Cloud Computing,” Justin M. White of Hodges University considers how
information sharing has been disrupted by cloud computing, which has a
dramatic impact on access. He outlines how technologies such as email, Sci-Hub,
and Dropbox hold implications for copyright and suggests ways in which libraries
can promote their values while engaging with this change.
In Chapter 9, “Information As an Essential Human Right: How the World
Becomes Kinder and More Democratic When We Are All Informed,” Dr. David
I. Orenstein, Professor of Anthropology at Medgar Evers College/CUNY, frames
the libraries’ role in providing access to information within the context of human
rights. He summarizes a number of technology-based challenges facing libraries,
including online censorship and bullying, and he calls for libraries to be active in
supporting free and open access to knowledge.
In Chapter 10, “Open Source Software and Librarian Values,” Jason Puckett of
Georgia State University Library adapts a previously published article that argues
that Open Source Software implicitly supports many of the values that libraries
espouse. Values discussed include collaboration and community, privacy and
security, information neutrality, and preservation. He concludes that because
of these connections, libraries should feel an obligation to promote this type of
technology.
In Chapter 11, “The Tradeoffs We Make: Ethical Technology in the Open
Movement and Beyond,” Jennie Rose Halperin of Creative Commons summarizes
many of the challenges libraries face when trying to embody their values in
technologies that they do not directly control. She argues that while libraries are
well positioned to for support values such as privacy, they often conflict with the
ubiquitous closed systems that dominate the technology landscape, and which are
used for a reason. However, she suggests there are examples of alternative open
systems, such as the Library Freedom Project, code4lib, open source software, and
the open access movement, which show that libraries can be active participants in
supporting more open technology paradigms in the future.
In Chapter 12, “Community Code: Supporting the Mission of Open Access
and Preservation with the Use of Open Source Library Technologies,” Keila ZayasRuiz of Florida Statue University and Mark Baggett of the University of Tennessee
relate how libraries can partner with open source communities and projects in
order to “build customizable, interoperable, and extensible solutions to fulfill the
goals of open access and preservation.”
In Chapter 13, “Getting Adults Online and Engaged: Chicago Public Library’s
Approach,” Kate Lapinski of the Chicago Public Library system outlines the libraries’
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advances in developing digital and information literacy among the adult population
of Chicago through their two programs, Chicago DigitalLearn and Learning Circles.
She addresses challenges and successes associated with the programs and emphasizes
the need for lifelong learning with the goal of equal access to digital skills.
In Chapter 14, “Protecting User Rights in the Digital Realm,” Jacob HoffmanAndrews of the Electronic Frontier Foundation argues the need for libraries to protect
users from surveillance by implementing certain digital tools, such as encrypting
browser and server traffic, using privacy extensions for browsers, and employing best
practices in open wireless networks. He touches on intellectual freedom and access
in libraries, and how certain practices that libraries utilize can curtail both.
In Chapter 15, “Not All Information Wants to be Free: The Case Study of On
Our Backs,” Tara Robertson discusses the digitization of a lesbian porn magazine
and how the values of free access to information and privacy and consent can come
into conflict in the age of the internet. She also talks about ethical digitization and
how libraries can mitigate consent issues.
In Chapter 16, “Effective Technology Management: Importance of Policies
and User Agreements to Advance and Sustain Emerging Technology Use in
Libraries,” A. Miller at Middle Tennessee State University examines how user
policies may be appropriately implemented in libraries, creating a framework
in which librarians may make decisions about specific technologies. The values
associated with equitable access to information and services provides a focus, and
examples of how libraries are using these policies are given.
In Chapter 17, “Libraries as Leaders of the Open Educational Practice,” Dr.
Lisa Petrides, Dr. Cynthia Jimes, and Amee Godwin of the Institute for the Study
of Knowledge Management in Education discuss the “state of open” in school
libraries and how librarians are in a prime position to promote and give access to
open educational resources (OER). Preliminary evidence is provided in support
of the movement, and rubrics are given as a means of implementing OER, in the
context of enabling lifelong learning and empowering professionalism.
In Chapter 18, “Building Bridges with No Trolls: The Practical Ethics of Open
Access Institutional Repositories and Digital Archives,” Lindsay Kenderes and
Jude Morrissey of Milligan Libraries emphasize the importance of open access
in institutional repositories and archives, addressing challenges in “going green”
and sharing their own experiences with Milligan College’s institutional repository.
In Chapter 19, “Lasting Experiences: Taking Galleries from Glass Cases to
Online Access Repositories,” Joseph Shankweiler and Todd Seguin of Western
Kentucky University outline the process of taking a physical collection of
miniature books and creating a space for them online through TopSCHOLAR.
They discuss their process as well as challenges in the context of the values of
access and democracy and preservation.
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In Chapter 20, “Makerspaces for Technology-Infused Learning: A Case
Study,” Maria Hawkins and Kevin Garewal of the University of Akron present their
library’s experiences in implementing a makerspace, including major barriers and
training needs. They also discuss future plans and scalability in the context of open
access and lifelong learning.
In Chapter 21, “The Practice of Solidarity: Forming a Collaborative Coding
Interest Group at AUC Robert W. Woodruff Library,” Joshua Hogan and Justin
de la Cruz of the Atlanta University Center Library talk about improving service
and professionalism through the formation of a coding interest group within their
library. Resources for learning coding are presented and best practices are reviewed.
In Chapter 22, “How I Set Up GNU/Linux at My Library,” Chuck McAndrew
of Lebanon Public Libraries in New Hampshire relates his experiences in setting
up free and open source software at his library. He gives a step-by-step process and
discusses why libraries should invest in such software.
In Chapter 23, “Contextual Expectations and Emerging Informational Harms:
A Primer on Academic Library Participation in Learning Analytics Initiatives,”
Kyle M. L. Jones and Ellen LeClere at Indiana University-Indianapolis and the
University of Wisconsin-Madison iSchool consider learning analytics technologies
and the fundamental privacy issues related to implementing these in a library
context, as well as going over potential benefits. To conclude, suggestions on best
practices are provided.
In Chapter 24, “Applying Inclusive Principles in Web Design to Enhance
Accessibility for Disabled Users,” Dr. Kyunghye Yoon, Rachel Dols, and Laura
Hulscher of St. Catherine University examine the usability of certain web designs
and the challenges of providing an accessible interface. A case study is provided to
give an example of assessment, and barriers are discussed in detail. Suggestions are
given alongside a discussion of how libraries are responsible for the accessibility
of their content.
The technology that libraries utilize will inevitably help define the library, its
patrons, and, through them, the world. Many of the issues raised here do not have
easy answers. If, as you read, you find yourself disagreeing with the conclusions
of the authors as often as you are inspired by them, then we have done our job.
Values are meant to endure the test of time but must interact appropriately with
the immediate challenge, the larger society, and the reality of technological
options available. Libraries must actively engage with the implications of their
values, informed by their particular context. By developing a more nuanced
understanding of both the technology and the professions values, we will all be
better situated to ensure that our values are realized in our decisions. It is our hope
that this volume will aid you in doing so.
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Notes
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PART I

Contemplating
Library Values

CHA PTER 1

The New Technocracy:

Positioning Librarianship’s Core Values in
Relationship to Technology Is a Much Taller
Order Than We Think
John Buschman

Dean of University Libraries
Seton Hall University

Introduction
“Technology” as a term covers an endlessly broad range of processes, products,
and social arrangements. This volume is on library values—specifically, the
American Library Association’s (ALA) Core Values—and emerging technologies.
One of the goals of the volume is to explore “theoretical models for understanding
and interpreting… library value[s] in context of a relevant technology.”1 Implied
within that is a focus on a subset of technologies: “the Internet… and cybersociety
brought about… by information and communications technologies [resulting
in] virtual relations, interactivity, personalization,… online communities” and
now social media.2 Thinking about and interrogating these new and emerging
technologies is still embedded in the broader critiques and analyses of technology.
That, as the reader will see shortly, presents something of a problem. One further
point will go some ways toward contextualizing what follows. The exploration of
our current social, economic, and cultural conditions assumes that they are not
sui generis, but “explicable in terms of ongoing, if accelerating, trends… identified
and explained effectively by… thinkers” who have looked long and carefully at
1

2
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modern, liberal, capitalist societies and their development.3 As such, longstanding
fundamental questions about broad social and economic arrangements are key
parts to their analyses, and “technological expertise… is mostly peripheral” to
those concerns.4 That will be (partially) the case here. The chapter will proceed as
follows: the problem of technology criticism is explored before turning to three
frames that do a better job of explaining and situating technology and its critique.
Those frames are: I, postmodernity (as contrasted with postmodernism); II, the
context of neoliberalism; and III, the new technocracy. Each works—and fits—
together as illustrated by the discussion of core values and the new technocracy
that follows. The chapter concludes with one possible new approach to realizing a
key core value: privacy.

To Break the Pattern
Twenty-five years ago, I wrote that “we must account for and join that established
body of theoretical and critical scholarship [on technology] if the profession … is
to make responsible decisions about libraries” and their technologies—a point I
repeated nine years ago in updating that analysis.5 While the point remains true,
theoretical critique of technology is moribund. It is not unimportant, but it is at
something of an impasse or in a quagmire—it is difficult to tell which (one is a
dead end; the other is difficult and entrapping). Technology critique draws from an
analytical wellspring that resembles “those mechanical toys that endlessly make the
same gesture when everything else has changed around them.”6 The broad outlines
of technology critique have been set in some cases for many decades:
• technology as rationalization, control, and monitoring
• the capital control and purpose of technology
• technological change as ideology
• feminist critiques of technology
• technological utopianism7
These, in turn, overlap and have been combined and recombined into various
meta-analyses: that “technology reduces nature and humans to resources,” that
it reduces “thought to… instrumental rationality,” or that “society itself is a
massive machine that individualizes and disciplines humankind,” tending to
engender either a sense of helplessness or simply a walking away (Miller 2011).
The critical exercise has thus devolved into a series of small moves to account
for new developments8 (like touchscreens or GPS). The result is that “critique
has been miniaturized like computers,” and often the technological objects of
philosophical analysis are so de-worlded that they are, in the end, uninteresting
because they become isolated and analyzed “facts” rather than as the product
of rich social processes.9 The result is a “lite” technology critique—essentially
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a consumer review that does not debate the alternatives, costs, and tradeoffs,
but merely the “cognitive and emotional costs of… existing [technologies,
circumstances or problems versus] leaving it as it is.… Disconnected from actual
political struggles and social criticism, technology criticism is just an elaborate
but affirmative footnote to the status quo.”10 Much technology critique actually
consists of simply “getting consumers to change their behavior”; that is, to utilize
technology more intelligently and make discerning choices among technologies,
masking the broad and fundamental assumption that this represents the full
extent of the issues.11
Reasonably direct parallels (of the critique-of-technology critique) can
be drawn to large swaths of librarianship’s work. For instance, librarianship’s
instructional efforts have moved from “bibliographic” to “information literacy”
instruction in the last three decades or so, and this shift has responded to and
assumed the centrality of technology in information access and storage, and thus
the “literacy” that is to be mastered through these efforts further embeds this
hierarchy and relationship.12 Information literacy instructional efforts largely
replicate the pattern of the focus on consumer behaviors: “technology can only
do so much—no matter how sophisticated a search engine or indexing system
is, students still need to learn how to search for and evaluate information.”13
Even some of the critical information literacy work14 assumes the centrality of
technology in efforts and responses to de-center the hegemony of knowledge
production in the form of (technology-enabled) user-generated content and
blogs.15 I have written previously16 of the field’s leadership “crisis culture” that
points to technological change as the reason to declare a crisis in librarianship,
indicated by the lack of speed in adapting to and more effectively utilizing
technologies. This is essentially inventing an ideology to justify acting an ideology
out17 and represents a profession-wide meta-form of blaming the consumers’
behavior for technological inefficacies.
Latour18 continuously referred to the rigor of the military’s efforts to “constantly
revise… strategic doctrines, [and] contingency plans, [and that] we alone [seem to]
be saved from those sorts of revisions” in our analyses of technology. He notes that
critique was always “useless against objects of some solidity”;19 that is, puncturing
the silly (a wild conspiracy theory) is a much different (and easier) proposition
than taking on an existing social situation (a war, environmental causes of disease).
Critique fell into picking and choosing easy targets that fit the deep grooves critique
had worn, or de-worlding something until it can be a mere, dull fact, and thus easier
to analyze. Taking a cue from Whitehead, he challenges the turn to epistemology
(“how do we know it?”) as an evasion of what is actually confronting us (“what is
there?”), and what makes that situation possible; as critique is now constructed the
question of “infrastructures whose makeup is never interrogated” tends to focus on
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the “mere superficial consequences of powerful hidden causalities.”20 For Latour,
critique is a matter of “experience and of experimentation”—an assemblage of the
“many participants [—human and technological—who] are gathered in a thing to
make it exist and to maintain its existence.”21
Morozov22 can be adapted to this framework and librarianship in that
highlighting the “political costs of framing the issue through the lens of technology”
should become part of our new process of analysis (and decision making): the
question is not adapting to “better” information-querying design changes, but
rather why is this change being made at all? Otherwise, we are asking library users
to “internalize the costs… around them [because the problem] probably stems
from their lack of self-control or their poor taste” in choosing and deploying
technologies in the vein of the consumer-behavior analysis. This is precisely what
much information literacy instruction does, and it represents much of the ideology
invented to act out a crisis culture ideology among the field’s leaders. The task of this
analysis is to avoid some of these pitfalls and assemble the actors—both the human
and non-human in the spirit of Latour23—that will contextualize and help formulate
some of our responses to technology. While this effort cannot be comprehensive,
it helps to explain why technologies affect librarians and library users in particular
ways now. In light of this, some particular actions will be explored that will situate
and allow us to act on technologies in libraries differently. Those actions will be
constructed in light core values and not technological trajectories. This chapter will
propose three framing infrastructures in place and how they interact. Altered library
relationships to relevant technologies (though not all of them) will then be put
forward in light of core values. This chapter will conclude with an exploration why
these responses are important despite the seeming hegemony of the frameworks.
This, then, is an exercise in Latour’s dive into experience and of experimentation to
assemble participants in our current state of affairs.

Frame I: Postmodernity
We start with a helpful but underutilized distinction between postmodernism
and postmodernity. Broadly, postmodernism is the intellectual parallel—in
aesthetic and critical postures24—to the social and cultural changes represented
by postmodernity. That is, postmodernism represents an intellectual challenge to
“subject-centered reason, monological texts or readings, grand narratives, general
truth claims and the normalization of Enlightenment rationality.”25 To this list
one can add assertions of groundlessness—whether in science, representation,
culture, belief, social categories, identity, or language—to the challenges: since
these have human origins and can be demonstrated to have changed and evolved
over time, there are no foundations or stability to any of them.26 Postmodernity,
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in contrast, consists of the social and cultural trends and arrangements that
characterize (most) contemporary societies—and is our focus here.27 For instance,
spatial arrangements (e.g., urban concentrations) have been at times reversed in
postmodernity, with some movement toward smaller groupings and the “ethos of
particular places and particular local cultures.”28 This, in turn, is reinforced by an
emphasis on identity and “maximal opportunity for self-creation” in social and
political arrangements,29 which is particularly impactful on the family.30 Implied
within these moves is de-industrialization: the move to a media-intensive, finance,
and information-manipulation based economy.31
In postmodernity’s media-heavy environment, there is an eclecticism, a
“diversity [and] plurality of surfaces which is possible to produce [by] the rich
technological bases of modern cultural production which enable us endlessly
to simulate, reproduce, reiterate, and recapitulate.”32 As a result, culture is now
separate from ideology and does not cohere as it formerly did,33 and it spawns
a variety of dynamisms: individualization and homogenization (in the form of
self-selection in grouping), deterritorialization (media-infused culture is cut
loose from site-specific origins and limited dissemination), and distancing
from the work and productive processes that are still taking place (very few of
us live near slaughterhouses or canning facilities, and they tend to be closed
factory spaces that mask the activity).34 The results pull in multiple directions
simultaneously: enabling globalization at the same time as fragmentation and
localization, challenging the concept of a state or nation via borderless flows of
people, money, media—and, thus, common social and political interests—while
creating violent ethno-nationalisms along with specialized groupings that are
mediated by technology, but are not actual communities with all that implies.35 In
the process, our sense of space and place is fundamentally changed (an “Irish” bar
or a Starbucks or a Sheraton Hotel are much the same everywhere), and much of
this is enacted through consumption enabled by technology via production and/
or marketing.36 This is to say that we live in postmodernity quite apart from one’s
attraction to or disagreements with (or ignorance of) aspects of postmodernism
or any of its primary theorists.

Frame II: Neoliberalism
Put simply, postmodernity implies neoliberalism.37 That is, there is a logical cultural
progression from de-industrialization/post-industrialism to a technology-fueled
globalizing finance-media-entertainment and service economy,38 resulting in two
simultaneous effects: (1) postmodernity and the “‘postindustrial,’ information or
knowledge society [implies] new social formation[s],”39 and (2) globalization—
the “internationalization of the economy and of culture—reflect back on national
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societies [and change] local ones” as well.40 Put simply, markets do not merely
coordinate society41 only in the economic realm, they are themselves a “form of
social organization”; that is, they imply the neoliberalized person who should
operate socially as an entrepreneur in her/his daily life, always being a rational
choice-maker in consumption and social investments.42
What are these new social-local-global formations? First, capitalism is now fast:
technology enables rapid response in production (services, objects, and media) to
the market and cultural changes.43 Second, as a result, job skills are much less stable
and the jobs themselves are much more mobile, meaning that communities are
significantly less stable: “the economy does not [foster] personal skills and durable
purposes, nor social trust, loyalty and commitment.”44 Third, the neoliberal role of
the person as ever and always a rational choice-maker in the market is itself a “destabilising force [that] disrupt[s] established means of making accommodations
between individual wants and collective result[s]”; that is, this role and its social
effects also have political implications as well.45 Fourth, the upshot is to isolate the
individual (or at best, the nuclear family) from broader networks and structures
of social support (like extended family or community or politics) and leave her or
him or them with commodified market-based choices in deeply personal areas, like
one’s spouse, child care, eldercare, healthcare, housecleaning, or education, all of
which are layered on top of self and identity formed through consumer choice.46,47
Fifth, all of these together change the meaning and stability of spaces and places;
classrooms, libraries, or family time at home are experienced differently when they
intersect with mobile technology enabling consumption and entertainment in their
midst.48,49 Inevitably, this all happens unevenly, and there is a time-lag between these
processes and their effects and the ability of people individually and collectively to
process, adapt to, and shape them, leading to further disjuncture.50 By its economic
arrangements and social-philosophical commitments, neoliberalism redoubles the
“liquid” nature of postmodernity.51

Frame III: Summation in the Form of the New Technocracy
Neoliberal postmodernity has given rise to a new technocracy52 and the role of
technology is pivotal:
• The combination of neoliberal postmodernity does not only destabilize,
it also solidly rationalizes and solidifies in particular ways. First, as an
economic and ideological regime, it has “effectively close[d] out any
competing ways of looking at economics and… policy” and can plausibly
be described as a totalizing hegemon.53 Second, in its intertwinement with
technology, this combination continues to imply a deep grammar of binary
rationalism, no matter how sophisticated and flexible the application
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or result seems.54 Both of these are crushingly ironic: postmodernism
valorizes “dispersion and difference [and] attacks all forms of totalizing
discourse… in the belief that… is the logic of technocracy,… but [the
results] are not the products of rigid bureaucracies… sapped by a new…
individualism, but of flexible centers of command that are well adapted
to the new technologies they have designed and implemented.”55 The new
technocracy, like the old, is deeply rational and traditional at its core.
• Technocracy’s growth spurt coincided with the technology that fueled
industrialism, essentially demanding that labor adapt to the capacities of
machines. This continued into the postindustrial era, extending the logic
into the social realm wherein the shift to knowledge-technology-media
work implied core sociological shifts (people as personnel, an emphasis on
technical skills, and symbol manipulation) which were adopted.56 The new
technocracy continues this trajectory. Neoliberal entrepreneurship is one
example, and Treanor57 repeats an illustrative joke: a Marxist states that “the
workers have nothing to sell but their labour power,” and the neoliberal
replies that “I offer a course on How to Sell Your Labour Power Like a
Shark.” Merit is another: “How can one become valuable and useful in the
eyes of others?” is now the core question; the answer (for the labor-buyer) is
in the “technology of searching for unusual talent”; that is, potential ability
as demonstrated through testing that is particularly adaptable to the fast,
flexible, and technology-saturated organization demanded by neoliberal
postmodernity.58 “The intensity of assessment has increased, and firms now
regularly use psychological tests to select candidates,” leading to “derivative
professions,” like life- and test-coaches that feed these technologies of
sorting and selection, reinforcing entrepreneurship-as-identity as a personal
survival/coping strategy.59 People and social arrangements continue to be
shaped in the new technocracy.
• Like the old, the new technocracy is defined neither by its technology
alone “nor purely a form of social organization; rather, it is a synergistic
process”60 that has advanced considerably in recent years. Put simply,
“inclusion on the network is a requisite for full participation in today’s
society.”61 As such, we have altered some fundamental relationships and
concepts. One of these is privacy: “surveillance is the business model of the
internet” and the concept is essentially meaningless as we have historically
formulated it.62 The business goal of Google and other new technocracy
companies is no longer to simply study user behaviors and match up
the person, the behaviors, and advertising (like the ads that follow you
around the internet), but rather to predict and shape behaviors on an
individual basis through massive data, and in the form of “smart” and
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networked clothing or beverages generating data on how they are used
or consumed—or even disposed of.63 This follows hard on the heels of
the harnessing of user/customer feedback through Web 2.0 platforms to
shape products, cast as responsive to “needs” and “desires” to then, in turn,
further market those products to the consumers who, in effect, helped to
design them in unremunerated labor for the company.64 If this all seems
far removed from libraries, consider that surveillance is used to monitor
student behaviors (cheating) in online environments, 2.0 technologies
create an environment where the production of scholarship is shaped and
is deployed to model services in libraries (like user-tagging of materials or
technology innovations), and social media are monitored to protect the
“integrity” of and proprietary interests in standardized test questions; that
is, one can’t share information even from memory.65

Core Values, Technology, and the New Technocracy
In the spirit of Latour, this chapter asks, “What is there?” and “What makes that
situation possible?” instead of the epistemological “How do we know it?” Ours
is a task of experience and experimentation in the light of the infrastructures
that place restricted and constructed (technological) choices in front of us: the
political costs of framing the issue as merely technological and the question of
what the drivers are of this particular (technological) change and the costs to the
users and their needs. A very recent article captured the mindset and approach to
technology broadly taken in librarianship:
Technology continues to be a powerful driver of deep and
sweeping changes in… libraries. At the same time, libraries are
facing unprecedented challenges due to massive cuts in public
spending and increased requirements for accountability and
transparency. In this environment, librarians need to think more
strategically about technology and to look at how it can offer
energizing possibilities and solutions to address these challenges.
Technology provides the chance for librarians to innovate, boost
quality, measure success, and align services with the priorities of
their organizations. With technology, librarians can reintroduce
themselves as visible, valuable, and essential partners in achieving
common goals. This is especially important in the context of
today’s tight funding climate and the never-ending struggle
to advocate for and secure necessary funding and support for
libraries.… While consumer-oriented, social media technologies
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have become ever present and widely used, they continue
to evolve and can be quite adaptable to use as discovery and
dissemination tools.… Ultimately,… the story [is] of librarians
trying new approaches that disrupt library business as usual.…66
Nearly every theme from the Frames is embodied in this quote. The troubling
aspect of such calls is that proponents argue that these changes ultimately mean
“more freedom in modern society, a fluid freedom… [but] my quarrel… is not
whether their version of the new is real [but rather] that these changes have not set
people free.”67 In other words, it is not merely a question of energetically adapting
new technologies—or doing so for good purposes in libraries. Rather, it is more
explicitly recognizing the broader source and import of the factors cited (“massive
cuts,” “increased accountability,” the urgency for librarians to be “visible, valuable,
and essential”) instead of assigning technology as the “powerful driver” and looking
to “consumer-oriented technologies” as the positive disrupter of “library business as
usual.” In this account, the neoliberal environment is the (unrecognized) dominant
power relation, and it, in turn, is shaping (in good new technocracy fashion) “desires
and beliefs” and making “conflict disappear” as if these were autonomous processes
to which people must enthusiastically and creatively adapt, even if against their “real
interests.”68 In the process, technology has been reified, “presented as… valuable in
[itself and] shorn of [its] interrelationships with… practices that determine [its]
meaning and function”69—it is made real and autonomous.70
While a comprehensive review of all core values is not possible, a subset of
interrelated ones can be addressed and explicitly linked to the challenges of this
new environment: the interrelated core values of Privacy, Intellectual Freedom,
The Public Good, and Democracy.71 They are interrelated because, as the political
theorist Danielle Allen72 argues, each is tethered to a commitment to the truth:
first they assume truths about the modern bases of a good life: “freedom from
domination” (Privacy, Intellectual Freedom), “equality of opportunity to use the
tool of government” (The Public Good, Democracy), “use of egalitarian methods
to generate collective intelligence” (Intellectual Freedom, The Public Good), and
“equality of agency… through practices of reciprocity” (Privacy, Democracy).
These are truths about social goods because their absence or opposite are
inequality, tyranny, and bad government. In turn, these are supported by social
institutions whose “grounding commitment is to truth” such as universities,
courts, journalism, democracy—and libraries.73 Indeed, to rely and act upon the
opposites as a foundation—“deceit, guardedness… the restriction of freedoms”—is
to undermine social cooperation and trust, the very bases we rely upon to function
in modern society.74,75 Truth is not an absolute or authoritarian undeniability, but
rather a proposition that one entertains and reflects upon, weighs evidence for
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and against, and affirms; the most fundamental of these (like the importance and
meaning of human equality), Allen76 argues, are self-evident.
Bringing these two strands together, we can say that the nexus of developments
that have culminated in the new technocracy posit direct challenges to core values
to be achieved through technological means:
First, “what we mean by intellectual freedom… is inseparable from the
character of the media of communication through which information is
conveyed.”77 Our current technologies are part of constructed “‘mediascapes’
[which] tend to be image centered, narrative-based accounts of strips of reality…
[that] can and do get disaggregated,” especially by advertising.78 This environment
is untethered from questions of truth or falsehood; “such questions do not
apply” since “words ask to be understood [but] pictures ask to be recognized.”79
Technologies come with a “curriculum” that, given the way we’ve deployed and
adopted them, works against the truth-assumption and purposes of Intellectual
Freedom.80
Second, “the way you communicate through this space is not to send
messages (or compose texts). Instead, you fashion a ‘package of stimuli’ that will
‘resonate’ with what is already and continuously communicated.… It is not that
print is dying, and with it abstract, sequential thought. It is not that the image is
triumphing over the word. These statements are true but they fail to notice what
else is happening: in the media, in politics, and even in intellectual life, the search
for the ‘responsive chord’ is crowding out all other impulses. Neither public
discourse nor private expression can survive such a shift.”81 Intellectual Freedom
certainly can’t.
Third, as a result, politics in Democracy are no longer driven by a vision of
The Public Good, nor necessarily bound by fact or truth; rather, they are tuned
to the “temporalities, rhythms, and pace governing economy and culture”82—the
new technocracy and its technological enablement. Thus, an “anti-political ethos
inherent to those systems… turn[s] democratic praxis into largely irrelevant
shadow boxing.”83 Evidence and facts—the bases of truth—are now filtered
through commitments and beliefs largely shaped by technology and media, rather
than the other way around of personal and social stances shaping the consumption
and reception of media,84 and we are currently in a political “situation [where] the
first person who happens to have mastered the new communications architecture
is also filling those channels” with bigotry and lies.85
Fourth, “the capacity for critical subjectivity shrinks in conditions of diminished
Privacy” (capitalization added) quite apart from questions of the capacities for
Democracy or even innovation in an era of radically expanded surveillance.86
At base, these are developmental issues as well: children are shaped by the new
technocracy environment we construct for them.87 We are in a situation which
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Tocqueville88 anticipated, but not from all of the sources: not only government but
contemporary data-driven marketing and surveillance reflects a desire to “guide and
to instruct… in the various incidents of life… quite independently of… consent,”
and the “immense and tutelary power which takes upon itself alone to secure…
gratifications and to watch over” people is as much rooted in our “incessant…
endeavoring to procure the petty and paltry pleasures with which they glut their
lives,” serving to keep people “in perpetual childhood”; the people “neglect their
chief business, which is to remain their own masters.”
Fifth and last, “postmodern[ity] raises very serious questions about the capacity
of society to cohere” not least because it is a consumerist culture that, in a whipsaw
effect, must also have the rational discipline to produce in the form of “performance
ratings, budget specification and… strategic plans” that must be adhered to.89
Consequently, we find ourselves in a situation of unsettled and de-centered publics
that have not reckoned with the new technocracy forces that have been unleashed (the
arguments for which they putatively agree), the results of which have economically,
politically, and socially victimized large swaths of people and territories.90

Conclusion: What Then Must We Do?
Librarianship’s core values share a broad overlap with many related fields. At
the center is the concept of verifiability—that some information can (and some
cannot) be verified, that this does not depend on who is doing the verifying,
that this is based on evidence, and the way to foster verification is to organize
information for easy and accurate access.91 In other words, librarianship works
off the proposition that there is more-true information, there is value in finding
it, knowing it, and acting on it. This is a concept very closely linked to the
development and health of democracy and clearly related to the other core values
already highlighted here. The core values list is not a mere grouping of words
onto which any given hierarchy can be imposed, ignoring their context. There are
reasons why this list was chosen as core. In the non-boldface text attached to the
values a context emerges. Words, phrases, and clauses like “First Amendment,”
“social responsibilities,” “citizenry,” “right,” “educate,” “freedom,” “community,”
“constitutionally,” “critical issues,” “publically supported,” “equal,” “equitably,”
“government,” “democratic societies,” “social needs,” and “examine… facts
regarding each problem” are shot through the list. References and links are made
to the Library Bill of Rights and Freedom to Read statement, self-consciously
evoking democratic constitutional rights and contexts. The implication is
obvious: this list and this inflection of meaning are meant to support the
democratic society from which it sprung. But it is not so simple as using this to
divide the good technological applications from the bad.
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What not to do
If we return to the hierarchical stacking of core values in note 71, it is clear
that Access has been valorized to characterize and color some core values and
to question others. This is a vision of technologically mediated, neutral access
to information.92 The problems of neutrality—its apolitical (almost amoral)
pallidness—and the very real difficulties in actually achieving it in a meaningful
way (versus striking a neutral pose for effect or convenience) are legion.93 This
vision is, in short, a technocratic and neoliberal interpretation of librarianship’s
core values.94 By privileging Access, the inherent bias is that librarianship’s core
values should be neutral and instrumental in their execution and that favoring
“one particular political and social philosophy” (Democracy) is improper and
controversial.95 This neat schema has reshuffled the values deck in favor of the
new technocracy.96 The context of recent political developments in the form
assertions so demonstrably false97 demonstrates that library instrumentality and
neutrality, in this case, would serve to mask the full meanings of verified and
verifiable fact or falsehood (as the media did during most of the campaign). Into
the teeth of all of this stepped the American Library Association (ALA)98 in a
press release “posted in error” that “show how libraries support policy priorities
of [the] new administration.” Another press release offered “expertise and
resources to the incoming administration” in finding common policy ground.
There was a non-retraction about a week later that expressed regret about the way
the original press release was publicized and received. Documents were taken
down from the web (the image of the document was captured and re-posted),
and a retraction of the original press release was issued in the end stating the
need to “fight to advance our core values” after another week and a continuing
storm of protest. In the process, the corporate and new technocracy nature and
structure of ALA was laid bare. This did not happen out of the blue. ALA has long
promoted corporate-style discipline, each next fashionable wave of technology,
and neoliberal administrative trend-speak.99 It would be difficult to find a less
propitious environment to productively understand and apply core values to
technological choices than these.

What to do
Returning again to the prospectus of this volume, we are faced with “emerging
technologies” that have “become easier to use,” and librarians “are increasingly
tasked with making decisions regarding which technologies to use, promote, and
provide support for” while at the same time deciding “how to interpret and apply
the ALA’s Core Values of Librarianship” in this context and to provide “a framework

The New Technocracy

for decision-making.” It would be comforting to be able to return to a classic source
like Lewis Mumford’s100 parsing of democratic and authoritarian technologies and
social arrangements and simply choose the democratic ones. But the analyses of
Latour, Morozov, and our three Frames have already warned us that we are in less
familiar territory. So, let us first acknowledge a useful distinction: our technology
makes things very much easier and convenient, but it does not make those things
possible; what we do now has for a long time been possible, just slower and less
efficient; “convenience is an essential part of what most contemporary commercial
propositions promise to bring us.”101 In that process, we must acknowledge that
every new app, every new product both gives and takes away.102 Mobile devices
enable quick and convenient information access and seriously erode privacy; social
media enable fast, convenient and broad communication and enable darker forms
of interaction.103 Our choices take place in a complex and shifting environment, and
our thinking, professional rhetoric, and technology skills should come together to
reflect this distinction and inherent tradeoffs in our choices and developments.
Privacy in library use is now undeniably mediated through technology
and is arguably a linchpin for the interrelated core values—Privacy, Intellectual
Freedom, The Public Good, and Democracy—that this chapter has implied stands
as the essential reason for having professional core values at all. It is difficult to
see the other three realized in library contexts without Privacy, and in turn this
suggests a practical point of entry. Librarians could pursue a form of collective
privacy protections, backed by tort law because it is built into standard contracts
negotiated collectively. LIS attempts collective solutions for cost savings through
group purchasing (http://nerl.org/about, http://www.valenj.org/about/overview),
usage data for electronic resources (http://www.niso.org/workrooms/sushi), and
in standard fair contract language (http://nerl.org/working-nerl). The field also
attempts to shift the balance of power in copyright (http://creativecommons.org/,
https://openaccess.commons.gc.cuny.edu/) and in making the hurdles to desirable
and enforceable contract provisions and language simpler to enact in legal
terms (http://www.niso.org/workrooms/seru). Additionally, easy-to-implement
resources to assist in the protection of privacy (http://academicworks.cuny.edu/
lacuny_conf_2015/7/) can be as much a feature of library work as directories of
open-access journals. Corporate information vendors respond to risks and market
demands—that is what corporations do. Privacy as a collective goal pursued
collectively would look very much like a variation on these existing initiatives
tapping into the risk-sensitive nature of both users concerned about privacy and
the vendors in protecting their markets—at least as a beginning.
Habermas seeks to keep alive the “productive power of discursive disputes [and
rational] arguments,”104 which is not the brutal rationalism that has produced NSA
and Google algorithms of surveillance, control, and monitoring. There are always
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political spaces which can be created that sidestep some of the problems noted
earlier, and I am suggesting here that librarians address the tort and technological
contexts of privacy for their communities. Our problems are global—migration,
climate change, economy, labor, inequality, disease, and privacy—and the solutions
cannot be individual. Our notions of privacy and the agency it engenders—and
where that action takes place—need to pull up alongside these ideas. The many
initiatives in this volume are not casual efforts, and it is important to set systems
to delete patron borrowing records, but it should be joined with a set of purposes
informed by the broader theoretical understanding of technology outlined here.
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Tor Browser and Intellectual
Freedom in the Digital Age
Alison Macrina*

Core Contributor, Tor Project
Founder, Library Freedom Project
We live in interesting times, as the old curse goes. The years that followed the
events of September 11 saw the greatest expansion of government surveillance
capabilities the world has ever seen. Edward Snowden’s revelations about this
massive surveillance apparatus uncovered a byzantine network of relationships
between intelligence agencies across the globe and powerful data-driven
corporations. These new surveillance powers can and do spy on you, mostly
without your knowledge, and whether or not you’ve been accused of a crime.
Many of us warned that this surveillance state, built mainly during the Obama
administration, would potentially fall under the control of leadership far more
sinister. Today, as President Trump ushers in a new era of authoritarianism
targeting Muslims, immigrants, trans people, journalists, and the poor, we see that
our worst fears have become reality. What can librarians do to protect ourselves
and our communities against government threats to the rights of free speech and
privacy? One thing we can do is use and teach about Tor, a powerful tool for online
privacy.
If you’ve followed all these revelations about overbroad and often illegal
data collection by the NSA surveillance machine and its various government and
*This work is licensed under a Creative Commons Attribution-ShareAlike 4.0
License, CC BY-SA (https://creativecommons.org/licenses/by-sa/4.0/).
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corporate partners, you’ve no doubt heard of Tor. It’s a tool to protect privacy and
fight censorship, one of many tools that whistleblowers like Edward Snowden,
activists, journalists, and everyday people use to help conceal their identities
online. The Tor Browser was even featured in some of NSA slides that Snowden
leaked (figure 2.1)—though if you listen to the spies, it’s only a tool for terrorists
and other criminals. Tor is often misunderstood and therefore sensationalized by a
nontechnical media and public. But it’s also something that librarians need not only
to understand but to champion and fight for. The effects of dragnet surveillance on
intellectual freedom are measurable; for example, a PEN study entitled “Chilling
Effects: NSA Surveillance Drives U.S. Writers to Self-Censor” showed that one
in six writers polled had self-censored because of fears of surveillance, and
another one in six had seriously considered doing so.1 This is an alarming statistic;
intellectual freedom is one of the most important core values of librarianship. Tor
can help our local communities protect their intellectual freedom. This is why
libraries should be installing the Tor Browser on all public PCs, running Tor relays
from our networks, and teaching the public what Tor is and how they can use it to
protect themselves.
Figure 2.1.
“Terrorist with Tor client installed” from one of the NSA slides revealed by Edward Snowden to
Glenn Greenwald in June 2013.
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To help our library community understand this tool, a little background on
Tor and how it works is necessary. First, just what is Tor? The definition from
torproject.org reads: “Tor is a network of virtual tunnels that allows people and
groups to improve their privacy and security on the Internet.”2 The most common
use of Tor is through its web browser, which you’ll see referred to as “Tor Browser,”
“Tor Browser Bundle,” or sometimes, confusingly, just “Tor.” It is a version of the
Firefox browser that has been patched to fix various privacy holes. The traffic is
then routed through the Tor network, which is made up of a number of voluntarily
operated relays that mask the original location information so that the user cannot
be identified. In this article, I’m mostly going to be discussing the Tor Browser and
its potential uses in libraries. When referring to the Tor network as a whole, I’ll
call it simply “Tor.”
Tor was built from an “onion routing” project of the US Navy—designed to
protect military communications—and was turned into an independent project
by developers Roger Dingledine and Nick Mathewson in 2002. Tor bounces traffic
from the original user across a network of three relays, providing three layers of
encryption (like the layers of an onion, hence “onion routing,” and the Tor onion
logo) and masking the original IP address from the user’s computer. Today, it’s used
by a few million people worldwide to evade censorship and surveillance, allowing
users to access blocked websites in internet-restrictive countries like Iran and China
(because typically websites rely on IP location information to restrict access), keeping
journalistic sources safe, and masking the identity of whistleblowers. Reporters
Without Borders recommends that journalists reporting from dangerous places
use Tor to protect themselves.3 Tor features prominently in the Electronic Frontier
Foundation’s “Surveillance Self-Defense” playlists for safer online communications.4
One of my personal favorite use cases for Tor Browser is combating digital stalking
of domestic violence victims by their abusers.5 Often those abusers will obsessively
stalk their victims’ online accounts, trying to find out where he or she might be living,
or use tools to compromise victims’ cell phones and determine real-time location
information. Members of the Tor Project have installed the Tor Browser (along with
other anonymity tools) onto the computers in domestic violence shelters to help
protect these users, as well as protect the location of the shelters themselves. Online
privacy should not be dismissed as something desired only by those with something
criminal or nefarious to hide, but as a vital tool for human rights, speech, privacy,
security, and intellectual freedom. Cue libraries.
Patrons already seek us out to teach them how to use technical tools, and we’ve
been staunch defenders of intellectual freedom and privacy from our earliest days.
Libraries serve many people from marginalized communities, and these people
face greater surveillance threats than the general public. As a way of continuing
our professional commitment to intellectual freedom and social justice values,
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installing the Tor Browser on our public computers and teaching it to our patrons
in computer classes is an obvious choice.
Using the Tor Browser is a bit different than the browser experience most of
our patrons are familiar with, but by following the Tor Project’s best practices and
establishing some of our own, we can help our patrons get the most out of this
powerful privacy tool.
The first step is downloading the Tor Browser from https://www.torproject.org
and checking the PGP signature to make sure that the version you’re downloading
is the real Tor Browser and not a fake version created by an adversary.6 The first
time you open the Tor Browser, you’ll get a prompt to “connect or configure” (see
figure 2.2). Most users, particularly those in libraries, will only need to connect
directly, but I encourage you to click through the configuration prompts so you
can get a sense of how the Tor Browser can be used in censored networks.
Once you click “connect,” you’ll see a second window establishing a connection
to the Tor network (see figure 2.3). This window—called the Tor Launcher—will
appear every time the Tor Browser is newly opened. Sometimes the connection
can take a few moments to establish—the Tor network can be slow at times. That’s
because the network relies on volunteer-run relays all over the world to help keep
its traffic moving. If more people or institutions—like libraries—ran Tor relays, the
network would be much faster—more on that later.
Figure 2.2.

The “connect or configure” window you’ll see the first time you open the Tor Browser.
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Figure 2.3.

Connecting to the Tor Network.

After you’ve successfully connected, your browser will open with the message
seen in figure 2.4: “Congratulations, your browser is configured to use Tor!”
Now, take a moment to look around. You’ll notice the default search engine is
DuckDuckGo, which is a search engine that doesn’t track you. The Tor Browser
also comes with two extensions installed: HTTPS Everywhere and NoScript.
HTTPS Everywhere is a tool from the Electronic Frontier Foundation that forces
compatible websites to use HTTPS by default for added browsing security.7
NoScript (https://noscript.net) is an extension that blocks certain scripts that can
Figure 2.4.

The Tor Browser when opened to torproject.org. The default search engine is
DuckDuckGo, and you’ll see the NoScript extension (top left) and Tor Button (top
left). The HTTPS Everywhere extension is not displayed but it’s installed.
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deanonymize users. It’s not recommended to add any more extensions or enable
any plugins like Flash because those can compromise privacy as well.
Another thing you’ll see on the Tor Browser is the Tor Button (figure 2.5).
This cute little onion allows users to make changes to Tor Browser settings and
preferences for greater speed or security. For example, you can request a “new
Tor circuit for this site” if your session on a particular website is a bit slow. You
can also change your “security settings” for more advanced hardening of the
browser (but please note that higher security results in poorer performance).
You can also view your circuit for a particular site, which will show you the path
your Tor session has taken, including the exit relay, which is the IP address that
the internet thinks you’re using when you’ve connected to Tor. Keep in mind that
whatever IP you’ve been assigned will affect your browsing experience! So, if your
assigned IP address is in Germany, some sites that require location information
to deliver content (like Google Maps for example) will appear in German.
Figure 2.5.
The Tor Button with its menu open.

There are important best practices and some limitations to keep in mind
when using the Tor Browser. Users should avoid accessing identifying accounts,
like Facebook and email, through Tor, unless they actually create the account
using the Tor Browser. Otherwise, the account can be linked back to whatever
non-Tor browser they’ve used in the past, compromising their location privacy.
Users should only download through the Tor Browser if they trust the site they
are downloading from—otherwise, they can be easily deanonymized. Torrenting
should be completely avoided in the Tor Browser—the Tor network can’t handle
the load, and it will make things slow for other Tor users. Websites that require
scripts to function properly won’t work well with the NoScript extension default
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settings, but users can enable scripts for trusted sites.8 Some sites will require
Tor Browser users to complete additional security checks, like CAPTCHAs.
It’s also important to remember that the Tor Browser is not a salve for total
anonymity—users should understand the risks, and depending on what their
personal needs are, they may want to take additional measures to keep their
digital communications safe.
Relays are the backbone of the Tor network, passing traffic between each other
to make the three layers of anonymizing encryption possible. There are different
kinds of relays, including exits (the last relay in the circuit), non-exits (the earlier
relays in the circuit), and bridges (special non-exits that help with censorship
circumvention). If you want to run a relay for the first time, it’s best to start with
a regular non-exit or a bridge. Instructions for running a relay can be found at
https://www.torproject.org/docs/tor-doc-relay.html.en. Make sure to read the
instructions in full before starting the installation. Once your relay is set up, you
shouldn’t have to do anything other than keep it updated—it’ll just run quietly on
your network. You can even view how much traffic is coming and going from your
relay by looking it up on the Tor atlas.9 Don’t worry—you won’t be able to see any
of the identifying information of the original user (that would defeat the whole
purpose of Tor). The atlas just shows the volume of traffic.
Libraries should be installing the Tor Browser on all of our public computers
as well as teaching it in computer classes and one-on-one tech sessions with
patrons. We can encourage the use of the Tor Browser by training our staff to field
questions about this browser and staying up to date on efforts by the Tor Project
to make Tor Browser even more powerful and usable. We should make signs and
place them around our computer areas, introducing users to the Tor Browser and
explaining in brief some of its best practices for use. Even if our patrons only open
the Tor Browser and leave it running in the background while they surf the web
from another browser, that still strengthens the network as a whole. More users
mean more protection for everyone. For assistance installing and using the Tor
Browser in libraries, including training materials for staff and public users alike,
visit libraryfreedomproject.org. For in-depth help on using Tor Browser, visit tbmanual.torproject.org.
As librarians, we affirm our commitment to intellectual freedom by
celebrating books that have been banned or challenged, rejecting censorship of our
collections and our computers, and upholding privacy as one of our professional
core values. Using and teaching the Tor Browser is another way we can celebrate
our commitment to the democratic value of intellectual freedom.
An earlier version of this essay appeared in RUSA’s “The Accidental
Technologist” column in 2015.
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Introduction
Digital tools and emerging technologies have transformed the landscape of
higher education. College and university libraries have shifted their collections
from predominantly print publications to digital resources. Academic librarians
have turned from an ethos of ownership and authority to service, guidance, and
collaboration. From pedagogy to resource sharing, the success of our institutions
relies upon diverse technologies and widespread adoption. Librarians create
technological processes, design resources, manage resources, and make use of
diverse technologies to support teaching and learning. Educational technology
has completely integrated into our work on many levels, remodeling the role of the
*This work is licensed under a Creative Commons Attribution 4.0 License, CC BY
(https://creativecommons.org/licenses/by/4.0/).
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library in higher education. As a distance services librarian, I rely heavily on digital
tools, online platforms, and emerging technologies to engage and partner with
students and instructors on an everyday basis. While the digital tool landscape
is vast and wide-ranging, serving diverse functions in professional, personal, and
educational life, this analysis will focus solely on digital tools and technologies
in the field of higher education and libraries, as well as the process of adopting
these tools into our practices. It is important to consider the ethical implications
of utilizing digital tools in regard to the ALA Core Values of Librarianship. This
chapter will examine the ethical role of librarians and academics in using, teaching,
and promoting digital tools and emerging technologies in light of our professional
values and offer guidance in moving forward without foregoing opportunities for
innovation. Deeply reflecting on these technologies should become part of our
philosophy and the philosophy that we impart upon our communities.
Information professionals’ core value of social responsibility will be the focus
of this examination. Initially, a number of emerging trends will be examined to
demonstrate the changing landscape in academic libraries. An analysis of online
technologies’ effect on the social realm with emphasis on social responsibility
will follow. I will then discuss personal information management concerns when
using digital tools in the context of social responsibility with a focus on privacy in
educational technology and academic libraries as well as the privacy paradox. I will
recommend new roles for academic librarians to challenge these ethical dilemmas
and uphold the core values of our profession. Case studies will be reviewed and
practical applications will be suggested. The advancement of digital literacy and
the integration of reflection in our professional practices emerge as key roles of
information professionals as a result of this cultural shift.

Emerging Trends
Digital tools
In a recent study of more than seventy thousand undergraduate students across
twenty-five countries, 96 percent of students interviewed owned a smartphone and
93 percent of students owned a laptop, presenting considerably higher numbers
than the general population. Furthermore, 93 percent of students indicated a
belief that these technologies are important to their academic success. Students in
the study also perceived that technology in the education process provided a more
engaging, enriching, and efficient learning experience.1 As technology ownership,
use, and expectations rise, it is safe to assume that technology in higher education
is here to stay. The assimilation of emerging technologies in higher education has
transformed not only the academic classroom but the academic library and the
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academic librarian as well. Technology and digital tools are ingrained within the
research process and production of scholarship. Librarians have assumed a role
in pioneering and teaching these tools as part of our public services. Recently,
this support extends beyond information resource management and library
technology. Librarians teach effective search strategies for online information using
open web platforms. We provide workshops on productivity tools and the latest
apps for surviving college. This shift has complicated the academic landscape and
presents emerging ethical dilemmas that have been overlooked or misunderstood
by information professionals.
Digital tools are synonymous with the technologies utilized in an online
environment. They are designed with the goal of increasing the efficiency of a task
while providing users with a more interactive and engaging platform. Hardware
and software can be considered digital tools. Websites that allow for multimedia
production or presentations are considered digital tools. Devices, software,
websites, and social media are digital tools. The learning management system
and integrated library system are digital tools. These technologies correspond
to the attributes of digital spaces in that they go beyond the in-class/out-of-class
boundaries2 as well as the on-campus/off-campus boundary. Productivity tools
can be used for taking notes, annotating documents, or creating quick lists for
the market. The modern academic library is a mix of academic and non-academic
activity where students seamlessly switch between textbooks, smartphones, and
digital annotation. In many ways, digital tools have allowed for this fluidity by
creating an atmosphere of convenience, personalization, and productivity.

Digital scholarship
Digital scholarship is a prime example of an emerging trend in academic
librarianship. This developing area leverages digital tools for research and
publishing collaboratively with students and faculty. In roles within the field
of digital scholarship, academic librarians act as partners to researchers and
consultants on digital tools for use in digital publishing, digitization, data,
and development of technologies to support scholarship. “A key attribute that
distinguishes digital scholarship centers from more traditional research institutes
(such as digital humanities centers) is that they are service organizations, staffed by
individuals with specialized skills, who support work in the digital environment.”3 A
determinative aspect of digital scholarship services is the neutral, interdisciplinary
physical and virtual space that allows for innovative work using technologies. The
field has continued to grow and develop in the past five years into an indispensable
service in academic libraries.
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Teaching with technology
Digital technology in library instruction services is another important trend to
explore. Teaching librarians have carefully integrated digital tools into instruction
practices to meet the needs of modern research practices. Additionally, a number
of academic librarians have expanded information literacy to include digital literacy
or media literacies. Defining literacies is an ongoing debate in education and
librarianship. Digital literacy has progressed past a matter of technical skill to include
a cultural framework for using and evaluating digital content.4 In Thomas Mackey
and Trudi Jacobson’s “Reframing Information Literacy as a Metaliteracy,” the authors
argue that “metaliteracy prepares individuals to actively produce and share content
through social media and online communities. This requires an understanding of new
media tools and original digital information, which is necessary for media literacy,
digital literacy, and ICT [information and communications technology] literacy.”5 As
digital tools further embed into the research process, librarians are able to further
expand information literacy and metaliteracy to address new directions in knowledge
discovery and scholarship.

Social media
According to a recent study, 86 percent of libraries are currently using social media.6
This presents a significant deviation from librarians’ relationships with their users
as well as an expansion of the physical library space in a social context to a digital
capacity. Social media has also become a popular tool in the college classroom
with a number of librarians employing techniques to utilize these platforms for
collaboration and innovative scholarship.7 Social media has allowed libraries to
uphold their institutional mission statements and professional values by extending
support for knowledge seeking, cultural resources, and information literacy
beyond the physical campus. Building on past initiatives to support diversity and
equal opportunity, public service librarians have utilized social media for various
outreach and marketing programs in order to support social inclusion.8 These
platforms provide online environments where librarians and library staff are able
to communicate and connect with users outside the physical walls of the library,
eradicating the barriers between library services and the personal yet public lives of
our patrons. This is indispensable for modern libraries attempting to keep up with
the location-independent needs of contemporary college students and instructors.
Though these instances only represent a fraction of social media integration into
the library environment, it is imperative to further analyze the potential risks for
librarians and users engaging with these platforms.
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Ethical Implications and Risks
This is an exciting time to be an academic librarian. The possibilities and opportunities
to further embed in the research and scholarship of our students and faculty
continue to expand as evidenced in the field of digital scholarship and information
literacy instruction. Yet, the changes in academic librarianship are accompanied by
inherent threats and, in order to echo our values and our philosophy as librarians,
we have changing responsibilities in supporting our users. Each time we adopt a
tool into our services, it is imperative to consider the underlying costs of use and
whether embracing certain tools reflects our values as librarians. Furthermore, as
we utilize online social platforms, librarians have pushed the boundaries of our
shared space into a potentially hostile environment. Instead of providing users with
an online space predicated on diversity and inclusiveness, we thrust users into the
digital abyss with little guidance or safekeeping. In answer, I will argue for a careful
process of research, evaluation, and, most important, reflection. Reflection as a
habit has been important for information professionals in continually improving
our practices and “can help keep us on track, can help us (re)align our theories
with our practices and vice versa.”9 The digital landscape is a complicated landscape
to navigate. “Privacy, intellectual freedom, democracy, and information ethics are
deeply interconnected.”10 As technology continues to blur the lines, our ethics must
remain clear.

Social Responsibility
Information science professionals have a duty to advance social responsibility
through recognition of social problems and conscious efforts to oppose inequalities.
The broad social responsibilities of the American Library
Association are defined in terms of the contribution that
librarianship can make in ameliorating or solving the critical
problems of society; support for efforts to help inform and
educate the people of the United States on these problems and
to encourage them to examine the many views on and the facts
regarding each problem; and the willingness of ALA to take
a position on current critical issues with the relationship to
libraries and library service set forth in the position statement.11
Online and digital tools pose an unprecedented threat to users’ freedom
of agency. The internet and virtual space shaped by emerging technologies is
a social sphere, “heterogeneous and thickly integrated with social life.”12 The
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risks in participating in this realm, with allowance for anonymity and abuse,
are widespread and entrenched in internet culture. It isn’t necessary to include
analyses of the offensive side of the internet; it is something that each user has
personally experienced to some extent. While technology has allowed for beautiful
collaborations and expansive communities, it has also become the interface of
something much more sinister. Certain technologies and tools, even in the library,
impact diversity and inclusiveness. When requiring students to sign up for any
outward-facing web application or digital tool, it is asking them to take part in
something completely uncontrollable to a certain extent. This vulnerability is
heightened for marginalized populations.
Campus and library climates are not experienced equally by all student or
faculty populations. Two communities will be briefly examined to serve as an
example of diverse experiences in higher education: lesbians, gays, bisexuals,
transgender, and questioning (LGBTQ) individuals and students with lower
socioeconomic status. Mehra and Braquet identified ten obstacles to overcome
for LGTBQ equal and fair inclusion on campus: social isolation, no formalized
support and institutional protection, lack of political representation, conservative
climate, invisibility surrounding concerns and stereotyping, inadequate support
services or existing resources, lack of LGBTQ coverage in curriculum, lack of
fair services, perceived negative repercussions, and isolated LGBTQ advocacy.13
One of the major action points recommended for library and information science
professionals was to identify and actively target “climates that breed hatred and
contempt.”14 Campbell and Cowan’s research analyzed the heightened risk for
LGBTQ patron privacy in regard to big data systems, an underlying aspect of
using digital tools and social media. The authors noted the perception of the
library as a safe public sphere for LGBTQ and the ethical obligation to perpetuate
this role. “We can assume that queer library users are using the library as a
safe place within the public sphere to locate and use information that supports
self-motivated explorations of gender and sexual identity. And the evidence in
library science research suggests that this is a complex and ambiguous process,
which is only partially supported by our current infrastructure” (Campbell and
Cowan, 502).15 Students from lower socioeconomic backgrounds are also at a
disadvantage when navigating campus environments and academic libraries.
These students lack a sense of belonging on campus as well as the social capital in
comparison to middle and upper-class peers.16 These drawbacks are amplified in
public-facing online environments, especially social media. Negative contact with
emerging technologies can result in negative academic and library experiences
for our patrons. Requiring or advising users to utilize digital tools without careful
consideration of how students individually experience academic environments,
online or in-person, is ethically unsound for librarians. LGBTQ and lower
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socioeconomic students represent a small portion of the diverse populations and
various inequalities encountered in higher education. The ALA’s Core Value of
social responsibility remains particularly relevant in the light of the issues faced
by marginalized populations. It is imperative for information professionals to
embrace a wide perspective of campus climates in online spaces to fully serve our
role in promoting positive social responsibility.
Social media poses a notable threat to online users in the library, classroom,
and beyond. Foremost, there are numerous examples of social media sites using
personal data with the defense of informed consent in morally ambiguous ways
beyond invasions of privacy.17 A telling case involves Facebook’s 2012 mood
manipulation experiment, where data scientists altered the newsfeed for almost
seven hundred thousand users in order to see if positive or negative information
engineered within users’ timelines influenced users to post positive or negative
updates, comments, and content themselves. The study18 differentiated itself from
other wide-scale data analysis initiatives in one distinct aspect: instead of simply
observing behavior, researchers manipulated users’ themselves. This example of
misuse is extremely alarming for any librarian or educator guided by professional
ethics. Facebook has also been involved in numerous lawsuits about using names,
photos, and identities of users to advertise and sell products without obtaining
consent.19 To the point of this chapter, Facebook is simply anecdotal. What
happened at Facebook is completely legal and can happen almost anywhere in
the digital landscape. There are several instances illustrating the questionable
ethics of social media companies, especially when it comes to how users’ personal
information is employed for commercial purposes.
Further, online spaces allow for bullying, incivility, and violence through
anonymous forms of communication. There are more than eleven thousand
websites, videos, or groups devoted to hate, with a large portion represented on
social media sites and, sadly, that number is on the rise.20 Recently, academics
have begun examining cyberbullying in higher education from instructor and
student perspectives.21 Additionally, with the rise of social media, there has been an
accelerated threat of stalking as perpetrators are able to obtain “seed information”
about targeted users online.22 As online spaces become increasingly prevalent for
academic learning environments, these problems cannot be ignored by educators
and librarians. The majority of awareness for cyberbullying happens at a K-12
level while conversations about digital citizenship and online social responsibility
in higher education can provide students the knowledge and skills to effectively
manage these difficulties from both within and beyond the college classroom. Yet,
educators rarely take the time to discuss heightened possibilities of harassment,
especially for marginalized populations. There is no current standard for navigating
the complex moral landscape of digital tools.
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Social Responsibility and Privacy
Privacy and confidentiality are a prominent concern for librarians when using,
teaching, or promoting digital tools and emerging technologies. Studies from the
Pew Research Center uncover significant user concerns about privacy in terms
of data harvesting, data mining, and sharing information. Eighty-six percent
of online users have attempted to limit their digital footprint and personal
information while 66 percent of users asserted that the current laws “are not good
enough” at reasonably protecting user privacy.23 As opposed to the security risks of
networks, programs, and large data sets, individuals directly interact with digital
tools and make their own judgments about what to adopt and what information
to relinquish. This presents a more intimate and convoluted problem of privacy.
While the ALA embraces privacy and confidentiality within our profession’s core
values, librarians’ responsibility to protect patron data, such as circulation records
and browsing habits, differentiates from our role of teaching and promoting safe
online practices as digital literacy, which falls within the broader code of social
responsibility.
When discussing privacy and ethics, the concern for information professionals
resides in the risk of future harm to users. Daniel Solove details several distinct
issues with consent being utilized to legitimize big data practices. While users
are provided control over their personal information through decision-making
based on terms of service and agreement to data collection practices, the practice
of informed consent is flawed for numerous reasons. “Consent to collection,
use, and disclosure of personal data is often not meaningful, but the most
apparent solution—paternalistic measures—even more directly denies people
the freedom to make consensual choices about their data.”24 Until privacy law
adapts to the growing threat of big data and personal information collection
practices, this defective system is an unavoidable aspect of using digital tools and
online technologies. Educators and information professionals assume a level of
competence in “digital natives,” yet research reveals that students’ technological
performance is often mediocre, especially in terms of ethical decision making.25
In Daniel J. Solove’s The Digital Person: Technology and Privacy in the Information
Age, he details the concept of digital dossiers. “There are hundreds of companies
that are constructing gigantic databases of psychological profiles, amassing
data about an individual’s race, gender, income, hobbies, and purchases.”26
Private sector companies and government agencies utilize this information to
significantly affect the lives of users from compiling credit history to influencing
health insurance rates. The lack of transparency, assumed consent, and reliance
on esoteric opt-in privacy policies have failed to protect the privacy of digital
users.
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Personalization and convenience are two of the most compelling selling
points for digital tools, yet often produce hidden consequences that are only
materialized when taking a critical approach to analyzing a given technology.
Research on the topic of personal information behavior and using digital tools
on the social web reveals a “privacy paradox,” whereas users express concern
over privacy issues yet value personal information, such as their online
browsing history, as surprisingly insignificant.27 Despite anxiety and knowledge
of predatory data piracy and harvesting, users willingly provide personal
information to companies with little discretion. The exchange, which is often
framed as economic in practice, is judged as justifiable. While this speaks to
Solove’s concerns about implied consent, Juan Pablo Carrascal et al. conducted a
study to determine monetary value for a specific aspect of personal information,
and the results were shockingly low. Participants were willing to disclose their
browsing history for seven euros on average.28 This phenomenon has been
explained through the privacy calculus theory, where individuals perform a
simple decision as to whether the loss of privacy is worth the gain of disclosure
in addition to strong social motivations for adopting certain technologies.29
Despite this somewhat nonsensical paradox, information professionals engage
users with diverse emerging technologies without guidance for protecting
personal information, expecting users to navigate the sometimes manipulative
online environment on their own.
According to a content and textual analyses conducted by Michael Zimmer,
there is minimal planning and literature on how librarians should handle threats
to privacy in light of emerging technologies. While libraries continue to adopt
diverse technologies and tools into our professional practice, there remains the
question “from an ethical perspective, whether the successful implementation
of Library 2.0 can take place without threatening the longstanding professional
concerns for, and protections of, patron privacy.”30 In response, he analyzed
library literature discussing privacy issues in light of emerging technologies.
When narrowing down his scope to thirty-nine relevant articles, only three
had substantial privacy-related discussion; these three articles represent less
than 1 percent of the total articles discussing emerging technology in libraries.
This should be an alarming figure to any information science professional. The
lack of careful research and consideration has led to a hasty adoption of many
digital tools and technologies in a field reputable for advocating for democratic
ideals within our communities.
Information professionals cannot disregard the impact of emerging
technologies and digital tools on privacy any longer. The big-data systems and
profit-oriented predatory practices of these technologies threaten a core value of
our profession and our obligation to advocate for the interests of our communities.
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The internet has not fulfilled society’s hope as the great equalizer; in fact, many
argue that it has led to the greatest global economic inequality ever known in
addition to intensifying social inequalities through digital exclusion and the
digital divide.31 Moving forward, librarians need to reflect on our current work,
our resources, and our emerging roles in this technology-integrated information
landscape to further promote social justice in-person and online. Incorporating
these values into digital literacy services will materialize as a core value for
upholding our professional values.

Changing Role of the Academic Librarian
The ability to collaborate, create community, and acquire knowledge using
digital tools has revitalized and enriched our institutions. Some of the most
advanced library innovations and partnerships in higher education can be
attributed to the spread and opportunity afforded by digital tools and emerging
technologies. Yet, a critical step for adopting digital tools and technologies is
lacking: a process of evaluation and reflection. With social responsibility at the
core of our principals, librarians belong in the role of educating users about the
risks of using digital tools and how to evaluate these tools critically, expounding
on our current information literacy missions. Using the ALA Core Values of
Librarianship, we can find guidance in assuming new roles in this evolving
information landscape.

Digital pedagogy
According to the Digital Pedagogy Lab, digital pedagogy refers to “using digital
tools thoughtfully as it is about deciding when not to use digital tools, and about
paying attention to the impact of digital tools on learning.”32 In accordance with
recent trends in academic librarianship, there is immense value to embracing
these insights in order to improve our practices related to emerging technologies.
Reflection about why, how, and when we use technology can protect users and
improve our everyday interactions. Digital pedagogy advocates for instructors
or librarians to assume less of an authoritarian role and alternatively adopt a
collaborative relationship with students. When teaching about digital tools, we
should not attempt to scare students away from using technology, but instead
attempt to provide the skills for critical usability as partners in their educational
process. Digital pedagogy is founded on the philosophy of empowering students, a
principle echoed in the field of librarianship. There is a quick and easy approach to
effective, thoughtful integration of digital tools: never use a digital tool simply for
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the sake of using technology. When considering a tool for any teaching or learning
opportunity, librarians should ask themselves a series of questions to determine
whether the tool is pedagogically valid, whereas technology must enhance the
learning or research process in a clear manner. Relying on technology to improve
learning without careful examination will be a detriment to our students and faculty.
Using digital pedagogy as a librarian promotes an analytic mindset for developing
and reflecting on any technology-related teaching practices. While doubting your
professional aspects in light of ethical implications is not a comforting experience,
these critical strategies strengthen our decisions about incorporating technology
into our services and our overall support for campus populations.

Digital literacy and digital citizenship
Academic librarians are well suited to incorporate lessons on social responsibility
and safeguarding privacy into current information literacy and digital literacy
practices. Beyond instructional environments, users do not commonly engage
in studies of cultivating literacy. “Considering how literacy-related organizations
reflect an understanding of digital and multimodal literacies… today’s schools are
forced to consider the digital in areas that make sense to students in meaningful
ways, rather than just to employ digital tools as isolated instruction in the
classroom.”33 Digital literacies and personal information management require a
multifaceted skillset that overlaps with the ACRL Framework for Information
Literacy in Higher Education. Digital environments allow for engaging and
highly individual experiences, entailing further personal responsibilities of
users. Additionally, there is an opportunity for librarians to partner with faculty
in creating course curriculum and assignments to educate students about moral
significances when using digital tools.
Ethically using technology requires skills beyond operating hardware and
software. Emerging technologies have created new complications for social
interaction. As of now, there are no agreed-upon guidelines for how users
should act in digital environments. When teaching with or promoting digital
tools, considerations of positive digital citizenship and digital empathy must be
ingrained in information literacy and metaliteracy initiatives. “A commitment to
digital citizenship seeks to protect users’ capability to partake freely in the internet’s
diverse political, social, economic, and cultural opportunities, which informs and
facilitates their civic engagement. In short, a commitment to digital citizenship
aims to secure robust and responsible participation in online life.”34 While digital
citizenship is often accentuated in K-12 education, it is not safe to assume that
college students already possess the knowledge or skills to act socially responsible
in online environments. One of the most effective ways to fight hate speech and
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incivility is counter-speech, which brings attention to the issue, exposes users to
divergent views, and exemplifies how to treat people with respect. Additionally, if
users are familiarized with terms of service and online community norms, they
will feel more empowered at reporting violations and assuming an active role in
the digital community.
Furthermore, librarians have the ability to support users in creating a positive
digital footprint as well as online safe spaces. The internet, with the use of digital
tools and emerging technologies, presents a fresh platform for civic engagement.
Libraries pride themselves on being safe spaces in a physical sense; it is time for us to
advocate for and create online safe spaces. Disenfranchised patrons can feel further
disconnected and unsupported when libraries implement digital tools, emerging
technologies, or other digital scholarship opportunities without careful planning and
facilitation. In Rachel Wexelbaum’s “Assessing Safe Spaces for Digital Scholarship
in the Library,” she concludes her analysis with a hope that “increased awareness
of the academic librarian’s role in the provision of safe spaces for learning—also
known as the free flow and exchange of information and ideas—will help people in
our profession not only to redesign library spaces for digital scholarship, but also
to empower everyone to learn and teach how to use new media and technologies
to improve the human condition.”35 By incorporating digital literacy and digital
citizenship into our reference and instruction practices, in addition to planning
online spaces with careful consideration of misuse and abuse, we find new roles in
promoting social responsibility for our constituents and beyond.

Case Studies and Applications
The ALA Privacy Toolkit provides a useful set of standards and considerations,
specifically addressing the challenges of implementing and adopting emerging
technologies. By categorizing these technologies (apps, cloud computing,
etc.) and providing specific concerns and examples for each subset, the toolkit
provides a functional resource for librarians using technology or considering
a new digital tool in our practice as well as teaching digital literacy as part of
information literacy. The Library Freedom Project, “a partnership among
librarians, technologists, attorneys, and privacy advocates which aims to
address the problems of surveillance by making real the promise of intellectual
freedom in libraries,” champions active resistance to digital surveillance through
education and various initiatives in public, academic, and special libraries.36 On
an institutional level, a number of academic libraries, such as Oakland University
have created or augmented current privacy policies and developed transparent
processes for management of information to better meet the needs of protecting
patron data in digital environments.
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Several libraries and higher education institutions have also assumed
an active role in educating students about their digital footprint and ethical
implications when using digital tools. Research guides from University of
Pittsburgh (Digital Dossier: Manage Your Online Presence and Use Web Tools
Effectively)37 or Claremont Colleges Library (Online Identity and Digital
Citizenship: Your Online Presence)38 are excellent examples of how librarians
can educate users and offer solutions for constructive digital citizenship. There
has been a rise in campus-wide initiatives focused on online behaviors and
broad digital ethics. Diverse partners on the University of Edinburgh campus
have developed a “Managing Your Digital Footprint”39 campaign, which provides
general social media presence awareness to students, faculty, and staff at the
institution. Research, such as the study on teaching digital confidence conducted
by Sue Greener and Craig Wakefield40 or organized efforts such as the Digital
Pedagogy Lab, further educate faculty in effectively integrating digital tools
into teaching and learning practices. This work provides students and faculty
resources and guidance in promoting positive digital citizenship, yet additional
efforts are necessary to thoroughly assimilate these ideals into current library
practices.
Another surfacing trend in academic librarianship is critical librarianship, a
praxis of philosophy and practice that encourages reflection and activism as part
of the information science profession. Critical librarianship addresses libraries’
missions, values, and roles through a critical framework heavily influenced by
underlying social, economic, and political structures that shape the current higher
education environment. Proponents maintain that practicing critical librarianship
can “support critical thinking, information literacy, and lifelong learning skills in
students.”41 Critical librarianship is useful in addressing the ethical implications
examined within this chapter due to the nature of its practice, which relies on
mindfulness, reflection, and careful consideration for social responsibility and
ethics in the teaching and learning process. The recently published Critical
Library Pedagogy Handbook offers workbook activities as well as lesson plans to
build upon critical librarianship theories and provide practical applications for
instruction librarians.
While two main recommendations have been asserted within this chapter
(integrating digital literacy practices into information literacy and incorporating
the practice of critical reflection when using, teaching, or promoting digital tools),
a number of practical applications for academic librarians and educators are
offered below.
• Develop a process of pedagogical reflection and research before using,
teaching, or promoting a digital tool or emerging technology into your
work.
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• Incorporate a library assignment or lesson that encourages students to
conduct research on a digital tool in information literacy instruction.
• Encourage students to create alternative identities when using any publicfacing profiles to keep separations between their personal and public lives.
• Talk to students about online social responsibility and how to be a
productive digital citizen.
• Create a dialogue about ethics when using emerging technologies, and
include opportunities for student reflection about digital tools and online
environments.
• Develop best practices for using digital tools and emerging technologies
within your organization that explicitly address ethical implications.
• Identify personal boundaries and pedagogical principles in teaching digital
tools and consult with experts in your field or organization.
• Create a digital tool policy for your library and address these issues on
your library website.
• Create partnerships with campus partners thinking critically about using
educational technology or digital tools, such as Information Technology
Services or Centers for Teaching and Learning.

Conclusion
Librarians have a trusted expertise in the academic community. Careful reflection
about our professional responsibilities in regard to how we use emerging
technology and the digital tools we adopt into our spaces and classrooms is
necessary for moving forward. In assuming a proactive role, librarians can better
adapt to the challenges generated by the dynamic digital environment. Digital
literacy, with specific attention to personal information related issues, should
be further embedded into current information literacy work. Librarians have
an important role in furthering social responsibility in the digital domain, a
space of anonymity with potential for misuse, which presents a greater risk for
marginalized populations. This can be achieved by advocating for positive digital
citizenship and speaking out against social injustice in online environments.
One of our greatest defenses against this threat is reflection: reflecting on digital
tools from a pedagogical viewpoint and fostering reflection about emerging
technologies in our users. In assuming these fundamental roles, we conserve
our ethical ideologies, the missions of our institutions, and the values of our
profession.
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Introduction
In April 2010, the U.S. Library of Congress and the popular micro-blogging company
Twitter announced an agreement providing the library a digital archive of all public
tweets—short web messages of up to 140 characters—from March 2006 (when
Twitter first launched) through April 2010. Additionally, Twitter agreed to provide the
library all future public tweets on an ongoing basis.1 At the time of the announcement,
Twitter was processing more than fifty million tweets per day from people around the
world, and the historical archive consisted of approximately 170 billion tweets.
*This work is licensed under a Creative Commons Attribution-NonCommercialShareAlike 4.0 License, CC BY-NC-SA (https://creativecommons.org/licenses/bync-sa/4.0/).
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The Library of Congress’s commitment to archiving all public Twitter
traffic is a clear recognition of the historical and cultural importance of this new
information and communication medium. By providing a simple platform for
users to explain “what’s happening” in 140 characters or less, Twitter has become
the internet’s de facto public forum to sharing “pretty much anything [users]
wanted, be it information, relationships, entertainment, citizen journalism, and
beyond” (Dybwad, 2009). While some have been quick to characterize Twitter’s
content as “pointless babble” (CNBC, 2009), others point to the social value in
even the most mundane tweets.2 Furthermore, Twitter has become a preferred
communication and information-sharing platform for a variety of contexts,
including reporting breaking news, organizing social movements, facilitating
emergency communications, managing organizational communication and public
relations, and the shared experiencing of live sporting and media events. Twitter
also represents a robust social network of more than three hundred million active
users engaging in information exchange, displaying complex arrangements of
strong and weak social ties, rising and falling influence of particular nodes, and
the trending patterns of particular topics over time. As a result, researchers have
been quick to recognize the value in studying Twitter users and activities to gain a
better understanding of its users, uses, and impacts on society and culture from a
variety of perspectives.3
The Library of Congress’s planned digital archive of all public tweets
promises to provide long-term curation and access to this valuable information
resource. Such aspirations align with many of the Core Values of Librarianship,
“an essential set of core values that define, inform, and guide our professional
practice,”4 such as ensuring access and preservation of information recourses,
supporting democracy, and serving the public good. Yet, as we shall detail in
this chapter, achieving these values has posed a considerable challenge for the
library, especially when balanced against other Core Values, such as privacy
and intellectual freedom. Understanding the challenges faced by the Library of
Congress when attempting to preserve and provide access to all public tweets
will provide us insights into the broader challenges of supporting the so-called
“Core Values of Librarianship” in the face of increasingly complex information
environments and technological infrastructures.

Background
Growth and challenges of Twitter-based research
Since its launch in 2006, Twitter has rapidly gained worldwide popularity, with
more than three hundred million active users as of 2016, generating more than five
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hundred million tweets each day.5 Twitter’s one hundred forty-character, plaintext messages are relatively easily to process and store, and access to this stream of
data (and related user account metadata) has been provided through Twitter’s own
Application Programming Interfaces (APIs) and related third-party services. With
fewer than 10 percent of users taking steps to gain privacy through restricting
access to their accounts (Meeder et al., 2010; Moore, 2009), Twitter has emerged
as a valuable resource for researchers hoping to tap into the zeitgeist of the internet
and often beyond.
Researchers working with Twitter data at various levels of scale and
complexity have already generated rich insights into the use and users of this
social media platform. A recent analysis of published academic research utilizing
Twitter data revealed more than 380 publications from a wide range of disciplines,
including computer and information science, communication, economics, social
and behavioral sciences, and the humanities.6 The focus of such studies ranged
from content and sentiment analysis of particular tweets or community of users,
mapping of social networks and the propagation of information, assessing the
predictive value of Twitter content, or simply relying on Twitter data as a convenient
corpus of text for linguistic, rhetorical, or statistical analysis. The majority of data
was collected through Twitter’s application programming interface (API) or from
the website directly, and the size of datasets analyzed ranged from only a handful
of tweets to some numbered in the billions.
While researchers have been successful using existing tools to gain access to
tweets and related Twitter data for analysis, limitations persist. Notably, Twitter
made significant changes to its application programming interface (API) and
terms of service in early 20117 that limited researchers’ ability to access and share
Twitter data, and effectively shut down popular services used by researchers to
track and archive Twitter activity, such as TwapperKeeper and 140kit.8 With these
changes, Twitter restricted how often researchers can request data through its
APIs, and started to limit the number of Tweets—ranging from 1 percent to 10
percent—available through such automated services. The method Twitter uses
to apply this filtering of tweets is kept secret, and thus presents a considerable
limitation to many research studies.9
One way to overcome the limitations of the APIs is to use the Twitter
Firehose—real-time feed provided by Twitter that allows access to 100 percent of
all public tweets. Only a select number of organizations have been granted access
to the Firehose, and thus a substantial drawback for researchers is the cost of
purchasing access from these partners certified by Twitter.10 Further, the number
of computing resources required to receive, filter, and process the Firehose data
can be daunting, if not out of reach, for many scholars.11 Consequently, researchers
have been forced to decide between two imperfect means of accessing Twitter
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data: the freely available but limited Streaming API, or the comprehensive but
expensive Firehose.
In early 2014, Twitter announced a pilot project called Twitter Data Grants,
allowing researchers to submit proposals in order to obtain free access to Twitter
datasets.12 While promising to help connect researchers with the data they need,
only six of the more than thirteen hundred proposals—less than 0.5 percent—
were awarded free access to Twitter datasets in order to move forward with their
research.13 In the face of such odds, the announcement that Twitter is donating
its entire digital archive of public tweets to the Library of Congress came as a
potential boon for researchers,14 promising to overcome many of the barriers of
engaging in Twitter-based research.

The Twitter Archive at the Library of Congress
The Library of Congress, a research library that officially serves the United States
Congress, is the nation’s the oldest federal cultural institution and, implicitly, the
national library of the United States. It is also the largest library in the world,
with more than 36 million books and printed materials, as well as more than 121
million maps, manuscripts, photographs, films, audio and video recordings, prints
and drawings, and other special collections. Among the library’s varied initiatives
is the National Digital Information Infrastructure and Preservation Program, a
national strategy to collect, preserve, and make available significant digital content,
especially information that is created in digital form only, for current and future
generations. Since 2000, the Library of Congress has been creating collections of
archived websites on such topics as the U.S. politics and national elections, the
Iraq War, Supreme Court nominations, and the events of September 11, 2001. As
of March 2014, the library has collected about 525 terabytes of web archive data,
growing at a rate of about five terabytes per month.15 It is in this tradition of digital
preservation that the Library of Congress recognized the need to archive and
maintain stewardship over the billions of public tweets that have become part of
the historical record of political, cultural, and social events and trends around the
world.
On 14 April 2010, the Library of Congress and Twitter announced that an
agreement had been signed providing the library the public tweets from the
company’s inception through the date of the agreement, an archive of tweets
from 2006 through April 2010. Additionally, the library and Twitter agreed that
Twitter would provide all public tweets on an ongoing basis under the same terms
(Raymond, 2010; Stone, 2010). The two-page gift agreement between Twitter and
the Library of Congress16 provides conditions under which the archive is to be
made available:
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• It includes only public tweets.
• The library may display and otherwise make available public tweets only
after a six-month delay.
• The library will not provide a “substantial portion” of the archive on its
public website in a format that could easily be subject to bulk download.
• Access should only be provided to “bona fide” researchers in accordance
with “the policies of the custodial division of the library responsible
for the administration and service of materials of this nature,” and only
if the researcher signs a notification prohibiting commercial use and
redistribution of “all or a substantial part” of the archive.
Additional details were provided by the library in a blog post a few weeks
after the announcement, noting that deleted tweets will not be included, and that
“linked information such as pictures and websites is not part of the archive, and
the library has no plans to collect the linked sites.”17
Since these initial announcements, the library has provided few details
regarding how the archive will be processed, how researchers will have access to
actual Twitter data, or when the collection will be made available. In response to
an information request from the author, the Library of Congress indicated in a
3 January 2012 letter that “the Library is still working on technical issues related
to the implementation of the agreement, the material is still coming in, and the
process of how to provide the material to researchers… is still being worked out.”18
Six months later, again in response to an information request from the author,
the library indicated it was still working on technical issues and confirmed it had
already received and stored over 80 terabytes of data containing more than 120
billion tweets.19
In January 2013, the library publicly provided a detailed update on the project,
announcing it had received the full 2006–2010 archive of approximately 170 billion
tweets totaling 133.2 terabytes, and had established a “secure, sustainable process
for receiving and preserving a daily, ongoing stream of tweets through the present
day.”20 The library’s update provided detailed descriptions of its current process
for receiving Twitter data—via an intermediate company named Gnip—and the
challenges of processing and storing such a large volume of information, as the
ongoing stream of public tweets to be processed had grown to nearly half a billion
messages each day.21
Researcher access had still not been provided, and the library suggested
public-private partnerships might be necessary to overcome the technical and
infrastructural limitations that currently prevent the library from providing
researchers meaningful access to the data. As of the time of this writing (November
2014), nearly five years since the initial announcement, the Twitter archive remains
inaccessible.
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Challenges of the Library of Congress Twitter Archive
As with any collection, the Twitter archive must be processed, organized, and
cataloged in order to make it accessible and useful for researchers. While the
Library of Congress has a long history working with digital content, the Twitter
archive has posed a unique challenge:
The Twitter Archive represents a new type of collection. The
Twitter collection is not only very large, it also is expanding
daily, and at a rapidly increasing velocity. The variety of tweets
is also high, considering distinctions between original tweets,
re-tweets using the Twitter software, re-tweets that are manually
designated as such, tweets with embedded links or pictures and
other varieties.22
It is not uncommon for a library to spends months processing large
acquisitions, yet the Twitter archive remains unavailable seven years after the
initial announcement. Reasons for the long delay are numerous, and include the
immense size of the initial archive, the growing size of the incremental updates
to the collection, the complexities of the data itself (managing more than one
hundred metadata fields associated with each tweet, processing embedded links
and shortened URLs, and so on), the contractual agreement to delay access to
tweets for six months over privacy concerns and the need to develop appropriate
access and usage policies. The library has discussed many of these challenges
openly, while some remain unaddressed, and others largely unrecognized.
The following sections outline these challenges in greater detail, organizing
them into two categories: challenges involving practice, such as how to process
and organize the tweets, how to physically store them, and how to provide useful
means of access and retrieval; and challenges involving policy, such as the creation
of appropriate access controls to the archive, whether any information should be
censored or restricted, and the broader ethical considerations of the very existence
of such an archive.

Challenges for practice
Size, complexity, and continuous growth
While the Library of Congress is quite adept with the preservation of large amounts
of digital information—it has been archiving all congressional and presidential
campaign websites since 2000, for example, and has collected over 525 terabytes
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of web archive data—the Twitter archive has posed unique technical challenges
due to its size and complexity. The initial archive of all public tweets from 2006
to 2010 pledged to the library consisted of twenty-one billion tweets, each with
more than fifty accompanying metadata fields. The library received this data in
early 2012—nearly two years after the original announcement—via Gnip, a social
media data aggregation firm chosen as the delivery agent to migrate the data from
Twitter to the library in a usable format. This initial archive was delivered in three
compressed files totaling 2.3 terabytes of data, which was uncompressed to a size
of twenty terabytes. In December 2012, the library received a second large batch
of 150 billion additional tweets and corresponding metadata, increasing the size
of the initial archive to 170 billion tweets totaling over 133 terabytes of data. Given
that the Library held 167 terabytes of data in its digital collections at the time of
the original announcement of the Twitter archive agreement,23 the receipt of the
initial historical archive of Twitter data has nearly doubled the amount of data held
within the library’s infrastructure.
A contributing factor to the large size of the Twitter archive is the amount
of metadata that accompanies each tweet. More than just the 140-character plain
text that a user types into the Twitter interface, each tweet contains 150 pieces of
metadata, such as a unique numerical ID, a timestamp, a location stamp, IDs for
any replies, favorites and retweets that the tweet gets, the language, the date the
account was created, the URL of the author if a website is referenced, the number
of followers, and numerous other technical specifications.24
Adding to the challenge of providing stable and sustainable digital storage for
such a large dataset is the fact that the Twitter collection is not a static archive,
but a continuous stream of new data generated daily by the platform’s millions
of users. At the time of the initial announcement with the library, Twitter was
processing 50 million tweets daily.25 Now, nearly seven years later, the daily output
has jumped to more than five hundred million,26 with particular global events, such
as the sporting events, elections, natural disasters, or even the airing of a popular
television program, generating remarkable spikes in Twitter activity. On 3 August
2013, for example, Japanese Twitter users watching the television program Castle
in the Sky set a record for Twitter activity of 143,199 tweets per second (the average
is about fifty-seven hundred tweets a second).27 To handle this growing volume
of activity, Twitter has invested heavily in its technical infrastructure, continually
re-architecting how it processes, archives, and displays activity for its users. The
Library of Congress, lacking the resources and workforce at Twitter’s disposal, has
had difficulties addressing the technical size and complexity of the archive28 and has
proposed partnering with outside technologists to try to find a workable solution.
In sum, while the Library of Congress has experience and expertise with
digital archiving and managing large databases, the scale of the Twitter archive
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seems well beyond their typical digital collection, a practical challenge that has
contributed to the multi-year delay in making the archive accessible and useful
for researchers.

Access and query processing
Once the practical challenges of receiving and processing the sheer volume of
tweets in the Twitter archive are addressed, the Library of Congress must also
confront the uniqueness of providing access to such a unique archive. As detailed
by Gaffney and Puschmann,29 researchers have previously enjoyed (or, perhaps,
been frustrated by) various means of access to Twitter data, such as the Streaming
API, the REST API, and the Search API. Each provides different levels of access,
comprehensiveness, and means for filtering or targeting one’s query for Twitter
data, and other independent tools have been launched to facilitate access using
these APIs, such as 140kit or TwapperKeeper. While the vast majority of current
research on Twitter has utilized one of these means of access,30 it remains unclear
whether the Library of Congress will provide similar direct access to the data
elements within the Twitter archive, or with any restrictions.
In its January 2013 update, the Library of Congress indicated it had already
received four hundred inquiries from researchers but was not ready to provide
access. It reported that a hypothetical query on the 2006–2010 history archive
could take twenty-four hours—what it described as “an inadequate situation”—but
also noted that the necessary investment into distributed and parallel computing
resources to reduce this search time was “cost-prohibitive and impractical for a
public institution.”31 Noting a lack of sophisticated access tools available in the
private section, the library indicated it is working on a “basic level of access” for
researchers. More recently, in response to an early 2014 information request from
the author, the library indicated that the 2006–2010 Twitter collection is being
indexed and undergoing further processing by “reference librarians together with
technology experts” in preparation for an access pilot a pilot program targeted for
mid-2014.32 As of the time of this writing (November 2014), no pilot program has
been announced.
It remains unknown what type of indexing and processing the archive has
undergone by any information professionals or technology experts assigned
to such a major task. Decisions made regarding how the archive is indexed will
directly impact not only the speed of query processing—hopefully becoming faster
than the reported twenty-four hours for a simple text search—but also the types of
queries possible. The flattest architecture would provide for simple text searched
against the entire database of tweeted content, which could also be expanded to
include searches against metadata records, or for specific user accounts, specific
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hashtags, limited by date ranges, or the estimated location of the IP address used
to initiate the tweet. Providing a more robust query-processing environment will
increase the research value of the archive, but simultaneously pose additional
practical challenges for the library, which is already struggling to simply create a
publicly available archive with a basic level of accessibility.

Challenges for policy
The practical challenges of receiving such a large volume of Twitter data, archiving
it, and making it accessible and useful are sizable, and undoubtedly the Library of
Congress is putting forward great effort to resolve them quickly. But complimenting
these practical challenges are an equally imposing set of policy challenges, such as
the creation of appropriate access policies, whether any information should be
censored or restricted, and the broader ethical considerations of the very existence
of such an archive, especially issues of privacy and user control.

Access restrictions
The gift agreement between Twitter and the Library of Congress dictates various
restrictions on access to the Twitter archive.33 First, tweets can only be made
available six months after they were originally posted to Twitter. Second, once
this time delay has been satisfied, tweets can only be made available to library
staff and to “bona fide researchers” as determined by the library, and who also
must sign an agreement prohibiting “commercial use and redistribution” of the
archive. While not explicitly stated, the purpose of the six-month delay is most
likely in response to privacy concerns of Twitter users (discussed below). And
while restricting access to the archive to “bona fide” researchers appears to be a
reasonable attempt to prevent the commercial use of the data, preventing open
public access to materials can be a controversial archival practice.34 While the
Twitter archive is meant to be an improvement over the existing means of access
to tweets—through limited APIs or commercial resellers—any access restrictions
put in place represent a policy dilemma for the library in relation to how they will
define “bona fide” research and determine who gets access to the collection of all
public tweets.

Content restrictions
The ethical codes and principles of librarians and related information professionals
urge providing full access to information to satisfy the unique needs of all patrons
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and users.35 Such pledges of intellectual freedom maintain that materials should
not be excluded because of the origin, background, or views of those contributing
to their creation and that any attempts at censorship should be challenged in the
fulfillment of professional responsibilities to provide free and unfettered access to
information. Numerous libraries have faced challenges to upholding this principle
of intellectual freedom,36 frequently fielding requests to remove sexually explicit or
other controversial materials.
The Library of Congress has not been immune from controversies regarding
restricting content. Most recently, the library was criticized for blocking access to
the Wikileaks website from its computer systems, including those used by patrons
in the reading rooms.37 And while Twitter itself engages in limited forms of content
moderation to ensure users comply with its terms of service regarding appropriate
content,38 it remains unknown whether the Library of Congress will similarly
filter or restrict tweets based on the content. The gift agreement grants the library
the ability to “dispose” of material in the archive it considers “inappropriate for
retention,”39 but it remains silent on how such a determination would be made, how
is authorized to make it, and whether any public notification would be provided
that such exclusions might occur. Since content posted to Twitter often includes
pornographic, controversial, copyright-protected, confidential, and perhaps
even illegal content, the library might feel compelled to filter or remove certain
tweets from the archive. Such a move would conflict with the broader principles
of intellectual freedom, and this constitutes a significant policy challenge as the
archive continues to grow.

Privacy
The initial announcement of the Twitter archive prompted immediate privacy
concerns about creating a permanent archive of tweets, and whether such a proposal
was properly aligned with users’ understanding of how the platform worked and
their privacy expectations. For example, various comments on the Library of
Congress’s web version of the announcement of the archive contain surprised and
frustrated sentiments about the seeming newfound permanence of tweets:
• “So with no warning, every public tweet we’ve ever published is saved for
all time? What the hell. That’s awful.” (Shaun, in Raymond, 2010)
• “I can see a lot of political aspirations dashed by people pulling out old
Tweets. I’ve always thought of the service as quite banal and narcissistic,
but I’ve had a Twitter account to provide feedback to a college and a couple
of vendors. I think I’ll close my account now. I don’t need to risk Tweeting
something hurtful or stupid that will be around for all recorded time.” (Joe
Citizen, in Raymond, 2010)
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• “Now future generations can bear witness to how utterly stupid and vain
we were—1. for creating this steaming mountain of pointless gibberings,
and 2. for preserving it for posterity. LOC, you nimrods.” (Zil Maddet, in
Raymond, 2010)
Even in broadcasting the news, the language Wired Magazine chose
underscored the apparent transition from a fleeting existence for tweets to a newly
instilled sense of permanence when it stated, “while the short form musings of a
generation chronicled by Twitter might seem ephemeral, the Library of Congress
wants to save them for posterity” (Singel, 2010).
In the wake of the Library of Congress announcement, increased debates over
the appropriateness of archiving public Tweets for research purposes have arisen
(see, for example, Vieweg, 2010; Zimmer, 2010b; Zimmer, 2010c), focusing largely
on concerns over respecting the privacy expectations of Twitter users. Research
has shown that between 40 percent and 50 percent of tweets included information
about the author,40 which might include contact data, other personally identifiable
information, locational data, health information, and the like,41 posing potential
privacy threats to users unaware of the fully public nature of their activity or its
possible harvesting by researchers.
Similarly, the practice of retweeting represents a risk for the leakage of
tweets that had been intended for a restricted audience, thereby generating a
considerable privacy threat when archived by researchers. Users who have been
granted access to restricted accounts can easily retweet private tweets by copying
and pasting into their own, unprotected feed, violating the privacy protections
enacted by the original author. In a study of more than 80 million Twitter
accounts, nearly 250,000 protected accounts had at least one restricted tweet
retweeted by a public user.42 If such retweets of private tweets are included in
research databases, the original author’s expectations of privacy might have been
breached.
When asked about whether the Twitter archive could threaten the privacy
of users, a Library of Congress spokesperson noted that the Twitter messages
that would be archived are already publicly published on the Web: “It’s not as if
we’re after anything that’s not out there already,” and that “people who sign up
for Twitter agree to the terms of service.”43 This is the classic “but the information
is already public” argument used to justify the widespread harvesting of social
media content,44 which, while technically true, presumes a false dichotomy that
information is either strictly public or private, ignoring any contextual norms45
that might have guided the initial release of information through Twitter or how a
person expects that tweet to flow.
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User control
Concerns over these privacy implications of creating a repository of all public tweets
could be addressed, at least in part, through ensuring users have sufficient levels
of control over their data and overall inclusion in the archive. No Twitter user was
asked to provide explicit consent to be included in the Library of Congress archive,
and, as noted above, the library takes a position that since “people who sign up
for Twitter agree to the terms of service,”46 additional consent is not required. As
a result, short of making their entire Twitter account private, users are denied the
ability to control whether they wish to have their public tweets archived and made
available through the Library of Congress archive.
Further, Twitter provides the ability for users to delete individual tweets from
their timeline,47 which removes the tweet from the user’s account, the timeline of
any accounts they follow, and Twitter search results. Unaltered retweets of a tweet
will also disappear from the platform when the original is deleted. Users’ ability
to delete tweets provides them a considerable amount of control over their online
activities and privacy.48 However, deleting a tweet from the Twitter platform will
not have a similar impact on the archive maintained at the Library of Congress,
severely limiting users’ ability to control their information.
Overall, the Library of Congress does not appear ready to provide users
any form of control or access to their own tweets archived within the large-scale
repository. There will be no ability to opt-out of the repository, and no means of
deleting individual tweets if a user later wishes to remove certain utterances from
the archive.

Conclusion
In the seven years since the Library of Congress announced its agreement to
archive all public Twitter activity and make it available to researchers, the library
has tackled numerous technical challenges related to pursuing such an ambitious
project. The most recent official update from January 2013 outlined the progress the
library is making addressing some of the practical challenges outlined above. Yet,
despite this hopeful progress, the many policy challenges—of access, restrictions,
privacy, and control—remain largely unresolved. Within this unique case of the
Library of Congress’s attempt to preserve and provide access to all public tweets,
we see the challenges of applying the Core Values of Librarianship to emerging
technological platforms. The practical challenges of achieving the values of access
and preservation remain high, while the policy-based challenges of ensuring
privacy, confidentiality, and intellectual freedom appear, at times, to be even more
difficult to attain.
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As information professionals, we can provide some guidance to help the
Library of Congress address these critical policy issues. The American Library
Association’s core ethical documents, as well as those of the Society of American
Archivists (SAA), suggest that the library should enact policies that both encourage
open access to the digital archive, while also finding ways to protect the privacy
of those whose information is collected in the repository. Sufficiently addressing
these policy concerns will, undoubtedly, result in further technical and practical
challenges. The library should, therefore, continue its path of pursuing publicprivate partnerships to overcome the technical and infrastructural limitations
that currently prevent the library from providing researchers meaningful access
to the data. These partnerships, however, must include not only technical experts
in the field of digital archives and information retrieval, but also those versed
in information policy, research ethics, and privacy. With such an approach,
hopefully, we will not need to wait another seven years to make meaningful use
of this important digital archive in support of the Core Values of Librarianship.
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Digital Infrastructures that
Embody Library Principles:

The IMLS National Digital Platform as a
Framework for Digital Library Tools and Services
Trevor Owens, Ashley E. Sands, Emily Reynolds, James Neal,
Stephen Mayeaux, and Maura Marx*
Institute of Museum and Library Services

Digital library infrastructures must not simply work. They must also manifest
the core principles of libraries and archives. Since 2014, the Institute of Museum
and Library Services (IMLS) has engaged with stakeholders from diverse library
communities to consider collaborative approaches to building digital library tools
and services. The “national digital platform” for libraries, archives, and museums
is the framework that resulted from these dialogs.1 One key feature of the national
digital platform (NDP) is the anchoring of core library principles within the
development of digital tools and services. This essay explores how NDP-funded
projects enact library principles as part of the national framework.
The NDP represents the combination of software applications, social
and technical infrastructures, and staff expertise that provide digital content,
collections, and services to users. As libraries, archives, and museums increasingly
*This work is licensed under a Creative Commons Attribution 4.0 License, CC BY
(https://creativecommons.org/licenses/by/4.0/).
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provide expansive access to digital information, opportunities increase for
collaboration around the tools and services libraries employ to meet user needs.
Each cultural institution around the country can leverage and benefit from
shared digital services and systems. A focus on building and supporting collective
infrastructures is a key element of much NDP work; another critical aspect of this
work is ensuring those tools, services, and systems exemplify the core principles
of librarianship.
Librarian and archivist principles have been articulated and refined over
time in the work of professional associations, including the American Library
Association (ALA) and the Society of American Archivists (SAA). The ALA values
are summarized as: access, confidentiality and privacy, democracy, diversity,
education and lifelong learning, intellectual freedom, public good, preservation,
professionalism, service, and social responsibility.2 The SAA’s core values of
archivists encompass: access and use, accountability, advocacy, diversity, history
and memory, preservation, professionalism, responsible custody, selection,
service, and social responsibility.3 These professional principles are evident in the
work that librarians and archivists do to enhance and improve the NDP.
In this essay, the IMLS’s NDP program staff describe why a focus on principles
became a core feature of the NDP platform framework. We demonstrate how these
professional approaches intersect by highlighting projects in four thematic areas:
connectivity and digital access, data privacy in civic and digital literacy, digital
collections by and for diverse communities, and information access through
eBooks. These four areas are neither mutually exclusive nor exhaustive of the work
undertaken by NDP grantees, nor do they systematically cover each principle.
Instead, the examples illustrate the ways library principles inform the focus of
NDP work and the manner in which the work is conducted.
We describe these recently funded projects to present a principle-driven
framework for future development of library tools and services. The NDP is
intended as an approach to all community work on digital library infrastructures,
not just IMLS-supported work. Before reviewing individual projects, we provide a
short discussion of the central role principles play in the design and development
of technical infrastructures.

Principles, Librarianship, and Digital Infrastructures
For decades, scholars have demonstrated that digital systems, both explicitly and
implicitly, enact ideologies and values.4 The demonstration that values are present
in the design process and embedded in technologies has been noted by multiple
terms, including “values in design.”5 An interdisciplinary community of practice
has developed around values in design, highlighting that all tools, services, and
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systems espouse values.6 Katie Shilton explains that the values of a design team
are enacted within the infrastructures they build: “the values held by designers
affect how information technologies are imagined; how systems handle data,
create categories, and draw inferences; and what affordances are available for user
interaction.”7
In library and archival technology design, explicit consideration must be
given to the principles that become enmeshed during design and development.
There is a good chance tools and services could fail to live up to those principles if
priorities are not deliberately addressed. A body of research has demonstrated how
principles shape all layers of digital infrastructures, including discovery systems,8
search algorithms,9 protocols,10 and file formats.11
Many of the technologies libraries need to fulfill their missions are originally
developed for purposes outside library settings. It is vital to analyze tools and
services for the extent to which they are compatible with library principles. For
example, various commercial services may be in tension with library commitments
to user privacy. While boutique software development is costly and challenging for
libraries to undertake, these up-front costs must be weighed against the long-term
drawbacks of using technology incompatible with the core values of librarianship.
Further, if librarians are not directly involved in developing systems, or in the
requirements and specifications of those systems, then librarians and archivists
may cede control to systems and institutions that may not live up to deeply held
library values.
As library services are increasingly mediated through digital tools and services,
these tools and services can become core ways users interact with libraries. As
these tools and services become the embodiment of libraries as cultural and civic
institutions, it is essential that they reflect the principles that libraries find important.
The way to ensure tools and services reflect these principles is for librarians and
archivists to deeply engage in the design, implementation, and administration
of these systems.12 Ensuring that technical principles harmonize with library
principles is integral to the IMLS approach to investments in the development of
digital infrastructures. In the following section, we provide a brief background on
IMLS investments in this area and the development of the NDP framework.

Developing the National Digital Platform for Libraries
Supporting both the development of national information infrastructures and the
ability for the library workforce to make use of those infrastructures are key focal
areas of IMLS’s enabling legislation.13 Over the past twenty years, IMLS has invested
more than $1 billion in developing and improving digital library tools, services,
and infrastructures. The foundation of IMLS support for digital infrastructures
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comes through the Grants to States program, which annually provides formulabased block grants to each state library administrative agency. From 2002 to 2011,
the Grants to States program aided $980 million in information infrastructure
projects, including $67 million of those funds toward digitization efforts.
Alongside this core digital infrastructure support through the Grants to States
program, the IMLS Office of Library Services (OLS) has consistently supported
innovative work on digital tools and services through its competitive discretionary
grant programs. From 2005 to 2013, the Advancing Digital Resources category of
the National Leadership Grants for Libraries program invested $30 million in the
development of digital resources, tools, and services. Over the years, several other
public and private funders—notably the National Endowment for the Humanities,
the Andrew W. Mellon Foundation, the Alfred P. Sloan Foundation, the Bill &
Melinda Gates Foundation, and the John S. and James L. Knight Foundation—
have also made significant contributions to library and archives digital services
and infrastructures.
Building on this longstanding commitment to enhancing digital library
infrastructures, IMLS convened diverse stakeholder communities in April 2014
to discuss priorities for investments in digital tools and services.14 Participants
emerged committed to a more strategic approach to the development of shared
digital tools and services among libraries across the country. In 2015, OLS worked
with stakeholders from across professional communities to establish targets and
principles to further focus funding.15 One result of those discussions was the
realization that the term “innovation” was often misunderstood to mean “novelty.”
We heard repeatedly that the drive to innovate with new digital library services
during the early 2000s led to fragmentation—many tools with few users. Libraries
and consortia had quickly spun up new tools and services that were unlikely
to be sustainable. In response, OLS has focused on investments that support
interoperability between digital library tools and that sets sustainability as a focus
of our discretionary funding programs.
The IMLS OLS is now in its third year of employing the national digital platform
(NDP) framework for our investments in digital library tools and services. The NDP
has both a broad and a specific meaning. Broadly, it can be conceptualized as a way
of thinking about all the digital tools, services, infrastructures, and workforces that
libraries utilize to meet user needs across the United States. Specifically, expanding
the digital capabilities and capacities of libraries across the country is a priority for
IMLS funding programs. Two OLS discretionary grant programs support work in
this area: the National Leadership Grants for Libraries program (NLG) and the
Laura Bush 21st Century Librarian program (LB21). The NLG program supports
work addressing substantial challenges in library and archival practice, including
research, software development, planning activities, and more. The LB21 program
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supports education and training activities to diversify and strengthen the library
workforce. As of mid-2017, between the NLG and LB21 programs, the IMLS
funded eighty NDP awards. The portfolio of grants represents $27 million in IMLS
funds and more than $15 million in cost-share provided by grantee institutions.
We now illustrate how librarians and archivists are leading with principles
in design for digital infrastructures. Further, we demonstrate how NDP projects
expressly weave library principles into infrastructures and offer insight into how
future projects could build on these efforts. Awarded grants are indicated by their
project titles and IMLS log number, which is a twelve-digit string of characters
beginning with RE, LG, or SP. The log number is an internal unique identifier to
refer to a grant and can be used to locate more information about each award on
the IMLS website.

Connectivity and Digital Access
Libraries have a long history of serving as equity institutions, as sites that provide
free access to information resources in support of lifelong learning. However, the
content and services provided through the NDP are only useful to those who have
reliable and robust internet connectivity. As information resources become digital
increasingly, libraries have also become institutions that support digital inclusivity.
“Digital inclusion” refers to the infrastructures and services necessary to
enable widespread access to, and use of, high-speed internet.16 Digitally inclusive
practices may involve sustaining access to hardware, software, content, and
broadband, as well as ongoing technical support, and digital literacy training.17
Open support for digital access crosscuts a series of core library principles
including access, democracy, diversity, lifelong learning, intellectual freedom, the
public good, service, and social responsibility. IMLS supports work that maximizes
efforts to expand library and archival leadership in the movement to provide
equitable digital access to communities across the United States. The following
NDP projects pursue broadening connectivity nationwide.

Rural and tribal connectivity
Many libraries across the country have secured resources to establish themselves
as digital connectivity hubs in their communities. However, smaller institutions
that often serve populations with the most need may not have the capacity to
ensure they are making the best use of the available connectivity resources.
In 2015, IMLS funded Toward Gigabit Libraries (RE-00-15-0110-15), an
initiative to create a toolkit for library broadband network assessment as well as
related training programs for librarians in rural and tribal libraries. Operated as
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a partnership among a range of organizations, including University Corporation
for Advanced Internet Development (Internet2) and the Association of Tribal
Archives, Libraries, and Museums, the project is developing resources across five
states. Beyond working toward access, the project also builds on the principle
of professionalism by developing and training librarians to use the toolkit.
Understanding how best to implement and run library networks is now a core part
of the knowledge library professionals require to meet the needs of their users.

Connectivity beyond library walls
While urban libraries are frequently better resourced and able to provide access
to the internet, often access beyond the walls of the library is not included in
core networking infrastructures. Expanding the reach of library networks has the
potential to considerably support efforts toward digital access equity.
In 2016, IMLS awarded a grant to the Brooklyn Public Library for the BKLYN
Link project (LG-72-16-0130-16), which aims to develop a community-driven
mesh network, providing free broadband access and technology-based training
for young adults. Mesh networks are a method for enabling wireless internet access
by employing existing radio nodes, laptops, and cellphones. Mesh networks offer
the potential for shared network access beyond the walls of a library. Brooklyn
Public Library is conducting community asset mapping, planning the technical
structure of the mesh network, and developing user policies and procedures to
install and sustain mesh networks. A technology-based youth fellowship program
is being designed to teach young adults to install and maintain the mesh network,
including strategies and tools for deepening community engagement. The core
objective of this project, to broaden access to connectivity in a low-income
community, further relates to a range of library principles, including digital
access and the public good. The focus on creating technology-based fellowships
for young people to maintain these networks demonstrates how library support
for democratic values and social responsibility can be incorporated into project
method, and not just project results.
In 2016, IMLS awarded Libraries Leading in Digital Inclusion and Disaster
Response via TV White Space Wireless Connections (LG-70-16-0114-16) to San
Jose State University’s School of Information. This project similarly helps libraries
explore expanding internet access beyond library walls through a low-cost wireless
technology. The project will pilot TV White Space as an affordable method to
provide basic wireless access to areas around libraries, as well as a communitybased connectivity backup service during disasters. The project espouses library
professionalism as it prioritizes piloting the service, developing curricula, and
training librarians to make use of the technology within their communities.
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These two recent NDP grants represent a broad range of issues that impact
access, connectivity, inclusion, and equity in the United States. Those issues are
intrinsic to, and necessary for, maximizing the potential development of the
United States’ digital and technological future. Each project is designed to be
built locally, but each also has the potential to be used elsewhere through the
development of guides, toolkits, and education and training resources, thus
catalyzing change across the country. Each project explicitly focuses on helping
libraries enhance their work toward access, diversity, lifelong learning, service,
and social responsibility.
Additionally, these projects support professional service and development for
librarians and lifelong learning for library users. Specifically, each project is focused
on further supporting librarians in developing the digital skills and knowledge
necessary to serve the needs of their communities. In the BKLYN Link project, the
focus on lifelong learning is promoted in the vision of the technology fellowships
designed as learning opportunities for young people. Community members,
librarians, volunteers, and other learners are key components of connectivity
and digitally inclusive infrastructures. Importantly, the NDP is not just tools and
systems; it is also the skills and knowledge of librarians who build, maintain, and
make use of those systems to serve users.

Data Privacy in Civic and Digital Literacy
Three LB21 NDP grants illustrate how intellectual freedom, user privacy, and
supporting the public good come together in related but distinct areas of library
practice. The ALA core values establish that “libraries are an essential public good
and are fundamental institutions in democratic societies” and that “protecting user
privacy and confidentiality is necessary for intellectual freedom and fundamental
to the ethics and practice of librarianship.”18

Scaling digital privacy and data literacy in libraries
As illustrated in the previous section, libraries play a key role in providing
broadband access and digital literacy training to diverse communities across the
United States. While offering access to extraordinary amounts of information, the
web also enables unprecedented surveillance and tracking of users. Libraries have
responded to increased online surveillance by developing educational and training
resources addressing the inherent risks and responsibilities of internet use. These
resources aim to increase digital literacy while expanding the role of librarians as
trustworthy information sources.
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Individuals with the greatest digital literacy needs are also the most vulnerable
to intrusion of personal information. In their role as providers of information
infrastructures and training, librarians are uniquely positioned to prepare library
users for the privacy challenges brought about by the prevalence of data sharing,
profiling, collection, and surveillance technologies. Taking the expansive view of
the NDP, all points of entry and places through which users access the web are
components of distributed knowledge infrastructures, and library professionals are
positioned to help users maintain their privacy across this distributed networked
system.
Through Scaling Digital Privacy & Data Literacy in Libraries (RE-06-150050-15), Brooklyn Public Library, the Metropolitan New York Library Council,
and other partners have developed and launched an initiative to improve digital
privacy and data literacy among library professionals. In keeping with the crosssector collaborations emblematic of work in the NDP as a whole, the project
brings together librarians, policy advocates, technologists, and the communities
they serve. The work also advances librarian education and leadership, which
works to bridge not just the digital divide but also the privacy literacy divide. In
keeping with principles around access, all educational materials created through
this project are available for use and reuse online.19

Surveillance and audiovisual evidence management
As the world is increasingly recorded and documented, concerns about digital
surveillance extend well beyond online activities. For example, across the country,
law enforcement agencies are collecting significant amounts of audiovisual data
about police activities, which can include suspects and innocent bystanders. Police
agencies are also being asked to respond to calls for further transparency and to
provide open access to a range of data that have historically been kept private. As
researchers discover the technical methods for saving and sharing large amounts of
police information, there remains a need for librarians and archivists to employ their
expertise to work through the numerous ethical issues around collecting, managing,
preserving, and providing access to law enforcement audiovisual information.
While much NDP work is focused on piloting technologies or scaling out
systems and programs, IMLS also supports work scanning the horizon for emerging
forms of digital content that will increasingly demand the attention of library
and archives professionals. On the Record, All the Time: Setting an Agenda for
Audiovisual Evidence Management (RE-43-16-0053-16) shows how the NDP can
support exploratory work in developing shared agendas for managing emerging
forms of digital content. Through this project, UCLA’s Department of Information
Studies convened stakeholders from law enforcement agencies, libraries, archives,
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and other relevant organizations to develop a strategy for collaboration on the
ethical and practical issues related to managing digital information and open data.
In particular, the project focuses on articulating the challenges and priorities for
the management and preservation of new forms of audiovisual evidence generated
by the widespread use of surveillance cameras, smartphones, and body cameras in
law enforcement. This project demonstrates how the library and archival principles
of privacy, access, and preservation have the potential to inform the work of other
civic institutions.

Open data for public good
Librarians are gradually taking on roles as curators and educators around the use,
reuse, and management of civic data. All of these data assets, and the approaches
to providing access to them, are functionally part of the NDP. The University of
Washington School of Information has embarked on Open Data for Public Good:
Data Literacy Education for Public Information Professionals (RE-40-16-001516). Project staff are developing an educational program focused on preparing both
library students and practicing professionals to collaborate with local communities
to build infrastructures that support access to, and curation of, locally significant
open data collections. One of the major themes that emerged from IMLS’s 2015
NDP gathering was the need for library education and training initiatives to
include hands-on learning opportunities within professional contexts.20 In support
of that goal, the project includes a range of local civic partners to provide practical
training opportunities as well as webinars and open educational resources for one
hundred library students and professionals.

Digital Collections by and for Diverse Communities
Expansive access to digital collections is valuable for many reasons; however, it
is especially important when all people can see themselves, their histories, and
their communities represented in those collections. ALA’s core values emphasize
that librarians “value our nation’s diversity and strive to reflect that diversity.”21
Unfortunately, national digital collections are not always representative of
the diverse communities libraries serve. In 2014, the Digital Public Library of
America (DPLA) worked to identify “how often DPLA was representing some
of America’s underrepresented groups,” and found many minority communities
were underrepresented in DPLA metadata records.22 Such realizations have helped
drive efforts to increase the number and types of organizations contributing to the
DPLA content aggregator.
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Expanding access to digital library collections and increasing the range of
collections available to users have always been core NDP activities, serving the
values of diversity and social responsibility. In recent years, IMLS has supported
several projects that both diversify national digital collections and work to make
digital library systems more accessible and responsive to the needs of wider
ranges of communities. The work also speaks to the core principles of access and
preservation.

Diversifying digital library collections
While lowering barriers to entry for participation in building and sustaining the
NDP is an exciting and important area of work, increased diversity in collections
also depends on institutions developing a deeper sense of the issues facing
community archives and their users. The Amistad Research Center and multiple
partners received a grant for the project Diversifying the Digital Historical Record:
Integrating Community Archives in National Strategies for Access to Digital Cultural
Heritage (LG-73-16-0003-16). The goal of the project is to address the potential
impact of increased representation of marginalized communities and people in our
digital cultural heritage. Responding to issues like those identified by DPLA, where
marginalized or minority communities are misrepresented or not represented at all,
the partner organizations seek to increase awareness of community archives and
their unique challenges. The project is holding a series of meetings with community
members, scholars, and others to develop a white paper that proposes concrete
recommendations toward a more inclusive national digital platform.23
UCLA received a grant to support Dr. Michelle Caswell’s research into
related community archives topics, with a project entitled Assessing the Use of
Community Archives (RE-31-16-0117-16). Caswell is investigating the impact of
independent, community-based archives in Southern California on the individuals
and communities they serve, and creating tools for such archives to assess and
articulate their local impact. While not focused on digital archives, this work is
another important contribution to library and archives’ understandings of their
diverse user bases. Through their work with the public, and as mediators of library
and archival collections, librarians are positioned to respond to these research
findings and enable more productive local community engagement.

Designing systems for diverse community needs
Once librarians better understand their diverse communities, this knowledge can
and should inform digital library systems design. For some communities, attention
to cultural sensitivity around digital objects is essential. For example, indigenous
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communities may have requirements regarding who can access certain types of
traditional knowledge. IMLS has supported community-based efforts to protect
and share cultural information through the development of specialized tools.
The Mukurtu Content Management System platform, based out of Washington
State University, is a key example of a system with values at the forefront of its
design. Mukurtu grew out of collaboration with Australia’s Warumungu Aboriginal
community; “mukurtu” is a Warumungu word for “dilly bag,” a safe place for storing
sacred items. The project has received two IMLS grants to support its development
and expansion. Most recently, Mukurtu Hubs and Spokes: A Sustainable National
Platform for Community Digital Archiving (LG-70-16-0054-16) has extended the
platform to wider audiences and engaged a broader community of developers and
contributors.
Mukurtu allows communities to implement granular controls over access and
description, and aims “to empower communities to manage, share, preserve, and
exchange their digital heritage in culturally relevant and ethically minded ways.”24
For example, Mukurtu allows communities to encode local cultural protocols,
which may restrict access to a particular time, place, or role in the community.
While it may appear that these controls contradict the core value of access,
where “all information resources” should be made “readily, equally, and equitably
accessible to all library users,”25 this approach meets the particular needs of diverse
communities by respecting cultural norms. The project thus promotes the values
of confidentiality, diversity, and social responsibility by ensuring information is
accessed and preserved in culturally sensitive manners.

Information Access through E-books
Beginning in 2013, IMLS has funded a series of related projects to further the
development and implementation of tools and services for libraries to provide
access to e-books. While the projects all explicitly focus on access, itself a central
value of librarianship, they also support a range of other interconnected library
values. We now explore these projects as a final example of how library values can
be reflected in the development of digital library infrastructures.
To provide a robust and diverse collection of e-content, many libraries
are required to work across a variety of different e-book provider platforms.
In some cases, this results in five or six different platforms being presented to
users. Notably, because content from different providers is directly coupled with
particular applications and platforms, it is sometimes difficult to provide diverse
collections of e-books that reflect the full range of library patrons’ interests and
experiences. Beyond this, each e-book vendor platform complies—to varying
degrees—with features that support access to books for the blind and visually
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impaired, presenting a challenge for libraries to ensure equitable access. Many
provider applications collect data on library users. While vendors behind these
applications may be supportive of library commitments to user data privacy, it
becomes challenging for libraries to ensure that privacy rights are being respected
across all of the different platforms. One way for libraries to address user privacy
is to move increasingly into situations where librarians have more control over
which data are collected from their users and how that data collection takes place.
Through Library Simplified (LG-05-13-0356-13) New York Public Library, in
partnership with a broad coalition of public libraries, worked to develop a free
and open source mobile application to make it significantly easier for library
users to access e-book content.26 The resulting software has now been launched
as “SimplyE” and a range of institutions are rolling out the platform.27 The central
idea behind the project was to create an easy-to-use front-end application that
merges together e-content purchased from a variety of vendor sources as well as
free and public domain content.
Three more recent projects have significantly expanded upon efforts to
simplify and streamline the landscape of e-book tools and services, while also
exemplifying library principles. The Library E-content Access Project (LG-0015-0263-15), led by New York Public Library, in partnership with public libraries
and library consortia across the country, has resulted in further enhancements
to the SimplyE application. The project addresses the development and curation
of a high-quality set of free public domain works available through the platform,
and assists with the launch of a related offering to low-income youth called Open
eBooks. Through Open eBooks, a coalition of literacy, library, publishing, and
technology partners secure low-income youth free access to current popular
press titles. Here we see how the development of SimplyE software has enabled
development of direct relationships with publishers and vendors to offer more
equitable access to content. The most recent grant, SimplyE for Consortia (LG70-16-0010-16), was awarded to a partnership of three regional library consortia
and is focused on further developing and refining the SimplyE platform to better
support resource sharing.
Together, these projects also directly connect to principles of professionalism.
By working to ensure librarians and library staff are deeply engaged in the design
and development of core library systems such as e-book platforms, the projects
reflect the current and future role of librarians as information professionals. As
libraries provide e-book circulation increasingly, it also becomes increasingly
important that systems are designed to support, instead of subvert, the expertise
and professional judgments of collections librarians. The roles that librarians play
in featuring books and surfacing works for specific readers can, and should, be
designed into the features of these platforms and services.
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Ongoing Work
As with all technical infrastructures, principles are inherently built into digital
library tools.28 Library professionals now face the question of how to analyze
the extent to which tools and services live up to library and archival principles,
as opposed to competing principles. In this essay, we described how IMLS has
refocused its work on library digital initiatives through the national digital platform
(NDP) framework. Two concepts serve as the basis of the NDP: 1) all libraries
can collaborate on shared tools, services, and digital approaches to meeting user
needs; and 2) collaborations and shared infrastructures will only be useful to the
extent they enact library and archival principles.
The strong work of librarians and archivists in the projects described here is a
credit to how the field is taking an active role in shaping the United States’ digital
future. We highlighted projects that illustrate how libraries are becoming increasingly
essential civic and cultural institutions for our digital and networked age. These
examples reflect four thematic areas; similar stories can be told about projects in
other thematic areas, illustrating other principles. For example, many NDP projects
focus on preservation. The Digital Public Library of America, Stanford University,
and DuraSpace project, Fostering a New National Library Network through a
Community Based, Connected Repository System (LG-70-15-0006-15), and the
Northwestern University Libraries project, Beyond the Repository: Integrating
Local Preservation Systems with National Distribution Services (LG-72-16-013516), represent a range of projects focused on digital preservation infrastructure.
The projects highlighted throughout this essay demonstrate that library
principles can be entangled with the design and implementation of technology
at every level of digital library infrastructure. The projects described here seek
to unite efforts across institutions while also addressing library principles.
Importantly, these projects explicitly address library values while also implicitly
building library principles into how the work is accomplished.
We envision a future in which the IMLS NDP supports librarians who
ensure not only that the tools and services employed by libraries reflect library
approaches, but also expand the reach of library principles through the strong
social and civic roles libraries play within their communities. We hope this essay
serves as a continuation of our dialogue with librarians and other stakeholders
around the country. We continue to refine how we can establish tools, services,
and training to best support library services in all communities.
The views and opinions expressed within this article are solely those of the
authors and do not necessarily represent the official policies or positions of the
Institute of Museum and Library Services.

85

86

CHAPTER 5

Notes
1.
2.
3.
4.

5.
6.
7.
8.
9.

10.
11.
12.
13.
14.
15.

16.

17.
18.
19.
20.
21.
22.

Institute of Museum and Library Services, “National Digital Platform,” Institute of Museum and
Library Services, 2017, https://www.imls.gov/issues/national-issues/national-digital-platform.
American Library Association, “Core Values of Librarianship,” July 26, 2006.
Society of American Archivists Council, “Core Values of Archivists,” May 2011.
Langdon Winner, “Do Artifacts Have Politics?” in The Social Shaping of Technology, ed. Donald
MacKenzie and Judy Wajcman, 2nd ed. (Maidenhead: Open University Press, 1999); Philip
E. Agre, “Toward a Critical Technical Practice: Lessons Learned in Trying to Reform AI,” in
Social Science, Technical Systems, and Cooperative Work: Beyond the Great Divide, ed. Geoffrey
C. Bowker et al., Computers, Cognition, and Work (Mahwah: Lawrence Erlbaum Associates,
Inc., Publishers, 1997), 131–58; Lucy A. Suchman et al., “Reconstructing Technologies
as Social Practice,” American Behavioral Scientist 43, no. 3 (November 1, 1999): 392–408,
doi:10.1177/00027649921955335.
Cory Knobel and Geoffrey C. Bowker, “Values in Design,” Communications of the ACM 54, no.
7 (July 1, 2011): 26, doi:10.1145/1965724.1965735.
Ibid., 27.
“Values Levers: Building Ethics into Design,” Science, Technology & Human Values 38, no. 3
(May 1, 2013): 375, doi:10.1177/0162243912436985.
Bess Sadler and Chris Bourg, “Feminism and the Future of Library Discovery,” The Code4Lib
Journal, no. 28 (April 15, 2015).
Safiya Umoja Noble, “Google Search: Hyper-Visibility as a Means of Rendering Black Women
and Girls Invisible,” InVisible Culture: An Electronic Journal for Visual Culture, no. 19 (October
29, 2013); Safiya Umoja Noble, “Power, Privilege and the Imperative to Act,” invited Keynote,
Digital Library Federation International Conference, Vancouver, BC, October 2015.
Alexander R. Galloway, Protocol: How Control Exists after Decentralization, Leonardo Book
Series (Cambridge: MIT Press, 2004).
Jonathan Sterne, MP3: The Meaning of a Format, Sign, Storage, Transmission (Durham: Duke
University Press, 2012).
Daniel Chudnov, “Why We Write Software at GW Libraries | GW Libraries,” The George
Washington University Libraries, February 20, 2014, http://library.gwu.edu.
“20 U.S.C.,” Chapter 72—Museum and Library Services Title 20 - Education § (2011).
“IMLS Focus 2014: The National Digital Platform” (New York Public Library, April 2014).
“IMLS Focus: The National Digital Platform for Libraries, Archives and Museums” (OCLC,
2015); “IMLS Focus 2015: The National Digital Platform” (District of Columbia Public Library,
April 28, 2015).
Larra Clark and Karen Archer Perry, “After Access: Libraries & Digital Empowerment: Building
Digitally Inclusive Communities,” A Report from the American Library Association Digital
Inclusion Summit, December 2015.
Angela Siefer, “Introduction: Digital Inclusion Policies and Programs of Local Governments,”
Journal of Digital and Media Literacy 5, no. 1 (Winter 2017).
American Library Association, “Policy Manual,” B2 (Old Number 53) Intellectual Freedom §
(2010); American Library Association, “Core Values of Librarianship.”
“Data Privacy Project,” 2017, http://www.dataprivacyproject.org/.
“IMLS Focus Summary Report.”
American Library Association, “Core Values of Librarianship.”
Franky Abbott and Amy Rudersdorf, “Tracking DPLA’s Growth in 2014,” Digital Public Library
of America (January 14, 2015).

	Digital Infrastructures that Embody Library Principles

23.
24.
25.
26.
27.
28.

“Diversifying The Digital,” Diversifying The Digital, accessed January 22, 2017, http://
diversifyingthedigital.org/.
“About—Mukurtu CMS,” accessed January 22, 2017, http://mukurtu.org/about/.
American Library Association, “Core Values of Librarianship.”
Robert C. Maier, “Library Simplified: Reaching the Three-Click Goal,” American Libraries
Magazine (January 26, 2015).
Dorothea Salo, “NYPL Launches SimplyE App, Integrating Access to Multiple Ebook Vendors,”
Library Journal (July 14, 2016).
Langdon Winner, “Do Artifacts Have Politics?” in The Social Shaping of Technology, ed.
Donald MacKenzie and Judy Wajcman, 2 ed. (Maidenhead: Open University Press), 199;
Philip E. Agre, “Toward a Critical Technical Practice: Lessons Learned in Trying to Reform
AI,” in Social Science, Technical Systems, and Cooperative Work: Beyond the Great Divide,
ed. Geoffrey C. Bowker, Susan Leigh Star, William Turner, and Les Gasser, Computers,
Cognition, and Work (Mahwah: Lawrence Erlbaum Associates, Inc., Publishers, 1997), 131–58.;
Lucy A. Suchman, Jeanette Blomberg, Julian E. Orr, and Randall Trigg, “Reconstructing
Technologies as Social Practice,” American Behavioral Scientist 43, no. 3 (November 1,
1999): 392–408, doi:10.1177/00027649921955335; Katie Shilton, “Values Levers: Building
Ethics into Design,” Science, Technology & Human Values 38, no. 3 (May 1, 2013): 374–97,
doi:10.1177/0162243912436985; Cory Knobel and Geoffrey C. Bowker, “Values in Design,”
Communications of the ACM 54, no. 7 (July 1, 2011): 26, doi:10.1145/1965724.1965735; Bess
Sadler and Chris Bourg, “Feminism and the Future of Library Discovery,” The Code4Lib Journal,
no. 28 (April 15, 2015), http://journal.code4lib.org/articles/10425; Safiya Umoja Noble, “Google
Search: Hyper-Visibility as a Means of Rendering Black Women and Girls Invisible,” InVisible
Culture: An Electronic Journal for Visual Culture, no. 19 (October 29, 2013), http://ivc.lib.
rochester.edu/google-search-hyper-visibility-as-a-means-of-rendering-black-women-and-girlsinvisible/.

Bibliography
20 U.S.C., Chapter 72—Museum and Library Services Title 20 - Education § (2011).
Abbott, Franky, and Amy Rudersdorf. “Tracking DPLA’s Growth in 2014.” Digital Public Library of
America (January 14, 2015).
“About—Mukurtu CMS.” Accessed January 22, 2017. http://mukurtu.org/about/.
Agre, Philip E. “Toward a Critical Technical Practice: Lessons Learned in Trying to Reform AI.” In
Social Science, Technical Systems, and Cooperative Work: Beyond the Great Divide, edited by
Geoffrey C. Bowker, Susan Leigh Star, William Turner, and Les Gasser, 131–58. Computers,
Cognition, and Work. Mahwah: Lawrence Erlbaum Associates, Inc., Publishers, 1997.
American Library Association. “Core Values of Librarianship.” July 26, 2006.
———. Policy Manual, B2 (Old Number 53) Intellectual Freedom §. 2010.
Chudnov, Daniel. “Why We Write Software at GW Libraries | GW Libraries.” The George Washington
University Libraries. February 20, 2014. http://library.gwu.edu.
Clark, Larra, and Karen Archer Perry. “After Access: Libraries & Digital Empowerment: Building
Digitally Inclusive Communities.” A Report from the American Library Association Digital
Inclusion Summit, December 2015.
“Data Privacy Project.” 2017. http://www.dataprivacyproject.org/.
“Diversifying The Digital.” Diversifying The Digital. Accessed January 22, 2017. http://
diversifyingthedigital.org/.

87

88

CHAPTER 5

Galloway, Alexander R. Protocol: How Control Exists after Decentralization. Cambridge: MIT Press,
2004. https://mitpress.mit.edu/books/protocol.
“IMLS Focus 2014: The National Digital Platform.” New York Public Library, April 2014.
“IMLS Focus 2015: The National Digital Platform.” District of Columbia Public Library, April 28,
2015.
“IMLS Focus: The National Digital Platform for Libraries, Archives and Museums.” OCLC, 2015.
Institute of Museum and Library Services. “National Digital Platform.” Institute of Museum and
Library Services. 2017. https://www.imls.gov/issues/national-issues/national-digital-platform.
Knobel, Cory, and Geoffrey C. Bowker. “Values in Design.” Communications of the ACM 54, no. 7
(July 1, 2011): 26. doi:10.1145/1965724.1965735.
Maier, Robert C. “Library Simplified: Reaching the Three-Click Goal.” American Libraries Magazine
(January 26, 2015).
Noble, Safiya Umoja. “Google Search: Hyper-Visibility as a Means of Rendering Black Women and
Girls Invisible.” InVisible Culture: An Electronic Journal for Visual Culture, no. 19 (October 29,
2013). http://ivc.lib.rochester.edu/google-search-hyper-visibility-as-a-means-of-renderingblack-women-and-girls-invisible/.
———. “Power, Privilege and the Imperative to Act.” Invited Keynote presented at the Digital Library
Federation International Conference, Vancouver, BC, October 2015. http://www.diglib.org/
forums/2015forum/keynotes/.
Sadler, Bess, and Chris Bourg. “Feminism and the Future of Library Discovery.” The Code4Lib
Journal, no. 28 (April 15, 2015). http://journal.code4lib.org/articles/10425.
Salo, Dorothea. “NYPL Launches SimplyE App, Integrating Access to Multiple Ebook Vendors.”
Library Journal (July 14, 2016).
Shilton, Katie. “Values Levers: Building Ethics into Design.” Science, Technology & Human Values 38,
no. 3 (May 1, 2013): 374–97. doi:10.1177/0162243912436985.
Siefer, Angela. “Introduction: Digital Inclusion Policies and Programs of Local Governments.” Journal
of Digital and Media Literacy 5, no. 1 (Winter 2017).
Society of American Archivists Council. “Core Values of Archivists.” May 2011. http://archivists.org/
statements/saa-core-values-statement-and-code-of-ethics.
Sterne, Jonathan. MP3: The Meaning of a Format. Sign, Storage, Transmission. Durham: Duke
University Press, 2012.
Suchman, Lucy A., Jeanette Blomberg, Julian E. Orr, and Randall Trigg. “Reconstructing
Technologies as Social Practice.” American Behavioral Scientist 43, no. 3 (November 1, 1999):
392–408. doi:10.1177/00027649921955335.
Winner, Langdon. “Do Artifacts Have Politics?” In The Social Shaping of Technology, edited by
Donald MacKenzie and Judy Wajcman, 2nd ed. Maidenhead: Open University Press, 1999.

CHA PTER 6

Bringing Open Access into
Interlibrary Loan with the
Open Access Button
Chealsye Bowley*

Scholarly Communication Librarian
Florida Gulf Coast University

Introduction
Academic journal paywalls lock out researchers, students, and the public from
accessing the research they need. Although libraries may uphold the value of access
with all resources provided by the library being equally accessible to all users,1 access
is not equitable across institutions. Harvard University is unable to afford journal
subscriptions,2 and less wealthy educational institutions both within the United
States and throughout the world struggle with the costs of journal subscriptions.3
For many scholars and students, interlibrary loan provides a solution to paywalls
for journals their institution is unable to subscribe to. However, interlibrary loan
is not free or available at all institutions, and interlibrary loan cannot solve the
access problem for most independent researchers and the public. Interlibrary loan
is common in North America but may come with a charge per loan to faculty
and students in other regions,4 or resource sharing among institutions in other
countries may not be as strong, particularly due to funding.5
*This work is licensed under a Creative Commons Attribution 4.0 License, CC BY
(https://creativecommons.org/licenses/by/4.0/).
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The need for access to academic research is so great that independent, unlawful
initiatives have sprung up to circumvent paywalls. In an April 2016 feature on
Sci-Hub, John Bohannon declared that everyone is downloading pirated papers.6
#icanhazpdf and Sci-Hub have become notorious examples of independent
initiatives to connect researchers, students, and the public to research. #icanhazpdf
began in January 2011 after Andrea Kuszewski suggested the hashtag in a tweet.7
Usage of the hashtag facilitates a peer-to-peer sharing of academic research.
#icanhazpdf has been characterized as a type of “guerilla Open Access,”8 following
internet activist Aaron Swartz’s manifesto of the same name that stated that
information is power and should be shared with the world.9 Twitter users needing
access to academic research simply tweet out the article title, a link to the article,
and the hashtag #icanhazpdf. Another user with access to the journal will email a
copy of the requested research to the requester, and it is common practice to delete
the original tweet. Gardner and Gardner’s 2014 study revealed that the majority of
#icanhazpdf requests come from users based in the United States and the United
Kingdom, with 90 percent of requests being for individual journal articles.10 The
hashtag has since also appeared on Facebook, with active #icanhazpdf Facebook
groups dedicated to helping members get access to research. Concern has been
expressed that #icanhazpdf can hurt academic libraries and each #icanhazpdf
request is a lost interlibrary loan request.11,12 However, as Gardner and Gardner
note, #icanhazpdf is not an isolated phenomenon, and libraries should become
knowledgeable in helping users locate free resources,13 especially when users can
experience the same access barriers with interlibrary loan services that charge fees
per interlibrary loan request.14 The concerns librarians and publishers have shared
about #icanhazpdf are astronomically intensified when it comes to Sci-Hub, an
online search engine that bypasses publisher paywalls and has more than sixtyfour million academic papers available for download.15 Sci-Hub launched on
September 5, 2011 with the mission “to remove all barriers in the way of science.”16
The founder of Sci-Hub, Alexandra Elbakyan, has not shared exactly how Sci-Hub
obtains these papers, but it does involve using university online credentials of
people at institutions with access to the requested journal content.17 Elsevier sued
Sci-Hub, and in October 2015, a New York judge ruled in favor of Elsevier that
Sci-Hub was infringing on the publisher’s legal rights as the copyright holder.18
The website domain was seized the following month, but Sci-Hub simply started
up under another domain and in early 2016 was receiving more than two hundred
thousand download requests per day.19 With over fifty-eight million copies of
academic papers and two hundred thousand download requests per day, Sci-Hub
dramatically illustrates how much need there is for access to academic research.
Open Access advocates have praised Sci-Hub for its ability to raise awareness about
the serials crisis but criticized that Sci-Hub does not create a solution.20 Among the

Bringing Open Access into Interlibrary Loan with the Open Access Button

sharpest criticisms of Sci-Hub is that it is a shortcut that does not concern itself
with true open access and does not contribute to a cultural change,21 and that its
unlawful means of access gives open access a bad name.22 As Ernesto Priego notes,
“access is not just about removing the price to the user, but about allowing the user
to do work, dissemination, augmentation, analysis with the content—legally.”23
#icanhazpdf and Sci-Hub, although likely unlawful and not associated
with libraries, are examples of technology that practice the American Library
Association’s core values of access, democracy, and lifelong learning.24 A full
exploration of this statement is best for another chapter or article, but, briefly,
both #icanhazpdf and Sci-Hub attempt to provide equal and equitable access to
all that can aid an informed citizenry and create lifelong learning opportunities
when traditional means of access are not available to researchers, students,
patients, or simply curious people not enrolled at a subscribing institution. Both
#icanhazpdf and Sci-Hub have been criticized for their unlawful methods, but also
lauded as necessary civil disobedience.25,26 There is a fierce debate between these
two viewpoints. Whether one believes either solution is a net positive or negative,
#icanhazpdf and Sci-Hub are temporary, band-aid solutions to accessing research
behind paywalls. Although #icanhazpdf and Sci-Hub are disruptive initiatives,
both ultimately rely on the academic publishing system to remain the same with
universities subscribing to journal subscriptions in order to provide access to
#icanhazpdf and Sci-Hub users.
In contrast, the Open Access Button, a grassroots advocacy and technology
project founded by undergraduate students, focuses on providing legal and
permanent access to research independent of library journal subscriptions. The
Open Access Button has the potential to be a disruptive technology, like Sci-Hub,
but instead following legal methods to create long-term change. This disruption
can be taken further by integrating the Open Access Button with interlibrary loan
to achieve a more comprehensive method of getting legal, permanent access for
all.

Button Background
The Open Access Button is a suite of open-source services to legally find, request,
and share articles and data. However, it was originally developed as a piece of
advocacy technology and slowly grew into an emerging technology that personifies
the value of access. The Open Access Button beta was launched in November 2013
as a browser bookmarklet that recorded paywalls reported by users and collected
their stories of why they needed access. The Open Access Button co-founders,
undergraduate students Joseph McArthur and David Carroll, began the project
to answer the question: If someone hits a paywall in the forest, does it make a
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sound?27 The plugin initially was intended to show the impact of paywalls and give
blocked researchers a voice.28 The beta attracted more than five thousand users
and tracked ten thousand paywalls.29 Stories collected included poignant medical
reasons for needing access, from “I need this [research article] to decide what drug
to give my patient” and “I am a patient and need to do my own research, so I can
get my life back” to simple curiosity for wanting to learn more when a user was
“listening to a podcast discussing this paper.” During the beta, the Open Access
Button grew to a team of fifteen student volunteers who viewed open access as
a social justice issue and whose ultimate goal was to create a world where the
Open Access Button no longer needed to exist.30 When the Open Access Button
re-launched in October 2014, the focus of the project shifted to getting users
access to the research they needed.31 The project later extended to data with the
release of the Open Data Button in March 201632 and followed up with a combined
Open Access Button that enabled users to find and request both articles and data
in October 2016.33 The Open Access Button apps and website now connect users
to research behind paywalls with the “find system” that searches repositories for
already-open research and an “email the author request system” that directly
emails the corresponding author to encourage deposit in a repository for both
articles and data. With each request, the Open Access Button collects user stories
about why they need access in order to further support open access advocacy and
make a direct appeal to authors to archive their research.

The find and request systems
The Open Access Button is available as a Chrome plugin, bookmarklet for Firefox,
Edge, and Safari browsers, and through a simple search on the website. Behind the
button are the find and request systems that connect users to open research. When
the Open Access Button plugin or bookmarklet is pressed on a paywalled article,
or when a user inputs an article’s URL, DOI, PMID, citation, or title into the
browser search, the app begins to search for an accessible copy of the article. The
find system is integrated with BASE,34 an index of millions of open access academic
documents, and CORE,35 an aggregator of open access research outputs published
by journals and archived in repositories. If a copy of the article is available, the
Open Access Button is able to provide it immediately to the user. If not, a request
for the article or data is started. For the request, the Open Access Button typically
grabs from the submitted article page the corresponding author, title, DOI (if
one is available), and then prompts the user to share their story by asking the
question, “How would getting access to this research help you? This message will
be sent to the author.”36 If other users search for the same article or dataset, they
are added as “supporters” of the request. After a request is made, the Open Access
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Button contacts the author on the behalf of the requester(s). Authors receive an
email request to share their research that includes the name (if provided by the
user), profession, and story of the requestor; information that archiving their work
open access could increase the work’s citations and where to deposit the requested
research, and the promise that once the work is available the author will be given
a digital badge and public recognition.37 The initial email to the corresponding
author invites the author to inform the Open Access Button how long it will take
the author to archive the work by selecting various links that include a few days,
a week, a month, or to refuse the request.38 Papers and datasets obtained through
the request system are deposited into the corresponding author’s institutional
repository or through Open Science Framework, Dissem.in, or Zenodo.39

Button on Campus
The Open Access Button has started collaborative partnerships with libraries
in order to bring the app into universities. The goal is to increase the use and
archiving of open access materials, provide a more efficient service to both
libraries and their users, and to democratize access to research. This initiative is
intended to supplement the important work of librarians in providing research
access to their users. Initial concepts of an Open Access Button in universities
could have been simple additions of the plugin to library computer browsers or
promotion on LibGuides, but instead the project is integrating the Open Access
Button with interlibrary loan in order to connect more users to freely available
research, improve the usability and cost-effectiveness of interlibrary loan services,
and lower interlibrary loan costs. The “Button on Campus” is being developed
in conversation with participating libraries and piloted in the United Kingdom
during spring 2017. The first full integration pilot is working with Ex Libris
Primo and Alma. An integrated, collaborative approach to developing an Open
Access Button for university library use allows it to be both a technology that can
confidently apply library values and an open source project “owned” by the library
community.

Integrating with interlibrary loan
A university Open Access Button that is integrated with interlibrary loan could
come in multiple forms. A full integration with the app could be used either on
a campus computer or a user’s personal computer. A user simply has to press the
app when on a paywalled article or submit the URL or DOI of the article they need
access to through the Button on Campus. The The Open Access Button will then
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efficiently search for an open access version of the article that the user needs with
the find system and check that the article isn’t already available in the university’s
catalog. The functionality of a “Button on Campus” app would mirror the public
Open Access Button app, but through the integrations with the library’s discovery
and ILL systems the Button would provide additional features to discover missed
material provided through library subscriptions and start an ILL request from
the app. If a user mistakenly could not find the article, but it is indeed available
through the university library, the button would catch this mistake and send the
user to the material. If a copy of the article is available either in an open access
repository or through the library, the button would provide it immediately to the
user. If a copy is not available, then the search is turned into an interlibrary loan
request and an Open Access Button request. The Open Access Button is able to
provide the interlibrary loan system with all the metadata required, such as title,
journal, and DOI, as well as checks in the library catalog and repositories being
completed, potentially saving on interlibrary loan staff time and adding a new
instant step to interlibrary loan workflow. The request can then proceed through
interlibrary loan as it normally would. The great benefit of a fully integrated
campus Open Access Button with interlibrary loan is that the interlibrary loan
request will also become an Open Access Button request that will be sent to the
corresponding author encouraging them to archive their work, which will make
the article immediately available to the next student who needs that paper at the
university or any other Open Access Button user in the world. It is possible that a
user may receive an article copy from interlibrary loan and a fulfilled request for a
newly archived article. Receiving the archived version even if the interlibrary loan
request is fulfilled is positive since it provides the user with a copy of the article
with more use rights that they can freely use and share.
A full integration of the Open Access Button and interlibrary loan services
would utilize both the find and request systems, acting as a top layer or a wrapper
around a university’s existing interlibrary loan system and being the primary
request interface a user experiences when seeking out research their university
does not subscribe to. The previously described scenario represents a full
integration of the Open Access Button with interlibrary loan. Alternatively, possible
implementations of a Button on Campus include implementing the first half of the
full integration that would utilize the find system and traditional interlibrary loan,
but not create requests through the Open Access Button; a university’s interlibrary
loan system communicating with the Open Access Button’s API either to find
openly accessible papers or send bulk requests; or an interlibrary loan staff member
could simply add searching the Open Access Button for an openly available copy
of the research into their workflow. In addition to providing efficient discovery of
open access articles, the Open Access Button request system would also provide
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the opportunity to libraries to request datasets, an enhancement to the interlibrary
loan that embraces the culture of data sharing. Participating libraries would also
be provided with admin accounts that can access additional information regarding
requests and take actions on requests such as to moderate or delete, and gain data
about university users and their usage; they would also be provided with training
to administer parts of the integrated system.
An open access initiative integrating with interlibrary loan is a natural fit.
As Posner notes, interlibrary loan librarians and specialists “share a philosophy
of information access with the open access movement” that is against embargoes
and digital rights management (DRM) restrictions, and for privacy and copyright
reform.40 Interlibrary loan is a central part in fulfilling the information sharing
mission of libraries, but interlibrary loans can be expensive, require significant
staff time, fees for processing and copyright, shipping and delivery, and additional
systems.41 Additionally, without good support, interlibrary loan can be slow or be
viewed as inconvenient to users.42 The integration provides a mutually beneficial
relationship to both the open access movement and interlibrary loan services. It
is common for users to submit interlibrary loan requests for materials that are
open access if they do not know how to discover the freely accessible resources,
aren’t aware that there are open access repositories, or simply prefer the ease of
a familiar interlibrary loan system. Interlibrary loan can aid discovery of open
access materials, and by connecting users to open access materials that are free,
libraries can potentially save significant borrowing fees incurred by an average
interlibrary loan.43 During a two-year period, the Resource Sharing & Delivery
Services Department of Indiana University-Purdue University filled 1,557 requests
with open access materials, saving a potential cost of $27,247.50 for borrowing
the requested items through interlibrary loan based on an estimate of $17.50
per borrow transaction.44 The mutual benefits of increasing use of open access
materials and saving interlibrary loan costs would be further extended through
the Open Access Button request system, which would increase immediate access
and further lower costs if requests were fulfilled.

Discussion
At the core of library values are equal and equitable access and an informed
citizenry.45 Libraries typically fulfill these values to the best of their ability but are
often limited in the information resources they can provide due to associated costs.
In the case of academic libraries, alumni who have graduated or the surrounding
university community are not library users and are unable to access materials, with
the exception of on-campus access to physical collections or academic literature
through campus Wi-Fi. Utilizing open access materials and open-source tools can
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allow academic libraries to fully support access for their library users but also the
value of lifelong learning in their alumni and local community users. Open Access
in and of itself does not provide total fulfillment of the values of access, democracy,
and lifelong learning, but can be a vital element in achieving access for all—both
within and outside libraries—that contributes to an informed citizenry. We are
doing a disservice to our users if we leave open access materials, whether research
that published and archived open access, out of discovery. There isn’t one solution
to provide equal and equitable access for all as hurdles of technology and internet
access would remain, even if all research was published openly. But librarians can
make strides in achieving access for all and a more sustainable sharing system
by being involved in the development of solutions and and partnering with nonlibrarians who share library values.
A sustainable scholarly communication system that successfully facilitates
sharing will likely need to include traditional interlibrary loan and improved
services.46 The integration of the Open Access Button with a university’s
interlibrary loan system provides that enhanced service while maintaining
traditional interlibrary loan. There have been concerns about the impact of open
access on interlibrary loan, similarly echoing concerns that #icanhazpdf can hurt
academic libraries and each #icanhazpdf request is a lost interlibrary loan request.
For some libraries, open access materials discovered by users may represent a
lost interlibrary loan and data point needed for collection management statistics.
However, utilizing the Button on Campus provides the valuable data points that
provide evidence of fulfilling users’ needs and could drive collection management.
Studies have shown a reduction in requests for research published in the past
twelve to twenty-four months, but so far are inconclusive in determining if the
slowing growth of interlibrary loan article requests are due to open access journals
and repositories, unlawful sharing through #icanhazpdf, Sci-Hub, or other peerto-peer sharing or a combination of the two.47 It is possible the reduction in
interlibrary loans may be unrelated to open access or unlawful sharing, but for
libraries that are concerned about the data loss in interlibrary loan reductions,
the Open Access Button provides a solution to maintaining their traditional
interlibrary loan and offering an enhanced service that can discover open access
materials while still providing libraries with request data. Although the data would
change, the data gathered through user or staff use of the Button on Campus could
still provide evidence of fulfilling user needs and potentially be utilized to drive
collection management.
Posner further recommends that librarians should not rely on costly
providers that are not concerned with library values.48 The library community, and
particularly the scholarly communication community, has been vocal against the
changing positions of vendors and for-profit scholarly communication startups
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that are not, or do not remain, concerned with library values. Recent examples
include criticism over the costly academic publisher Elsevier, which Megan
Wacha, Scholarly Communications Librarian, highlighted “identifies as a ‘global
information analytics’ company, not a publisher. You [researchers, librarians, users]
are the product.”49 On February 27, 2017, Louisiana State University filed a lawsuit
against Elsevier for breach of contract for refusing to allow faculty and students
from LSU’s School of Veterinary Medicine to access Elsevier content licensed by
the libraries.50 After refusing to restore access, Elsevier proposed on April 22, 2017
that LSU “add a minimum of $170,000 of additional 2017 subscriptions to their
existing contract” and “increase the price of Freedom Collection by $30,000 for
the 2017 subscription period.”51 University libraries are reliant on the resources
from costly provides like Elsevier, and this recent example highlights the disparate
values from libraries in terms of access. Criticism has also extended to for-profit
scholarly communication companies and startups, such as Academia.edu, which
in April 2017 announced an “Academic Premium subscription” that will provide
advanced analytics to researchers on their user profile and their papers posted
to Academia.edu.52 Although the backlash seen from the academic community
is warranted, Academia.edu is doing what is ultimately expected of a for-profit
company—commercial enterprise over the public good of sharing knowledge.53
As Nicky Agate, Head of Digital Initiatives, Modern Language Association, shared
on Twitter during the criticisms, “Enough Elsevier/Academia.edu. Support your
nonprofit institutional/disciplinary initiatives! Bells and whistles come at a high
price.”54 It is important to recognize that this isn’t a simple difference between forprofit companies and non-profit. A company’s embodiment of library values is
not negated on the ability to make profits or sustainably fund a service, but any
common values between library and provider are negated when profit concerns
transform or remove previously shared values. The primary way to guarantee that
library values are, and remain, a concern to companies and projects that provide
services is for libraries to be involved as collaborators. The library community
should continue to be vocal about for-profit companies that do not share library
values, but it is even more important to develop our own open infrastructure that
reflects these values, or strategically partner with organizations that share these
values. Bells and whistles come at a high price, but why not invest our funding,
energy, and beliefs to create bells and whistles open infrastructure ourselves?
The Open Access Button integrating with interlibrary loan has the potential to
provide that important piece of open source infrastructure to libraries that is not at
risk in the hands of a for-profit vendor. There is a distinction between technology
developed to advance open scholarship that can also be beneficial for libraries to
better serve their users and technology designed to achieve an end result in order
to make a profit. Technologies designed for profit can still achieve great outcomes,
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but their future development direction will always hinge on profits rather than
library values. Even initiatives that seek no profit and align with library values
may not be usable by libraries, which is the case with #icanhazpdf and Sci-Hub
due to their unlawful methods that prevent collaboration. Even a non-profit with
library values, such as the Open Access Button, still carries the risk that the project
or company values may change in the future, but it is a lower risk than relying on
for-profit vendors. The nature in which the Open Access Button developed from
a piece of advocacy technology to a more comprehensive, legal route to finding
open research is an important distinction that separates it from other services.
When the overarching goal of technology is a library value, in this case equal and
equitable access, then there is an opportunity for working together to create a
sustainable scholarly communication system that is concerned with library values.
However, there is never any guarantee that a non-profit, or even at times libraries,
may not stray from library values. Collaboration is a more ideal relationship
between emerging technologies and libraries than a traditional vendor and library
relationship. After all, shouldn’t we as librarians and libraries continue our vital
role in providing access to information by being a vocal collaborator in emerging
technologies that facilitate such access?
There have been expressions of desire for a legal Sci-Hub.55 In some ways this
makes sense. People need more access to research, and Sci-Hub provides access
immediately while being more intuitive to use than a library catalog or interlibrary
loan system. However, both the open access community and libraries do not
need to replicate initiatives to create a single service “legal Sci-Hub,” but rather
join together existing efforts. Utilizing existing institutional and disciplinary
repositories, enhancing interlibrary loan systems, and advocating to authors to
archive their research can help us realize better services to users and more openly
available research. This work is best done together and not left to operating in
silos hoping for enough overlap to be successful or the hubris that either a piece
of technology or a single library alone can completely fulfill access needs. This
further emphasizes why shared values is important in emerging technologies that
libraries seek to utilize and partner with because if libraries are to collaborate with
technology, there must be shared values to ensure compatible efforts and mutual
goals. The Open Access Button is an emerging technology that is constantly
improving its find and request systems, but even if the project was able to achieve
the miraculous feat of getting all research published in the last five years archived
and discoverable by the find system, there would still be need for interlibrary loan
to cover older articles and other requested materials. Solutions to access gaps that
do not include libraries are ultimately a disservice to users who need access to
research. The success of the open access movement primarily rests in library-run
institutional and disciplinary repositories. It is through these repositories that the

Bringing Open Access into Interlibrary Loan with the Open Access Button

Open Access Button can successfully connect users to the research they need and
provide further access when authors deposit their work in the same repositories.
In turn, an enhanced interlibrary loan that is a key part of a new sustainable
model and is more cost effective can be realized through such a partnership. Both
the Open Access Button and interlibrary loan can be stronger together. When
technology and libraries have shared values, then any collaboration is ultimately
mutually beneficial and more sustainable than any library reliance on separate
vendor services that are not concerned with library values.
An Open Access Button integration with interlibrary loan is still in the pilot
stages at libraries; the exact impact of the system will be how much cost savings
participating libraries will experience, and how a “Button on Campus” may
influence successful Open Access Button archiving requests is not yet known. But
let us assume for a moment it is successful. What are the potential ramifications
of a technology that effectively gains users access to legal, open access research,
continually increases archived research through requests, and integrates with
traditional interlibrary loan? Potentially, it could be the most comprehensive legal
access system we’ve yet had to handle the serials crisis, but that’s a scenario with
big shoes to fill. A moderately successful university library Open Access Button
with perhaps a 70 percent rate of correctly locating an open access copy of articles
published in the past three years and an ongoing modest fulfilled request rate of
25 percent would then be poised to be used by libraries without interlibrary loan
to reliably provide their communities with access. Now any student, researcher,
medical professional, or curious person in the public can use the Open Access
Button as an individual, but the most successful route to providing researchers
without interlibrary loan access isn’t through individual researchers but rather
bringing it to the academic and public librarians who are trusted in their
communities. The Open Access Button integrating with North American libraries
will help enhance their current services, provide more access to their users, and
save on interlibrary loan costs. A “Button on Campus” will improve access to some
degree at any institution whether the library has a full or partial integration, but
our librarian values of access can be most realized when brought to institutions
with user partial payment interlibrary loan or no interlibrary loan at all in order
to provide access readily, equally, and equitably to any library user in the world.

Conclusion
We as librarians should seek emerging technologies that inhabit our values in
order to propel a sustainable scholarly communication system that is consistent
with our professional values. However, simply utilizing technologies that share the
values of librarianship is not enough. We should not operate alone. By working
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together to collaborate on and implement emerging technologies with shared
values, we can contribute to open source infrastructure that will improve our
services and can be “owned” by the library community. The Open Access Button’s
integration with interlibrary loan presents such an opportunity that will utilize
institutional and disciplinary repositories, strengthen interlibrary loan systems,
and advocate to authors to archive their research in order to provide greater access
to all, regardless of institution or location. Together, libraries and the Open Access
Button can implement a “Button on Campus” technology that provides a key
structural part of a sustainable scholarly communication system that increases the
use of open access materials and enhances interlibrary loan. What will meet a
key requirement of a revolutionary and a sustainable system is when this level
of access is extended beyond the Global North and our colleagues, researchers,
students, and the curious public within the Global South are able to enjoy equal
and equitable access. Perhaps the Open Access Button is an emerging technology
that will be able to help achieve this goal.
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Digital Advertising in
Libraries:

Or... How Libraries are Assisting the Ecosystem
that Pays for Fake News
Eric Hellman*

President
Free Ebook Foundation
To understand the danger that digital advertising poses to user privacy in libraries,
you first have to understand how websites of all stripes make money. And to
understand that, you have to understand how advertising works on the internet
today.
The goal of advertising is simple and is quite similar to that of libraries.
Advertisers want to provide information, narratives, and motivations to potential
customers in the hope that business and revenue will result. The challenge for
advertisers has always been to figure out how to present the right information to
the right reader at the right time. Since libraries are popular sources of information,
they have long provided a useful context for many types of ads. Where better to
place an ad for a new romance novel than at the end of a similar romance novel?
Where better to advertise a new industrial vacuum pump but in the Journal of
Vacuum Science and Technology? These types of ads have long existed without
*This work is licensed under a Creative Commons Attribution 4.0 License, CC BY
(https://creativecommons.org/licenses/by/4.0/).
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problems in printed library resources. In many cases, the advertising, archived
in libraries, provides a unique view into cultural history. In theory, at least, the
advertising revenue lowers the acquisition costs for resources that include the
advertising.
On the internet, advertising has evolved into a powerful revenue engine
for free resources because of digital systems that efficiently match advertising to
readers. Google’s Adwords service is an example of such a system. Advertisers can
target text-based ads to users based on their search terms, and they only have to
pay if the user clicks on their ads. Google decides which ad to show by optimizing
revenue—the price that the advertiser has bid times the rate at which the ad is
clicked on. In 2016, Search Engine Watch reported that some search terms were
selling for almost a thousand dollars per click.1
Other types of advertising, such as display ads, video ads, and content ads,
are placed by online advertising networks. In 2016, advertisers were projected to
spend almost $75 billion on display ads;2 Google’s Doubleclick network alone is
found on more than a million websites.3
Matching a user to a display ad is more difficult than search-driven ads.
Without a search term to indicate what the user wants, the ad networks need
demographic information about the user. Different ads (at different prices) can
be shown to an eighteen-year-old white male resident of Tennessee interested
in sports, a sixty-year-old black woman from Chicago interested in fashion, or
a pregnant thirty-year-old woman anywhere. To earn a premium price on ad
placements, the ad networks need to know as much as possible about the users:
age, race, sex, ethnicity, where they live, what they read, what they buy, or who
they voted for. Luckily for the ad networks, this sort of demographic information
is readily available, thanks to user tracking.
Internet users are tracked using cookies. Typically, an invisible image element,
sometimes called a “web bug,” is placed on the web page. When the page is loaded,
the user’s web browser requests the web bug from the tracking company. The first
time the tracking company sees a user, a cookie with a unique ID is set. From
then on, the tracking company can record the user’s web usage for every website
that is cooperating with the tracking company. This record of website visits can
be mined to extract demographic information about the user. A weather website
can tell the tracking company where the user is. A visit to a fashion blog can
indicate a user’s gender and age. A purchase of scent-free lotion can indicate a
user’s pregnancy.4 The more information collected about a user, the more valuable
a tracking company’s data will be to an ad network.
Many websites unknowingly place web bugs from tracking companies on
their websites, even when they don’t place adverting themselves. Companies active
in the tracking business include AddThis, ShareThis, and Disqus, who provide
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functionality to websites in exchange for website placement. Other companies,
such as Facebook, Twitter, and Google, similarly track users to benefit their own
advertising networks. Services provided by these companies are often placed on
library websites. For example, Facebook’s “like” button is a tracker that records
user visits to pages offering users the opportunity to “like” a webpage. Google’s
“Analytics” service helps many libraries understand the usage of their websites
but is often configured to collect demographic information using web bugs from
Google’s DoubleClick service.5
Cookies are not the only way that users are tracked. One problem that
advertisers have with cookies is that they are restricted to a single browser. If a user
has an iPhone, the ID cookie on the iPhone will be different from the cookie on
the user’s laptop, and the user will look like two separate users. Advanced tracking
networks are able to connect these two cookies by matching browsing patterns.
For example, if two different cookies track their users to a few low-traffic websites,
chances are that the two cookies are tracking the same user. Another problem for
advertisers occurs when a user flushes their cookies. The dead tracking ID can be
revived by using “fingerprinting” techniques that depend on the details of browser
configurations.6 Websites like Google, Facebook, and Twitter are able to connect
tracking IDs across devices based on logins.
Once a demographic profile for a user has been built up, the tracking profile
can be used for a variety of ad-targeting strategies. One very visible strategy is
“remarketing.” If you’ve ever visited a product page on an e-commerce site, only
to be followed around the internet by advertising for that product, you’ve been the
target of cookie-based remarketing.
Ad targeting is generally tolerated because it personalizes the user’s
experience of the web. Men, for the most part, prefer not to be targeted with ads
for women’s products. An ad for a local merchant in New Jersey is wasted on a user
in California. Prices in pounds sterling don’t make sense to users in Nevada. Most
advertisers and advertising networks take care not to base their ad targeting on
sensitive demographic attributes such as race, religion, or sexual orientation, or at
least they try not to be too noticeable when they do it.
The advertising network ecosystem is a huge benefit to content publishers. A
high-traffic website has no need of a sales staff—all they need to do is be accepted
by the ad networks and draw users who either have favorable demographics or
who click on a lot of ads. The advertisers often don’t care about what websites their
advertising dollars support. Advertisers also don’t really care about the identity
of the users as long as they can target ads to them. The ad networks don’t want
information that can be traced to a particular user, such as email address, name,
or home address. This type of information is often subject to legal regulations
that would prevent exchange or retention of the information they gather, and the
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terms of use and so-called privacy policies of the tracking companies are careful to
specify that they do not capture personally identifiable information. Nonetheless,
in the hands of law enforcement, an espionage agency, or a criminal enterprise, the
barrier against linking a tracking ID to the real-world identity of a user is almost
non-existent.
The amount of information exposed to advertising networks by tracking bugs
is staggering. When a user activates a web tracker, the full URL of the referring
page is typically revealed. The user’s IP address, operating system, and browser
type are sent along with a simple tracker; the JavaScript trackers that place ads
typically send more detailed information. It should be noted that any advertising
enterprise requires a significant amount of user information collection; ad
networks must guard against click-jacking, artificial users, botnet activity, and
other types of fraud.7
Breitbart.com is a good example of a content site supported by advertising
placed through advertising networks. A recent visit to the Breitbart home page
turned up nineteen advertising trackers, as characterized by Ghostery:8
• 33Across
• [x+1]
• AddThis
• adsnative
• Amazon Associates
• DoubleClick
• eXelate
• Facebook Custom Audience
• Google Adsense
• Google Publisher Tags
• LiveRamp
• Lotame
• Perfect Market
• PulsePoint
• Quantcast
• Rocket Fuel
• ScoreCard Research Beacon
• Taboola
• Tynt
While some of these will be familiar to library professionals, most of them
are probably completely unknown, or at least their role in the advertising industry
may be unknown. Amazon, Facebook, and Google are the recognizable names on
this list; each of them gathers demographic and transactional data about users of
libraries and publishers.
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AddThis, for example, is a widget provider often found on library and
publishing sites. They don’t place ads themselves but rather they help to collect
demographic data about users. When a library or publisher places the AddThis
widget on their website, they allow AddThis to collect demographic information
that benefits the entire advertising ecosystem. For example, a visitor to a medical
journal might be marked as a target for particularly lucrative pharmaceutical
advertising.
Another tracker found on Breitbart is Taboola. Taboola is responsible for the
“sponsored content” links found even on reputable websites like Slate or 538.com.
Taboola links go to content that is charitably described as clickbait and is often
disparaged as “fake news.” The reason for this is that these sites, having paid for
advertising, have to sell even more click-driven advertising. Because of its links to
the Trump Administration, Breitbart has been the subject of attempts to pressure
advertisers to stop putting advertising on the site.9 10 A Twitter account for “Sleeping
Giants” has been encouraging activists to ask businesses to block Breitbart from
placing their ads. While several companies have blocked Breitbart in response
to this pressure, most companies remain unaware of how their advertising gets
placed, or that they can block such advertising.
I’m particularly concerned about the medical journals that participate in
advertising networks. Imagine that someone is researching clinical trials for a
deadly disease. A smart insurance company could target such users with ads
that mark them for higher premiums. A pharmaceutical company could use
advertising targeting researchers at competing companies to find clues about their
research directions. Most journal users (and probably most journal publishers)
don’t realize how easily online ads can be used to gather intelligence as well as to
sell products.
It’s important to note that reputable advertising networks take user privacy
very seriously, as their businesses depend on user acquiescence. Google
offers users a variety of tools to “personalize their ad experience.”11 Many of
the advertising networks pledge to adhere to the guidance of the “Network
Advertising Initiative,”12 an industry group. However, the competition in the
web-advertising ecosystem is intense, and there is little transparency about
enforcement of the guidance. Advertising networks have been shown to spread
security vulnerabilities and other types of malware when they allow JavaScript in
advertising payloads.13
Given the current environment, it’s incumbent on libraries and the publishing
industry to understand and evaluate their participation in the advertising network
ecosystem. In the following sections, I discuss the extent of current participation
in the advertising ecosystem by libraries, publishers, and aggregators serving the
library industry.
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Publishers
Advertising is a significant income stream for many publishers providing
content to libraries. For example, the Massachusetts Medical Society, publisher
of the New England Journal of Medicine, takes in about $25 million per year
in advertising revenue. Outside of medical and pharmaceutical publishing,
advertising is much less common. However, advertising networks are pervasive
in research journals.
In 2015, I surveyed the websites of twenty of the top research journals and
found that sixteen of the top twenty journals placed ad network trackers on their
websites.14
Recently, I revisited the twenty journals to see if there had been any
improvement. Most of the journals I examined had added tracking on their
websites. The New England Journal of Medicine, which employed the most intense
reader tracking of the twenty, is now even more intense, with nineteen trackers on
a web page that had “only” fourteen trackers two years ago. A page from Elsevier’s
Cell went from nine to sixteen trackers.15 Intense tracking is not confined to
subscription-based health science journals; I have found trackers on open access
journals, economics journals, even on journals covering library science and
literary studies.
It’s not entirely clear why some of these publishers allow advertising trackers
on their websites because, in many cases, there is no advertising. Perhaps they
don’t realize the impact of tracking on reader privacy. Certainly, publishers that
rely on advertising revenue need to carefully audit their advertising networks
and the sorts of advertising that comes through them. The privacy commitments
these partners make need to be consistent with the privacy assurances made by
the publishers themselves. For publishers who value reader privacy and don’t earn
significant amounts from advertising, there’s simply no good reason for them to
continue to allow tracking by ad networks.

Vendors
The library automation industry has slowly become aware of how the systems
it provides can be misused to compromise library patron privacy. For example,
I have pointed out that cover images presented by catalog systems were leaking
search data to Amazon, which has resulted in software changes by at least one
systems vendor.16 These systems are technically complex, and systems managers
in libraries are rarely trained in web privacy assessment. Development processes
need to include privacy assessments at both component and system levels.
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Libraries
There is a mismatch between what libraries want to do to protect patron privacy
and what they are able to do. Even when large amounts of money are at stake,
there is often little leverage for a library to change the way a publisher delivers
advertising-bearing content. Nonetheless, together with cooperating IT and legal
services, libraries have many privacy-protecting options at their disposal.
1. Use aggregators for journal content rather than the publisher sites. Many
journals are available on multiple platforms, and platforms marketed
to libraries often strip advertising and advertising trackers from the
journal content. Reader privacy should be an important consideration in
selecting platforms and platform content.
2. Promote the use of privacy technologies. Privacy Badger17 is an opensource browser plugin that knows about, and blocks tracking of, users.
Similar tools include uBlock Origin18 and the aforementioned Ghostery.
3. Use proxy-servers. Re-writing proxy servers such as EZProxy19 are
typically deployed to serve content to remote users, but they can also be
configured to remove trackers, or to forcibly expire tracking cookies. This
is rarely done, as far as I am aware.
4. Strip advertising and trackers at the network level. A more aggressive
approach is to enforce privacy by blocking tracker websites at the
network level. Because this can be intrusive (it affects subscribed content
and unsubscribed content equally) it’s appropriate mostly for corporate
environments where competitive intelligence espionage is a concern.
5. Ask for disclosure and notification. During licensing negotiations, ask
the vendor or publisher to provide a list of all third parties who might
have access to patron clickstream data. Ask to be notified if the list
changes. Put these requests into requests for proposals. Sunlight is a good
disinfectant.
6. Join together with others in the library and publishing industry to set out
best practices for advertising in web resources.

Conclusion
The widespread infusion of the digital advertising ecosystem into library
environments presents a new set of challenges to the values that have been at the
core of the library profession. Advertising trackers introduce privacy breaches into
the library environment and help to sustain an information-delivery channel that
operates without the values grounding that has earned libraries and librarians a deep
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reserve of trust from users. The infusion has come about through a combination
of commercial interest in user demographics, consumer apathy about privacy, and
general lack of understanding of a complex technology environment. The entire
information industry needs to develop understanding of that environment so that
it can grow and evolve to serve users first, not the advertisers.
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Introduction1
Advances in computing in the twenty-first century has shifted the late twentieth
century model of computers that act as independent processing machines back to the
more archaic model of terminals that have processing done by a larger, centralized
network. This shift has come about because of the growth of cloud computing,
which, in this chapter, will be defined as a model of computing as infrastructure.
Whether the drive to cloud solutions was driven by the limited resources of mobile
devices or the need to collectively share and store data across multiple platforms, or
even a desire to offload software itself onto a cloud system, the result has been the
establishment of cloud computing as an infrastructure akin to electric or telecom
utility systems. As a vital infrastructure, issues related to the growth, management,
and regulation of “the cloud” will have many repercussions, some of which librarians
have a direct stake in addressing, such as privacy, market changes, dependability,
and granularity of service. This chapter will focus on one particular issue: scholarly
communication and the openness of information. This will require that we touch
on issues related to copyright law and piracy, and how these relate to librarians’
professional values of access, democracy, and the Common Good.
*This work is licensed under a Creative Commons Attribution 4.0 License, CC BY
(https://creativecommons.org/licenses/by/4.0/).
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Librarians will have to come to terms with the importance of their profession
outside of its traditional boundaries, particularly as librarians engage with
and relate to emerging technologies. Technologies will be disruptive, but the
application of technologies and how we apply our values to the new technologies
will be the moment upon which we decide how best to live our professional
lives authentically. The distributed nature of cloud computing blurs the lines
between access and copy, and thus between the movement of information and
the ownership of that information. There will be no simple answers to resolve
the disruptions caused by the growth of computing power across the world but,
unfortunately, that does not mean there are not people who are in search of them.
Sometimes those people have the ear of governments and push policies that are
wholly uncritical of the changing nature of information flow. These policies are not
simply benignly misguided but have destroyed lives. It is critical that we as library
workers take a deep and perhaps unsettling look at our assumptions—even our
values themselves—if we want to appreciate the complexity of the interconnected
nature of our position in the distribution of knowledge with questions of human
rights, freedom, and dignity. Having taken that critical approach, we then must
decide what is the most effective means of crossing beyond our own specifically
library-focused advocacy and into the larger political advocacy networks that
promote our values at the local, national, and international scale.

Defining Cloud Computing
First, we should define terms. This chapter will draw from the concept of cloud
computing recently put forward in the 2015 volume edited by Yoo and Blanchette:
Regulating the Cloud: Policy for Computing Infrastructure. Much traffic is
conceptualized as client/server, such as watching something on Netflix. But there
are other processes, such as peer-to-peer networking, where multiple users share
the burden of distributing files. This does more than promote illegal file sharing.
For example, the SETI@Home project takes donated processing power from
ordinary users to help it analyze data from its narrow-bandwidth radio telescopes.2
This is a combination of both distributed processing power as well as peer-to-peer
networking capabilities.
The “cloud-as-infrastructure” concept focuses our attention on the distributed
and collective nature of all computing’s aspects, such as remote processing (which
helps less powerful computers like smartphones perform), email storage, digital file
backups like iCloud, Microsoft One, and Google Drive, and user-generated content,
predominately known as social media, like Twitter. This means we can frame cloud
computing issues in non-technical ways, such as a strategic or economic viewpoint.
Thus, it is possible to make analogies to non-computing “clouds,” such as the
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economics of taxis compared to owning a car. Weinman uses the example of taxis
as an on-demand service that uses a pool of resources, compared to the ownership
of a car, which is only usable by the owner and not a shared resource. Chain stores
give us a physical model of distribution, and roads give us a physical manifestation
of networks (with their attendant infrastructure costs).3
The distributed nature of computer storage and processing means that many
of these functions can take place on any network on the web. Librarians may be
aware of the #icanhazpdf phenomenon, in which Twitter users add this tag to a
post with a doi and an email address. This alerts other users to get access to the
paywalled article and email it to the address. The proper protocol is for the first user
to then delete the original tweet to prevent duplication of labor and, presumably,
cover their tracks. Were there to be a crackdown on this behavior on Twitter, the
tagging and emailing could move to any other website with little interruption as
it requires only a very simple network that relies on coordinating around a very
popular hashtag that is discoverable by both links and search engines.4
This ease of illicit copying means that a central issue brought to the fore
by cloud computing for librarians is the access and distribution of scholarly
content. Librarians tend to have this conversation mostly in the context of
Open Access, which is a legal and worthy project that is a natural extension of
the reduced cost of copying and hosting scholarship. But Open Access is not the
solution to many problems currently faced by scholars. First, the process is far
too slow to accommodate the needs of researchers. Second, it does nothing to
address copyright as it currently stands, which involves international laws that,
among other things, influence carceral politics (the politics of detention and
imprisonment as punishment for a crime). This means that librarians will have to
join the fight concerning the enforcement and severity of copyright infringement
that negatively impacts scholarly communication and education, and destroys
lives through the pointless and extreme punishment meted out by governments
in the name of protecting (what I hope to show to be) debatable property interests.

Access Won’t Come Fast Enough: Copyright and Academic
Piracy
The issues surrounding access and Open Access (OA) can become very complicated
very quickly. But at a minimum, most academics can appreciate the need for OA
in terms of the ALA’s core value of the public good: it encourages contributions
to the intellectual commons under limited copyright, which allows access to new
information in a speedy and egalitarian manner. Many can also articulate how
the ease of access and duplication facilitates the creation of new knowledge. The
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problem is that there are significant economic interests at play that inhibit the
turn to OA infrastructure, which are not limited to the profits of large academic
publishers. OA does not necessarily mean there will be a disruptive or material
change in the way scholarship is created or treated.5 OA, by its nature, does not
necessarily change the way we view authorship, copyright, communities, or the
intellectual commons. It does not mean we will suddenly approach scholarship in
a more radical way, one that acknowledges the debt current scholarship owes to
its predecessors, and, as will be explored below, the historical flexibility of these
concepts when the spread of knowledge was deemed more valuable than authors’
rights.
In August of 2016, several Peruvian academics in the medical field published
an ethical quandary facing physicians in their country. Because Peru, since 2012,
has not qualified for benefits from initiatives to provide healthcare literature to
low- and middle-income countries (such as HINARI), physicians who are not
affiliated with select research institutions are not able to access current medical
literature. The authors, along with the subject of the essay, the anonymous “Dr J,”
argue that this has an immediate impact on physicians’ ability to provide quality
healthcare. These physicians then turn to academic pirate libraries, such as SciHub, to get up-to-date information for their practice. After acknowledging the
growth of OA, they conclude their letter: “Nevertheless, there is still a long way
to go before clinicians worldwide have access to the papers and information they
need to care for a growing and diverse set of patients. Meanwhile, many of the
world’s physicians, like Dr J, will continue to face this ethical dilemma to access
information every day.”6

Copyright and Academic Piracy
Copyright is a tool, not a moral stance in itself. This is well-attested in the
historical and current legal literature as a plain and widely accepted reading of the
U.S. Constitution’s Copyright Clause, which reads: “To promote the Progress of
Science and useful Arts, by securing for limited Times to Authors and Inventors
the exclusive Right to their respective Writings and Discoveries.” Library workers
have to be willing to critically examine copyright policy, rather than accepting it as
a natural or moral imperative.
The public perception of piracy has been focused on the copying of
entertainment, most notably music and movies. This has led to a narrative
epitomized by the near-universally ridiculed “Piracy, it’s a crime” anti-piracy ads
that equated unauthorized copying with stealing a car.7 But piracy goes beyond
copyright, and it’s important to get past the surface layer of piracy dialogue. In
2016, Gardner and Gardner surveyed users of peer-to-peer (P2P) exchanges,
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such as #icanhazpdf, Reddit Scholar, and Facebook, concerning demographic
information, frequency of use, and motivations for participating in these
exchanges, both in providing and obtaining scholarly information.8
To start, the nature of P2P networks needs some explanation. P2P networks
have been modeled by anthropologists as “non-monetary gift economies,”9 the
function of which we are all familiar with in everyday life, but not necessarily
cognitively aware. For instance, Carol Tenopir, working with Elsevier, estimated
that one downloaded article would be shared eleven times on average, mostly shared
through email. This sharing was often a matter of collegiality and convenience. As
one subject in Tenopir’s research stated, “If I have got it, I will just share it. It is
easier than having them go track it down, even if I have got the citation.… It saves
them the trouble.”10 The extent to which this happens, and the blasé attitude the
quoted subject projects, both belie the real threat posed to academics. As will be
shown, even the banal sharing of materials among academics has destroyed lives
via overzealous copyright protection campaigns that are clearly contrary to the
values (and interest) of the scholarly community.11
Email is the most prominent method of sharing articles, but other cloud storage
options like Dropbox or Google Drive are used in conjunction. One interesting
aspect of cloud systems is their decentralization and thus the impossibility of
finding one target to hit. While pirate platforms like Sci-Hub and The Library
Genesis (LibGen) receive all the publicity, it is really the daily sharing of materials
among academics that seems to be the most common form of infringement. This
doesn’t compare to the volume of sharing between informal means and shadow
libraries, and it may well be that the large, centralized platforms do more sharing
than the armies of academics who share pdfs with each other, however unlikely
that may seem. In fact, any numbers concerning illegally shared scholarly articles
are likely to be skewed, as Tenopir et al. found that many of their participants saw
sharing articles as a good, though many balked at sharing books, fearing of cutting
into sales revenue.12
Gardner and Gardner (2016) also show the difficulty of stopping piracy where
the participants are aware they’re breaking copyright law. Much like the day-today sharing mentioned above, which may have varying levels of awareness of
copyright, the communities that are created on social media explicitly to share
scholarly materials know exactly what they are and how they violate copyright.
The Gardners’ previous research in 2014 on #icanhazpdf requests indicated that
embargoes may have a role in generating requests for articles, along with difficulty
of finding a particular publication.13
Unlike informal emails among colleagues, these groups exist among
strangers trying to share research in hopes that they will receive the same benefit
when needed. However, like the sharing among colleagues, these groups are
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decentralized and thus are very hard to shut down. Even if any one group, forum,
chat, or hashtag were to be neutralized in some way, the need would simply move
to another platform. Those uploading content seemed particularly attuned to the
moral aspects of their participation, and even consider it protest against intellectual
property regimes. They may take inspiration from Aaron Swartz, who felt that the
publication of information that the public could not access was a moral wrong,
and for his efforts to “liberate” that information from the libraries of MIT, he was
hounded to the point of suicide by the US administration.14 The ethics of sharing
are important to the discussion of piracy and will be examined in the next section.
The large platforms, Sci-Hub and LibGen, are the ones who receive all the
major press and headlines. They too rely on cloud systems but on a much more
organized scale. In fact, Sci-Hub has built a system so efficient that it outperforms
library discovery systems that have legal access to materials—the most intense
use of Sci-Hub comes from campuses of US and European universities.15 Without
going into too much detail, Sci-Hub is a pirate library that was created by
Alexandra Elbakyan, a computer science researcher from Kazakhstan. It draws
on the database of pirated articles housed in Lib-Gen but also uses a combination
of donated, or possibly phished, credentials from people with access to major
scholarly databases, so that if a request for an article comes through Sci-Hub and
is not found in LibGen, Sci-Hub will use the credentials to access the article and
then maintain a copy of it.16 The easiest way to target a website is to seize the site’s
domain. Elsevier sued in December 2015 and was able to have the Sci-Hub domain
taken down, whereupon it immediately sprang up again at another domain. And
then another. Sci-Hub also maintains a direct server to access and a hidden Tor
website, which are notoriously hard to take down. Mirrors and other websites can
also maintain the life of a persecuted domain.17
Of course, all of these attacks simply generated more interest in Sci-Hub. One
suspects that managers at Elsevier did not consider Wikipedia a reputable resource
and thus never looked up the “Streisand Effect.” Librarians do worry about the
effects of Sci-Hub, particularly as it pertains to interlibrary loans.18 But even those
librarians trying to do the right thing by setting up open access institutional
repositories (IR) that house preprints of journal articles are facing intransigent
publishers who will not allow authors to publish their preprints. If the author has
this fear and gives the preprint over to the IR beforehand, the publisher could
even claim this as a previous publication and thus not eligible for publication in
one of their journals.19 These provocations will push academics into forms of civil
disobedience, especially where it concerns questioning the value of copyright.
One interesting development has been the release of an article by Hamid
Jamali detailing how as many as half of the articles uploaded by individual
authors on the ResearchGate website may be inappropriately uploaded. For
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those unaware, ResearchGate is a social network for academics to share their
OA articles, preprints/postprints of publications, and other authorized copies of
their research. It’s similar to an individualized institutional repository. It boasts
one hundred million articles, despite only a fraction of those articles are from
OA journals. However, it seems that many of these copies are, in fact, publisher
pdfs. This was in spite of the fact that most of the journals that published the
articles sampled allowed their authors to self-archive their work. Either through
ignorance or confusion, researchers were essentially uploading pirated copies of
journal articles to a resource that is so large that this proportion of improperly
uploaded articles could be equal to the total number of articles hosted by the pirate
library Sci-Hub.20 This has struck many commentators as ironic, considering that
while Sci-Hub was sued by Elsevier, ResearchGate recently received $52.6 million
in funding from sources like the Gates Foundation and Wellcome Trust, and has
its holdings linked to by Google Scholar.21 With so little a difference between the
holdings of Sci-Hub and ResearchGate, what importance do researchers actually
put on copyright when they seem to treat it as an irrelevance?22

Sci-Hub, Civil Disobedience, and Morality in Law
Kevin Smith offers up some “radical thoughts about Sci-Hub.”23 Radical, a term
that comes from getting to the root, is what modern copyright is forcing many
librarians to do. Smith reiterates a point made above: copyright is a tool, not a
moral right. Smith makes the distinction between two types of illegal acts: those
that are “wrong in themselves” (malum in se) and those that are “wrong because
prohibited” (malum prohibitum). Copyright infringement is the latter, as the
Copyright Clause in the US Constitution makes perfectly clear that exclusive rights
are for the promotion of arts and sciences. Copyright granting is a decision “about
the distribution of resources, and it can be changed without causing the collapse
of human society.”24 Smith continues: “Copyright law is an instrumentality, not
a good in itself. [Its] role in our legal system is to encourage creativity and the
production of knowledge. When it ceases to do that it deserves to be challenged
and changed.”25 When entire countries begin to challenge copyright, the action
becomes markedly more potent. As of late 2016, several countries announced
boycotts of Elsevier for its rising costs, business model, and intransigence in
creating deals where publicly funded papers are made open access.
CONCERT, based in Taiwan and representing more than 140 Japanese
institutions, cited Elsevier’s business model as “controversial,” as well as the high
and increasing costs of subscriptions. With the decision being made not to renew
under Elsevier’s terms, CONCERT acknowledged that the delay would impact
researchers and turn them to Google Scholar, interlibrary loans, or accessing
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resources through “an academic community network to ride out the storm.”26 One
can imagine what these “academic communities” might be in this particular case,
but the next case provides little doubt. Elsevier has granted temporary continuing
access throughout January 2017, but no deal has been reported at the time of
writing.27
Germany, Peru, and Taiwan (and through CONCERT, Japan) found
themselves in a fight with the publishing giant Elsevier at the close of 2016. The
DEAL consortium for state-funded universities and research organizations was
at loggerheads with Elsevier over costs, spokesperson Horst Hippler informed
Nature. “We just cannot accept what Elsevier has proposed so far,” he continued.
As librarians, we are aware of rising costs and cut corners, but it is odd to see this
drama play out on a national scale, much less a multinational one. It’s even more
shocking to see that neither massive consortium, DEAL or CONCERT, gave in. A
year prior to this, the Netherlands also had an issue with Elsevier’s rejection of an
open access clause that would make all Dutch publications open access. In addition
to costs, DEAL spokesperson Hippler said that Elsevier refused to put an open
access clause in their contract as well. Hippler ran with the standard argument
for OA: “Taxpayers have a right to read what they are paying for…. Publishers
must understand that the route to open-access publishing at an affordable price is
irreversible.”28
Peru has a different story with Elsevier. Unlike wealthy countries, Peru has
limited access to alternatives for Elsevier. As mentioned above, Peru received
health science articles until 2012 based on its national income. In 2017, Peru is set
to lose Elsevier due to a lack of government funding. Scientists in Peru have been
more blunt with the issue. One plant biologist is reported to have said, “I’m not
worried. Downloading papers is rather easy now with Sci-Hub.” Due to the loss of
HINARI benefits, Peruvian researchers have been familiar with Sci-Hub and deal
with the situation out of pragmatism.29
Civil disobedience by information users goes far beyond breaking, ignoring,
or rejecting the claims of copyright so that knowledge might be free. There are
far more direct effects of cloud computing on the academic (and non-academic)
world concerning copyright, especially as it concerns the ease and near non-cost of
reproduction of materials. With the rise of copyright throughout the second half
of the twentieth century, the United States has thrown aside its previous concerns
about the Berne Convention and other such copyright laws and embraced the
protection of authors’ rights (well, to be more specific, copyrights owned by large
corporate influences). This has had the added effect of the United States, which
has the highest per-capita rate of imprisonment of any country, to export carceral
culture abroad and push forward the role of imprisonment in enforcing copyright
law.
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Open Access is Not Fast Enough for “Others”: Carceral
Politics and Putative Damages
When the United States began enforcing copyright internationally, it also exported
its particular brand of “penalization” (which usually includes the use of a literal
penal system). In addition to the names of Aaron Swartz and Alexandra Elbakyan
in the story of copyright defiance, we can add Diego Gomez. This time the target
did not come in the form of a shadow librarian or liberator of knowledge, but an
ordinary academic we know solely because of the harsh measures international
copyright puts on nations to punish infringers. Gomez is a recent biology graduate
from a small university in Colombia. Like many other small universities, Gomez’s
didn’t have access to all the research he needed, so he took part in the communities
of scholars who shared information, in this case using Facebook. In 2011, he shared
a master’s thesis, which resulted in the author suing Gomez for violating his author’s
rights (derechos patrimoniales). For this crime, from which Gomez made no profit
and at no demonstrable loss to the author, he faces four-to-eight years in prison.
Now, Gomez is another promising academic who faces the same legal obstacles and
pressures that drove Swartz to suicide. The oddity, in this case, is that the suit was
not brought by publishers, but by the author of the master’s thesis himself.30
However, it was industry lobbying groups that pushed for more stringent
criminal laws in Colombia. Heather Joseph of the Scholarly Publishing and
Academic Resources Coalition told Newsweek that these lobbying groups tend
to conflate commercial media with academic content. The conflation is counterproductive, as Joseph says, “the research has no value if you can’t share it.”31 The origin
of these stringent laws came from a 2006 trade agreement between Colombia and
the United States. This trade agreement required Colombia to tighten its criminal
copyright laws, yet did not modify the exceptions to this law, which were drafted
in a pre-internet age.32 Oddly enough, this comes from the very Berne Convention
that encourages stronger copyright around the world which the United States was
loathe to join for many years.33 The laws that Diego has been charged with violating
remain in place, and his case seems to have sparked no change in the approach of
the United States in pursuing intellectual property protections internationally.
Needless to say, there is a concern about a chilling effect on academia. Given
the scope of casual sharing of information and the demonstrable needs of many
countries and researchers, copyright is clearly standing in opposition to the spread
of information. Current political attitudes continue the trend toward industryfriendly copyright laws. The Trans-Pacific Partnership (TPP), like most deals
hailed as “free trade agreements,” has very little freedom when it comes to trade
or regulation. In fact, like the 2006 free trade agreement between Colombia and
the United States that tightened criminal laws on copyright, the TPP seems to

12 3

124

CHAPTER 8

be continuing in the same vein but on a larger scale.34 Politics move quickly, and
the beginning of the Trump administration meant the US abandoned the TPP.
However, this does not end the discussion on expanded copyright powers.
In any case, the US president is likely to pursue policies put forward by the major
music and publishing industries. On December 13 and 15, respectively, these groups
took the time to write letters pushing Trump for federal support in rewriting the
Digital Millennium Copyright Act (DMCA). Particularly Section 512, which deals
with “safe harbors.” These “harbors” are not actual places but are a frame in which
the limitations on liability are framed. These are the limits on prosecution of internet
intermediaries that inevitably will have infringing content on them (due to the
interconnected nature of the Web), and are particularly important to our discussion
on cloud computing. Without getting into the specifics of their demands, the music
industry is most interested in forcing internet service providers (ISPs) to filter and
shut down infringing uploads, something that ISPs are ill-equipped to do.35
What was more interesting than the desire to influence the president was
the stridency and targets of the Association of American Publishers’ letter. In
just the second paragraph of its section on calling for ISP cooperation, the AAP
directs its ire at “the conduct and rhetoric of… the library, education, and archival
communities, who share a common self-interest in continued advocacy to minimize
the effectiveness of copyright protection and enforcement [emphasis original].”36
Strange as this may seem, especially considering that copyright, as framed by
the Constitution, should be in line with the promotion of access, it is actually in
keeping with an emerging persona the AAP is developing for itself, which includes
harassing librarians who dare to mention pirate libraries at academic conferences.37
That leads us to a series of important questions. Does the punishment that
copyright holders seek for the violation of copyright holders’ rights actually
promote “the Progress of Science and useful Arts” anymore—especially when
we see it as a weapon utilized by the state in the interest of large corporations?
Does criminal punishment address the issues of sharing and access that cloud
computing presents? Hopefully, we may find some answers by looking back into
the history of copyright.

The History of Emerging Technologies, Analog “Clouds,” and
Distribution
What Elbakyan is doing—ignoring foreign copyright—was
official US government policy for more than a century. As a
result, books were much cheaper than in Europe and literacy
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skyrocketed. When the US finally caved, in 1888, the editors of
‘Scientific American’ thundered that “The extension of copyright
monopoly to foreigners will enable them to draw millions out of
the country” and that it would turn US customs officers into
“pimps and ferrets for these foreigners.”38
It has not escaped the notice of the shadow librarians and their supporters
that for a very long time it was the official policy of the United States to ignore the
intellectual property claims of other nations in the name of free trade, monopoly
denial, and access to knowledge (even though a great amount of popular fiction
was also pirated). The peculiar exception to this general trend was the Confederate
States of America, which passed an international copyright law to garner British
support and nationalistically reject “pirated Yankee” works.39 In the twentieth
century, it was the Soviet Union that took up the mantle of the pirate nation, as
documented in a fascinating study on the Russian shadow libraries by Balázs
Bodó, and the values that continue to make Russia home to the greatest shadow
libraries of the internet.40
Pierre-Carl Langlais traced the history of academic copyright in two articles
published in the Sciences Communes in 2015. Langlais’s question is a simple one,
and stated clearly in the first article’s title: “When did scientific articles cease to
be common?”41 Langlais sets a solid date, 1908 at the Berlin conference which
revised the 1886 Berne Convention, which had been a source of modern copyright
law.42 But the nineteenth century had a great deal of scholarship before the Berne
Convention, and it bears on this conversation to take a quick historical detour.
The earliest copyright or authors’ rights laws in the eighteenth century, such as
the Statute of Anne (1710) and later French Republic laws, were explicitly created
for artistic works. Yet their language allowed for a broad reading, which in the
twentieth century would win out in French law. They were typical monopolistic
laws that protected the interests of cultural industries. Other industries, such
as newspapers, relied on the free sharing and reprinting of materials. Scientific
and intellectual journals worked on the same assumption: copies could be made
without the authors’ knowledge or consent being necessary as a means to maximize
the scope of the readership. Long quotation was also necessary to preserve the
intent of the author. But one major difference between newspapers and scientific
journals existed and still persists today: the “informal moral right” of citation and
attribution of ideas.43
Denying perpetual copyright to authors was even a key example given
by Adam Smith in The Wealth of Nations as the type of monopoly that harmed
the public good.44 Smith was even an advisor to the Scottish court in Hinton v
Donaldson (1773), in which an Edinburgh bookseller pleaded against English
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copyright by appealing to the civil law tradition of Scotland, which recognized no
such intellectual property.45
Between 1852 and 1908, there existed a period of open licensing between
France and England. This 1852 treaty served as a template for other bilateral treaties
in Europe during the second half of that century, and it contained a provision for
newspapers and periodicals. All newspapers and periodicals could be printed and
translated freely, except in cases where the author claimed a right to translation
in “a conspicuous manner in the journal or periodical in which such articles have
appeared, that they forbid the republication thereof.”46
Articles of newspapers or periodicals published in one of
the countries of the Union may be reproduced, in original
or in translation, in other countries of the Union, unless the
authors or publishers have expressly refused permission. For
collections, it may be sufficient that the prohibition be made
generally at the head of each issue of the collection. In no case
shall this prohibition apply to articles of political discussion or
to the reproduction of news of the day and of miscellaneous
information.47
In 1908, the Berlin Congress removed this exemption, leaving only newspapers
as exempt. This seemed to be a compromise offered by smaller European countries
that wanted to maintain the newspaper exemption.48
However, scholarly journals continued to perpetuate themselves with few
restrictions. Informal arrangements for copying remained the norm through the
first half the twentieth century. The post-war period saw massive subsidies for
the research fields and promoted the dissemination of knowledge as cheaply as
possible. The scientific societies and small publishers gave way to publications by
public institutions, thus making their content technically an intellectual property,
but also a public good that depended on subsidies from the government.49
As subsidies declined after the post-war boom, there were two major
economic forces that increased the enforcement of copyright. First was the need for
economic monopoly over copying rights due to reduced subsidies. The second was
the change in economic model of journal publishing, in which companies began
to control large bundles of journals and created artificial scarcity. Companies like
Elsevier struggled at first, but eventually gained a monopoly on highly specialized
literature that could not survive on its own meager readership. The combination
of this monopoly coupled with the editorial model of intellectual property control
is what cemented large publishing companies’ control over scholarly production
(and reproduction). It was not until the rise of the internet, when copying costs
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moved toward zero, that academic publishing began to push back against this
model and reassert its editorial control via the open access movement.50
As seen above, one part of the shift toward stricter copyright control is the
growth and domination of a native scholarly community. When smaller European
countries pushed for a continued exemption for newspapers in 1908, they were
expressing the same need for information that is seen today in developing
countries. When aaaarg.org (and its subsequent manifestations) was sued in
Quebec by an anonymous publisher in January 2016, Rochelle Pinto made a case
for the importance of access to scholarly information. Pinto emphasized the nature
of scholarly production, in which academics are alienated from their labor and
have their writing sold back to their institutions (who supported and subsidized
their work) at extortionate rates.51
This argument is not unfamiliar to people within the discussion of open
access. But its ubiquity has made it a target for various rebuttals. To be very daring
and attempt to summarize them into a common theme, they all center around the
transactional nature of property rights. Yes, academics must publish (for free) in
highly respected journals, but there are operational costs involved, and this does
not nullify the copyright interest of the corporations who own those journals.
These arguments are accompanied by the traditional capitalist level of empathy
for those left behind. The difficulty, then, is the contradiction between what we
have noted is a non-moral law (copyright), and a moral imperative (the spread of
information). One side has legitimacy granted by states, the other does not. The
question then becomes: Can this situation be reversed?
Those working on the edges of the law and creating new structures of
information dissemination and creation can only legitimate themselves by their
own actions. It will be the response of “respectable” society to determine their
legitimacy, and some aspects of scholarly communication has already shifted to
different models of production, such as Creative Commons.52 Pirate libraries and
peer-networked sharing are legally questionable activities to be sure, but they
result not from ill-will but a legal system and moneyed interest that is contrary
to the librarian’s professional values. The punishment for violating copyright law,
which only is valid so far as it promotes the interest of the public, is extreme and
beyond all proportionality of harm caused. Advocating against the expansion of
the carceral state is just as much a part of defending academic freedom, or perhaps
more so, than promoting new modes of production that emphasize open access
and information sharing.
Librarians and technologists should always be wary of the “inevitability”
argument concerning emerging technologies. But it is clear that cloud computing’s
decentralized nature will make enforcement of strict copyright laws that aim to
create artificial scarcity will be impossible, especially with the weight of the moral
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arguments behind the open sharing of knowledge and data. As copyright interests
create enemies among the very people who produce their products, there will be
an accompanying increase in distrust and rebellion against those structures.
Understanding the scale of the resistance to paywalls helps explain their
disruptive potential. Guillaume Cabanac studied LibGen in 2016, one of the
largest pirate repositories and the major source for Sci-Hub. Cabanac compared
the twenty-five million documents on LibGen against CrossRef by DOI and
found that 36 percent of all DOI articles are available on LibGen. What is less
surprising is that when controlling for major publishers (Elsevier, Springer, and
Wiley), the percentage goes up to 68 percent, indicating that paywalls are indeed
a motivating factor for pirating articles. LibGen also covers 78 percent of all
journal titles. While most of the articles come from massive dumps of articles,
dubbed “biblioleaks,” the collection also grows daily with contributions from SciHub’s proxy usage, as well as individual requests for articles on Reddit Scholar.
Cabanac concludes that this does not take into account the reasons or scale of
people using these resources, and thus we cannot draw confident conclusions
about the impact of these platforms.53 But the availability and persistence of
pirated articles do lead to a realization that distributed storage systems and
networks will likely be able to outmaneuver any attempts to shut down particular
platforms or silos.

Considering the Nature of Scholarly Communication in the
Cloud, Should We Return to a pre-1908 License System?
Langlais characterized the pre-1908 system as the equivalent of CC-BY for all.54
This, arguably, is achievable via legislation at least as far as it concerns publically
funded research. New journals are started up with the express purpose of
disseminating quality information to people in their field. When they give their
materials to a large publisher and fees become too exorbitant for their potential
readers, what has become the point of that journal? As mentioned above, this
argument has not been lost on activists and scholars alike. It has, however, been lost
on the major publishing companies like Elsevier. When Elsevier won its injunction
against Sci-Hub in 2015, which had its domain taken down, it succeeded only in
changing the domain from which Sci-Hub was accessed and in the process raised
the visibility of Sci-Hub tremendously. In her defense against the suit, Elbakyan
argues that Elsevier’s interest is only in maintaining its ownership of high-impact
journals which scholars must submit their work to in order to raise their academic
profile. Copyright has no role in promoting this research other than to maintain
Elsevier’s market dominance.55
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Why do academics publish, edit, and review for free? And why do universities
promote and subsidize this behavior? Following commercial logic, it makes no
sense. Academia encourages the tradition of personal creation and credit for
original contributions to the literature of a field, which form the basis of a prestige
economy. While the loss of government subsidies after the post-war boom meant
that specialist journals could be kept afloat by the model of copyright enforcement
that companies like Elsevier created, the model no longer makes sense in a cloud
infrastructure. Now, academics yearn to copy and distribute work at near-zero
cost, but the monopoly granted by copyright creates serious legal ramifications
for doing so.
Is there a rational basis for the level of punishment copyright breaking entails?
Librarians should seriously consider how their values affect their policy positions
and what that means not just for legislation affecting intellectual property, but
also fines, fees, and incarceration—especially when it is fellow academics being
imprisoned. Whether openness comes from OA movements or continued piracy,
the scholarly community is acting as though it wants a pre-1908 system. Why not
try to create one for the twenty-first century?
The problem is, although much of academia is of the opinion that information
should be widely available for free, this is still difficult to get past the major
publishers. The deference academics and librarians show in the form of “the law is
the law” approaches to copyright should at this point be seen for what they are: a
shallow smokescreen meant to frame copyright law as a moral law rather than as
an expedient to the outcome of shared information—an expedient that has now
been corrupted and co-opted into a model of profit.
Academic publishers seem to be coming to the sense that libraries, despite
being a major part of their revenue streams, are a possible threat to their market
dominance. Despite the fact that copyright, as a tool to promote the exchange
and dissemination of information, lines up perfectly with library values, there is
somehow a “tension,” as was specifically indicated by the AAP’s letter to President
Trump.
Why is this? And why is it focused at librarians who dare to question copyright
as it now stands? The blogger known as the Library Loon wrapped the issue up
succinctly:
Why point this effluent at librarians specifically rather than
academe generally? Because publishers are not stupid; libraries are
their gravy train and they know that. The more they can convince
librarians that it is somehow against the rules (whether “rules”
means “law” or “norms” or even merely “etiquette,” and this does
vary across publisher sallies) to cross or question them, the longer
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that gravy train keeps rolling. Researchers, you simply do not
matter to publishers in the least until you credibly threaten a labor
boycott or (heaven forfend) actually support librarian budgetreallocation decisions. The money is coming from librarians.56
The Encyclopedia of Ethics defines “common good” as a concept that not only
applies to “goods in which people have a common interest,” but also suggests that
the pursuit of these goods can exist without creating conflicting parties.57 Political
science aficionados will recognize that the issue of copyright is not one of positive
liberties or those actions a state takes to empower its population, but a negative
liberty, a restriction on state action for the benefit of the governed. Copyright is
a monopoly granted for the common good, but when that is no longer the case,
government should limit its power to grant that monopoly.

The Copyright Office and Dr. Carla Hayden
There is no pretending that copyright and librarianship are two clear, distinct fields
of advocacy. Right now, a proxy battle is taking place between those who view
copyright in its original form, as a tool to promote the distribution of knowledge
in line with the mission of the library, and those who view copyright as a means
of controlling information for market dominance. That proxy battle, of course, is
the issue of the removal of the Copyright Office from the Librarian of Congress’s
oversight. This is especially poignant now that we have a librarian with a forward
and willful determination to move the Library of Congress (LoC) into line with
the library community’s values. Librarians are not trusted by the copyright
interests, and attempting to move the Office of Copyright, despite its limited legal
powers in applying copyright law, is an important step in completing the framing
of copyright as a technocratic property interest that does not concern the values
of librarianship.
This framing is blatant and unavoidable. The Register of Copyrights, Maria
Pallante, resigned after being reassigned by Dr. Hayden to an advisory position
within the LoC. Ralph Oman and Marybeth Peters, two Registers of Copyright
who immediately preceded Pallante, wrote to the relevant House and Senate
committees that:
[T]he competing missions and differing priorities of the Library
and the Copyright Office have increasingly emerged as a source
of tension…. [T]hey are inevitable given the divergent roles of
the two organizations. Stripped to its basics, the choice is stark:
Does Congress want modernization and independent copyright
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advice straight and true from the expert agency, or does it want
copyright administration and advice filtered through the lens…
of the head of the national library?58 [emphasis added]
One would hope that librarians would have a resounding answer to this
question. Note the terminology used by the former Registers: modernization
and expertise on copyright are assumed to be something outside the purview of
the head of the national library. Previous Librarians of Congress have indeed not
been professional librarians with expertise on this subject. Dr. Hayden, on the
other hand, is exactly the kind of competent professional who can give advice and
leadership on the issue of copyright. It seems this is unacceptable to some people,
and this puts librarians squarely in the middle of a conflict over competing values.
It is therefore not surprising that fifteen weeks after her departure from
the Copyright Office, Pallante became the head of the Association of American
Publishers.59 If this is a vision of things to come, then an independent Copyright
Office might be nothing more than a revolving-door agency for corporate lobbyists
to take turns weakening the oversight of the government and strengthening the
monopolies of intellectual property giants.
Librarians should follow the example set by Duke Libraries in their response
letter to Congress:
The solution for the Copyright Office is not less oversight
from the Library of Congress but more. Leadership from an
experienced administrator such as Dr. Hayden who can guide
the Office back to a position of impartiality and to a focus on
its core function is a welcome development for Duke Libraries
and for the public that has been so often ignored by the Office in
favor of the content industry.60
However, even discussing the battle over copyright and the impact of pirate
libraries can land a librarian in hot water. Gabriel Gardner discovered this in July
2016, when Thomas H. Allen, president of the Association of American Publishers,
sent a letter to Gardner’s dean rebuking Gardner for discussing Sci-Hub at an ALA
panel on emerging technologies and interlibrary loan. Gardner is a librarian at
California State University, Long Beach, and has written on the topic of Sci-Hub
and pirate libraries in the past. Gardner’s dean, Roman Kochan, responded with an
excellent rebuttal to Allen, rehashing the arguments over copyright’s Constitutional
role and the unsustainable model of academic publishing.61
In an email correspondence, Gardner counted himself lucky to have received
the support of his institution against the attempts of the AAP to get him fired.
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Gardner expects that the AAP will continue to press its commercial efforts in the
future. He also relayed rumors that this was not the first time AAP had intimidated
researchers but did not elaborate. Given the position taken by the AAP in its letter
to the incoming presidential administration in December 2016, it seems this
approach would be in character with the AAP’s view of librarianship.
Reform of the Copyright Office is not only an issue for academic scholarship
but it also affects creators of all levels. A report from the Copyright Office in 2011
highlighted the inaccessibility of the courts to small claims, with only sums around
$350,000 being the median cost. The Copyright Office, if properly restructured,
could be an alternative to federal court and arbitrate small claims of no more
than $30,000. The claimants and defendants could also sort out DMCA-related
issues, such as takedowns, fair use, and counterclaims. This restructuring was
recommended by the Copyright Office itself in response to a Senate request for
a report on how to make copyrights more accessible.62 The only serious attempt
at making this adjustment was the Copyright Alternative in Small-Claims
Enforcement Act of 2016 (CASE Act), which was viewed as highly problematic and
a potential tool for copyright trolls rather than legitimate claimants. It is precisely
the values of librarianship that could mitigate the most abusive aspects of the
DMCA as it would be applied in this case, and provide adequate protection from
copyright trolls, including a rejection of the right to discovery in this mediation,
which would protect the privacy of the parties involved.63

Library Workers, Professional Organizations, and
Community Groups: UNITE!
How can we bring this conversation back to the local level? As mentioned above,
library values will require an intersection with other political issues that are not
traditionally considered “library” issues. But these issues take place on a local,
state, and national level, and effective advocacy builds on all of these levels. Be
active in professional organizations but also reach out to others. Library workers
are embedded in their communities and have a special place in American public
service. Andy Woodworth gave some practical advice to library folk advocating
for their values:
Last, and this falls to my peers, it’s to organize ourselves. The
ALA can’t politically advocate in the manner that is required
here, so it is up to the individual to do so. Make your own
contacts and networks to call, fax, email, and/or march to protest
and make your voices known. I wouldn’t impose a mandate on
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what level of involvement, but I know that some of my peers
are community organizers who can get people together while
others work better in smaller groups of active voices. Find your
activity level and embrace it.64
Librarians should take a close look at the material relationships of how we
work as academics, realizing that acting authentically within our values will be
what shapes technology and its application. While emerging technologies will
have a profound effect on our profession, we are the ones who create meaning
in how our profession changes and, in turn, have a chance to change the modes
of scholarly communication, education, and publishing into something more
equitable. Technologies are disruptive but it is people who decide what will change.
Before concluding, it seems wise to add a disclaimer concerning how people
might respond to the information above. Given the arguments concerning the
inability for copyright to maintain its monopoly in a cloud-sharing world, it may
occur to some people to attempt to hasten the end via direct action: the intentional
breaking of copyright. As a rule, the author cannot in good conscience recommend
this practice—not because there is a grave social danger in breaking copyright; the
people who should be most interested in breaking copyright should be legislators
who care about the common good—but because, as shown in the cases of Aaron
Swartz, Diego Gomez, and many unnamed others who have been intimidated by
copyright interests, the disproportionate legal punishments for breaking copyright
are too great a consequence for the good that would be achieved in defying that
law.

Conclusions
Emerging technologies related to distributed (cloud) computing will be disruptive
of the processes surrounding information distribution, creation, and academic
discourse. Librarians should seize on the opportunity to open up positive dialogues
about alternative models of publication. Libraries are not anti-copyright; it is the
change of copyright from the promotion of knowledge to its restriction that has
put libraries in “conflict” with market forces, more than a conflict with copyright
itself.
The disruption caused by these technologies also creates backlash from
copyright interests. Librarians should be aware that they are not limited to utilizing
emerging technologies to reshape their discipline, but also have an obligation to
address the ethics surrounding their use. The legal and commercial responses
to disruption of copyright have led to expansions of international law that grow
the carceral state, and librarians will have to expand their advocacy to include
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issues surrounding law, fines, imprisonment, and globalized intellectual property
enforcement. While copyright law may be black and white, the ethics surrounding
the utilization of technology on the fringes remains up to us to assess. Bad laws
will be written and harmful punishments will be meted out with little regard to the
effect on democratic values that librarians hold, such as access to information and
the common good.
Because of the growing international scope of these issues, librarians must
advocate on local, state, national, and international levels. The ALA will not be
enough. Librarians should engage with other advocacy organizations to build
a broader coalition that confronts the potential harms that are the result of bad
policy, bad laws, and sloppy assumptions about the nature of information in a
world where computing has become a global meta-infrastructure.
Librarians should fight for the Copyright Office to remain in the Library
of Congress and frame their arguments in both a strict constitutionalist sense
(the promotion of the arts and useful sciences) and as a means of promoting the
public interest in having access to information that is largely subsidized by public
institutions of higher education, who pay for researchers to take time to publish
their research that they are in turn not compensated for.
The unpredictability of changing technologies means that individual
circumstances will shift quickly. Library folk must build their awareness of library
values. Read critical histories of technology and how technological “inevitability”
is often a way to shut down conversations that critically examine the effects of
emerging technologies. Often, the change is not actually disruptive or “new” but
merely unregulated, and as such can skirt current regulations that are in place
to empower and protect workers. Study the philosophy of technology, not just
its application. Take the time to focus on what you do believe, not just what you
are against. Hold your values foremost in your mind and apply them critically to
changing political and technological landscapes.
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Human Right:
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Democratic When We Are All Informed
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Part I: The Information Professional’s Role as Social Justice
Agent Regarding Access to Information
Librarians and their archivist cousins have been serving the world’s students and
lay persons by offering diverse access to information for more than two millennia.
These proud and noble professions have intertwined with modernity to either lead
or support greater information access as technology has changed dramatically. The
professions have also changed significantly within the context of significant changes
in civil and human rights laws, social policies, and the ongoing expectations in
light of concurrent review within professional information organizations.
In recent research, Swygart-Hobaugh notes that when dialoguing with
college students in a semester-long course about social justice as it relates to
information access: “The students passionately declared that they and others had
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a duty to ameliorate inequalities stemming from access to information and began
to understand the role librarians play in social justice and democratizing efforts
related to information access.”1 Indeed, librarian intervention has been essential in
not only helping students understand the need for information access but in daily
information literacy sessions at every institution across the nation.
We sometimes forget that the whole of librarianship is in actuality a twobillion-dollar-a-year business. Within this construct and over the course of our
daily work lives that librarians offer classes in rooms infused with costly technology
just so that students can find appropriate information using all print and online
resources available to them through their academic or research institutions.
While this classroom-based research is important, the responsibility still falls
upon each information professional to ally themselves with those working within
and outside the information field to ensure equal access. Such support develops
the end-user no matter their demography or geography or the library’s venue.
Freedom of and access to information serves not only as a human right but also
as an essential professional call to action for each and every individual librarian
and scholar. So too for their allied organizations and professional societies if, at
the core, their mission requires each agency to connect people to information
regardless of time, place, or modality.
Of course, freedom to access information in today’s modern world means
that not only do we have the ethical policies for responsible and democratic
connectivity, but we also have to share the technological capabilities. And in many
cases, this means free and unencumbered access to the internet, to mobile apps,
and other web-based technologies to apportion information, to collaborate or
share ideas and data, and inform our social lives.
Clearly, open access is something supported by our westernized professional
values and this is also reflective in our culture. According to The Internet Society
(2016), the international libertarian organization dedicated to open free and open
access to the internet, most Western nations have internet penetration in the 90th
percentile. However, citizen access tumbles as one moves to nations that lack the
technical expertise, economic capability, or the democratic social values needed as
a precursor to share information freely.
In fact, the society found in their most recent study2 that global internet rates
are actually stagnating. So, while usage remains very high in early adopter nations,
those nations that do not promote access are falling further behind. This not only
impacts social media and entertainment, but the whole socio-economic plethora of
data usage—usage that we cannot in the modern world escape, from medical care,
entertainment, business or education, really across all aspects of our information
lives. The question remains, “What, indeed, can information professionals, social
scientists, and social activists do to lessen these gaps?”
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As Rachel Lockman strongly suggests,3 writing for College and Research
Library News, the need for librarians to create courageous acts of access through
“microactivism” as essential to ensure students and all end-users have appropriate
and equal openness to information. If we all take microactivism seriously as
information professionals and scholars, the individual drop of rain that we all
represent can indeed become a storm of freedom and benefit the masses. Imagine
a generation of informed users who are the direct beneficiaries of our work,
experience, time, and attention. What a wonderful world this could be.
Ruth Benedict is famous for saying, “The purpose of anthropology is to make
the world safe for human differences.” I believe that the work of anthropologists as
social scientists and information professionals working in our libraries and archives
embody such purpose and so much more. Not only do we explore what makes us
different, and highlight our complexities and conflicts, but anthropologists and
librarians also serve as a source to inform and, in this way, share past and present
global knowledge across so many fields of understanding and research interest.
Access to information offers all of us a chance to view our common humanity,
and, in this way, it expands our ability to confront differences and to highlight our
commonalities. Librarians help reveal a rich natural heritage that can ultimately
make each professional within the field first and foremost a peacemaker because
sharing deep knowledge empowers us to know more and use information in ways
that can better our common human future.
At least this is how I view the field as a professional educator and as someone
who has taught the discipline of anthropology as well as librarianship—two fields
of study that captured my imagination as a child, and each has been my passion
throughout my life. Each offers a set of ideals and methods to “know” what indeed
are facts about the nature of reality. I take these discipline-based ontological
and empirical teachings into every class session and in each library visit to my
institution’s hall of world knowledge.

Brief background—The meta need for openness and access
It is through linguistics that we learn from one another.4 Broadly, this includes
speaking, reading, writing, or when we gather together in person or online.
Knowledge, from a simple kernel of truth to the deeper questions that continue
to build community, heightens our identity and interests. Knowledge also
promotes inquiry and many times provides solace. Indeed, we are constantly using
information to tie tighter the bonds of our common humanity.
Through language—written, spoken, or otherwise shared—information is
communicated, and if we are cognate, we can begin our individual and collective
journeys to learn, to grow, and to become compassionate.5 We use knowledge to
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get smarter, to become self-empowered, and to empower others. When we touch
lives using information, we truly are changing the world.
Whether we know Bloom’s Taxonomy6 or not, we use information to
remember, understand, apply, analyze, evaluate, and create. We take information
and make new things from it, like new images, ideas, theories, products, and books;
in essence, we invent. This all comes from knowledge, which is the outgrowth of
formational inputs embedded in the fundamental right to read, write, and speak
as we humans have such capacity to embrace.
Connecting to information via technology can even make us better learners.
The field of metacognition simply states that for humans to learn we must be selfaware for knowledge transfer to take place outside of our hardwired and instinctual
morphology and DNA wiring. Libraries, archives, and information centers have
long served this very basic need to make people, regardless of age or insight, better
problem solvers, researchers, sharers of ideas, and inquisitors. In a more recent
and empirically based example of this commitment, Ari Katz,7 researching and
writing for IFLA, found that library technology intervention in Bangladesh, even
at its most basic, improved learning, even though the information professionals
themselves had to continually adjust and adapt the physical space as the library
literacy project moved forward. If we think about this in our own library spaces,
we know that the movement of everything from the taking down of walls to the
removal of bookcases to make way for more computers, assistive technologies,
scanners, and charging stations for mobile devices is something libraries deal
with organically as they exist and certainly when planning new facilities all the
time.
This need to share is an ancient one. Evidence from our antecedence,
specifically from the earliest tool users and fire makers, shows that we humans
are social primates8 who began to learn from one another more than 1.5 million
years ago. Even our cousin, the chimpanzee, has a language and culture in which
information is passed from one succeeding generation to the next.9
But somewhere equally ancient came the idea that if knowledge equals
power, that such power could corrupt the masses and upend the status quo. Now,
if you’re in charge, the status quo is a very good thing. You get to set standards
and change your mind and reprioritize, you’re rarely questioned, and personality,
ideas, and will become that of the community, whether the community is a small
group of hunter-gatherers, a city council, or a society of two billion people.
Censorship, in all its varying forms and frailties, is essentially the will of one
group to politically, educationally, or through violence, keep information away
from others.
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1984 as a literary metaphor for censorship: A humanist scholar’s
perspective
In the cautionary tale that is George Orwell’s dystopian novel 1984, “the purpose of
the Newspeak Dictionary was not only to provide a medium of expression but to
make all other modes of thought impossible.”10 This was done partly by the invention
of new words but was established to chiefly eliminate undesirable words, strip words
of meaning, and allow the state to control reality, perception, and thought.
What Orwell was telling the world in 1984 (published in 1949) is that when we
censor information, ban a book or painting, filter our internet, kill bloggers, burn
a record/CD/DVD, or blow up a building that stood for three thousand years, we
are consciously acting to remove ideas and the capacity to think freely from the
marketplace of the lives of others.
In taking such action, the wider, deeper, and longer censorship exists, the
more likely it is the censor will have violated another’s civil rights and will have
moved to essentially commit more drastic crimes against humanity.
It doesn’t take long to see what “new” rules and laws come out of every dictator’s
playbook when they come to power. The first mission of any totalitarian state is to
minimize or eliminate dissent. This typically means the harassment or full shut
down of newspapers, scholarship, and the removal of non-state-approved reading
materials and, in the modern age, filtering or eliminating access to the internet.
The second mission is to begin to re-make education at the elementary level
through higher education. This means the creation of new and deeply biased
learning materials which may offer insight into how a nefarious regime may
operate and want its citizens to think but offers little in terms of truthful, timely,
unbiased, and accurate information about the world, its history, and all of us who
live on the planet.

Information access: A human right
Censorship lessens our potential and actual knowledge. Without the information
fire to stoke our mental stoves, the access libraries and archives provide cannot
fully sustain our creativity and insightfulness as a species. This is also why funding
libraries, archives, and museums is such an important political topic. It’s not just
about budget and cost-benefit analysis but literally freedom and democracy at
stake. Carl Sagan said it best:
I think the health of our civilization, the depth of our awareness
about the underpinnings of our culture and our concern for the
future can all be tested by how well we support our libraries.11
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As information professionals and scholars, and as activists for the human
right to know, it is clear from our professional mandate that access to information
is the grease that keeps secular democracy spinning forward.
In its purest and least adulterated form, the United States serves as a model
when it comes to originating the core intellectual and access freedoms which we
citizen librarians, scholars, and teachers hold dear today. In the 240 years since the
ratification of its national constitution, other nations still use it as a benchmark
when seeking to establish and secure freedom of the press, freedom of speech, and
the freedom to gather—essential rights that protect an individual’s ability to both
access and use information to make their lives more livable and humane.
In the Universal Declaration of Human Rights,12 the United Nations established
a global set of rights that highlight the individual and their right to freedom,
justice, and peace. It is important to specifically highlight Articles 18 (freedom of
thought and conscience); A19 (freedom of opinion and expression); A20 (right to
assemble and associate); and A26 (right to education & full development of the
person).
Needless to say, librarians and archivists are the gatekeepers to freedom
and democracy because their very livelihoods depend on ensuring access to
information and cultural history for the direct benefit of the masses. The American
Library Association has long established and modified its Library Bill of Rights13 to
ensure users have access to diverse points of view and non-partisan, non-exclusive
doctrinal perspectives. Its standards also demand that librarians challenge
censorship in an effort to ensure access to information and enlightenment (I
would add liberty as well).
For archivists, the requirement to establish, ensure, and promote access to
personal, institutional, and governmental records, as well as cultural artifacts
and other materials, is sacrosanct. Maintaining the papers and other materials
of a person allows researchers to learn about and preserve the memory of those
who are now off the world stage. In keeping corporate records, archivists allow
and maintain accountability and transparency; and as the association notes, this
constitutes a hallmark of democracy, good governance, and gives citizens voice.14

Part II: The History
So, who generally stops the flow of information? Who makes it improbable or
impossible to think, to write, to speak, to create, or to gather and share? Well, from
a global and historical sense, we know that such censorship can come from many
people and places. Certainly, we can show that aggressive and extreme doctrines
are culpable for much of the censorship and violence that has occurred prior to
and well within our lifetimes.

Information as an Essential Human Right

From the sacking of the Library of Alexandria in AD 391,15 to the more recent
destruction of libraries and museums in Bagdad and Mosul,16 one thing is clear:
those who wish to destroy information and artifacts, knowledge, and cultural
history, once able to do so, will be ruthless in their efforts to destroy the past.
Of equal concern is the destruction of the ancient city of Palmyra in Syria.17 A
former world heritage site, archaeological wonder, and tourist attraction, Palmyra
had stood since about AD 200. The site is now left in the dust of ISIL hammers,
bombings, and shelling.
We can even look at the modern United States and its current administration
to see how we do not need hammers to create an environment of seeming
oppression when it comes to the discovery and sharing of information that seeks
to inform its citizens. New words and phrases like “fake news” and “alternate
facts” permeate the politics of the federal government now as never before. These
overt obfuscations make it clear that in some quarters of government truth can
be subjective rather than objective and that knowledge can be manipulated even
in the face of informed facts, correct attribution, as well as verified observation,
wisdom, and judgment.
In 2017, when the President of the United States calls parts of the media he
dislikes “the enemy of the American people,” a term used first by former Soviet
dictator, Josef Stalin to enforce purges, such chest thumping places a pall over
constitutionally protected free speech and other first amendment guarantees.18
This is why for information professionals to do their job at their best, they must at
the same time support both upstream and downstream the information resources
which support their ability to promote access to ideas, news, journalism, and
collaboration.

Censorship and other human rights
Violence against access to information can also be connected to other human
rights violations, such as violence against children and women. We need not look
further than the shooting of Malala Yousafai,19 a child targeted, shot, and left for
dead on her school bus for the single “crime” of wishing to gain an education. But
still other violations have occurred, like the mass kidnapping and slavery (often
sex slavery) of females by Boko Haram in Nigeria. Where were these extremists
able to round up and capture 329 girls in one fell swoop?20 Why, in the children’s
targeted and unprotected schools, of course.
For those risking their lives to speak freely online, we should never forget the
bloggers killed (often gruesomely hacked to death with machetes) in Bangladesh
just for stating their opinions and their interest to connect with like-minded people
within their community.21 Still other nations have harassed, jailed, and murdered
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newspaper reporters, journalists, and bloggers for reporting, interviewing citizens,
or filming events that governing or ruling authorities felt were against the better
interest of their regime.22
The internet is the lifeblood of our global information culture. So when whole
nations choose to close off access to the web or filter it, such censorship deeply
limits freedom and communications. In the case of China, a huge market for
commercial services, even Google Search was locked out of the country because
of the Great Chinese Firewall.23
In 2006, Reporters without Borders began to assess national receptiveness to
open access. Their “Enemies of the Internet” list is a compendium of countries that
limit, censor, or prevent citizens from accessing the web.24 A list of some of these
countries includes: Egypt, Bahrain, Belarus, China, Cuba, Ethiopia, Iran, North
Korea, Pakistan, Russia, Saudi Arabia, Syria, Turkmenistan, the UAE, Tunisia, and
Uzbekistan. Both the US and the UK are also on the list.
One of the foremost—and most powerful—technologies to help break the
divide between governments that oppress their people and limit access and sharing
of the internet is, of course, the smartphone. In our professional lives, many of
us work to ensure personal digital access to journal databases, e-books, online
catalogs, and other electronic resources. However, the portability of personal
information devices has helped citizens, journalists, and citizen journalists to
document and share their trials and tribulations around the globe.
We can readily view, sometimes in real time, the violence of revolution (look
no further than the videos from the recent Arab Spring uprisings) to those who use
their phones to document police shootings, riots, protests, and other social unrest
which authorities in power attempt to stifle. Such technology leads to liberation at
its best and, no matter what, serves as a historical record and testament to those
and their communities under oppression.

Totalitarianism and censorship
As mentioned earlier, in reference to Orwell’s 1984, no discussion of censorship
could be complete without a brief review of the special kind of censorship of the
human capacity to learn which has and continues to occur within totalitarian
states.
State-run newspapers, media outlets, books, schools, websites, and libraries
exist within these societies to crush dissent. As the only arm for information, they
serve to indoctrinate, inculcate, and support the ruling class, the ruling party and
its manifesto, or the dictator at the helm of their nation. Ironically, the horrors
of the past usually come out after the overthrow of the “supreme ruler” or statecontrolled party. We know that some of the best and most accurate records of
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the abuses within totalitarian societies become known because the state has a
penchant for accurately documenting the lives of its citizens and those who have
suffered the most.
Just look at the census of documents and detailed records kept in the Nazi
death camps, by the Soviet KGB, or Hoover’s FBI and you gain an instant and
appreciative understanding of how the securing, management, and dissemination
of records by archivists and historians leads us to understand how a dictator and
state can manipulate daily life and manage the information lives of its people and
those they wished to harass or eliminate.

Corporate and other censorship
But you don’t have to wear a special uniform or have a specific philosophy if you
wish to hide information from others. The poor people of Flint, Michigan25 are
now living in a special kind of crisis because their elected leaders and those public
servants who were supposed to protect the water supply not only ignored lead
concerns but also changed, adulterated, or in some cases made up information to
mislead the public and watchdog groups.
Corporate greed is its own form of censorship. Often is the case information
collected by corporations from their own research is kept from the public and
regulators. From faulty airbags and engine switches, to deficiently manufactured
tires, to the negative health effects of smoking, to the amount of harmful bacteria
in our food supply, there have been too many instances where the honest sharing
or the honest access to information could have prevented accidents and saved lives.
Financial crimes have their own sweeping tornado-like impact on the lives
and futures of investors and citizens alike. More than once, the SEC was warned
that Bernie Madoff could not be making the money he claimed for his clients.26
Eventually, his company would collapse under the weight of the Ponzi scheme he
created decades earlier. In other cases, CDOs, or Credit Default Swaps, and other
risky investments tied to the real estate industry would send the world’s economy
into a tailspin in 2008.27 Again, information was never fully vetted by regulators
or investors, and the result was trillions in assets erased in weeks and years of
economic recession.

Higher education in the mix
We even find forms of censorship in our colleges and universities. The need for
political correctness can stifle debate and take away the right of free people to share
ideas and information. As well intended as many students may be, morality police
under any doctrine or system lessen our ability to connect and thus promotes its
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own form of neo-liberal or neo-conservative censorship. So, when students shout
down a speaker or lobby to ban them from speaking on campus outright,28–31 while
the students may be expressing their First Amendment right to free speech, they
are also taking away the rights of all those who wish to listen to that speaker for
their own edification, knowledge, reflection, or entertainment.
Censorship is rife in other venues, and certainly when students and others
go online with anonymity, they can become hyper-aggressive, which can lead to
abuse. Online bullying is its own form of thought-crime and it, too, can lead to
horrible results leading to censorship, as well as having the potential to emotionally
or cause physical harm to others.32
Additionally, from previously published research by the author, it is clear
that there are schools across all Carnegie classifications that place filters on their
internet.33 While we may think that it’s the “Liberty University’s” of the world
that would exclusively restrict access, the fact remains that public colleges and
universities across the nation place electronic barriers to information as well.
The main reason is not so much to void access to content but to stop potential
violations of the DMCA and other federal laws regarding copyright, or because
of network bandwidth and storage issues, the trigger being fear that lawsuits or
deterioration of computer resources will harm the institution. The impulse to censor
does not come from librarians or faculty, but from administrators, board members,
and, in some cases, IT professionals, who often drive campus access policies.
However, the results are the same: diminished access to ideas and information.
In the cases above, schools with clear policies on censorship, electronic or
otherwise, help keep free expression alive on our campuses, even if groups like
students, administrators, or others seek to limit access to people, technology, or
ideas because they find them foreign or objectionable. Librarians and faculty are
typically at the forefront of their campuses helping to create or enhance open
access policies, adding new technologies like “Turn-it-In” to avoid academic
dishonesty, and fighting against physical or electronic barriers to information or
software which works to filter internet access, deny access to websites, or screen
the results of internet searchers.

Academic dishonesty and obfuscation
The number of research journals, both in print and online, has exploded. With
the pressure of “publish or perish” or for economic gain, patent approval, or the
securing of grants, the number of faulty research reports and scholarly articles
with factual errors has increased dramatically. With more than twenty-seven
hundred peer-reviewed journals totaling close to one million articles published
in the sciences alone, the amount of error, fraud, and misconduct has scaled up.
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This not only causes public suspicion of science and the scientific method, it
also misinforms and wastes a lot of time, effort, and energy as bad data and poor
information impact our lives and choices. In a paper written in 2009, Danielle
Fanelli’s research showed that about 2 percent of scientists admit to falsifying
their published data, and in 2014,34 the editor-in-chief of the American Journal
of Neuroradiology, Mauricio Castillo, described the increase of retractions in the
scientific literature as reaching “epidemic proportions.”35
This is why we still urgently need librarians and archivists to lead others to
information that is truthful, accurate, timely, and unbiased. This is also why we
need more, and not fewer, information professionals in our communities and on
our campuses.

Part III: Moore’s Law at Light Speed—The Promise, The
Possibilities, and The Dangers Remain
If we think about how distance education and technology were used just a
hundred years ago, we realize that the long-distance courses found on the back
of matchbook covers could only do us harm when they singed us if we lit the
book entirely. Today’s information technology is much more ubiquitous than
that, however, and the chance for physical combustion is somewhat limited to the
brand of cell phone one owns.
But information technology and how we access personal data, research
information, and a host of ideas haven’t stopped at the 30 GB, 4-inch phone device
we all seem to carry in our pockets to record life’s events, perform research, and
communicate. We seem to be deeply focused on the present-day technologies and
are not fully prepared to deal with the next wave of information access.
The next generation of information technology is here and it isn’t something
you can generally turn off, or perhaps even want to turn off, since so many of
us—especially our students—want to live on the grid. According to International
Data Corporation (IDC),36 the wearable market is exploding, and this means our
connectedness to information and to each other is also expanding exponentially.
IDC notes, “The worldwide wearable market increased sixty-seven percent in year
over year sales.” This may seem impressive, but when you think about the billions
of those who are not yet adopters of the wearable trend, you realize there is much
undiscovered country.
Our students, many of whom are digital natives or will have children who
will hold this moniker, will, in fact, view wearables as the “new normal” and find
information technology on wrists, ankles, glasses, sewn into clothing, or perhaps
internal to their bodies—and yes, that is already here in the form of insertables.
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Tiny bots are being used to manage patient heart rates and other organ functions
and report back to medical servers around the world. Can the supplement of
miniature information technologies, smaller than a blood cell, still be considered
science fiction?
Perhaps it will only be a matter of time before these devices allow us to access
and use more information on the web while communicating in ways that might
make going to a physical college or location to work obsolete. As strange as the
matchbook we discussed at the beginning of this section, so too is this Brave New
(Virtual) World whose possibilities seem endless, yet whose functionalities are just
now being imagined and are nascent in their implementation.
What happens then to our civil liberties and what possible dangers could lie
ahead if we don’t start working on ethical policies and procedures to confront
individual, corporate, and government hacking of our personal and digital spaces?
Information technology will enjoin us internationally as never before, not only
in our studies but also in a global web of data access and sharing that needs to
be safeguarded if it is to be considered reliable and to ensure absconders do not
violate our human and civil rights.
Will some nefarious state agencies or governments demand its citizen have
insertables or wearables in some dystopian future? The danger here is not the human
imagination but what humans do with information technology once it is adopted
and let off its virtual leash. For many, these waves of technology adaptation and
adoption will spell liberation in terms of freedom and access; for others, they will
help promote and sustain freedom and access. But for others still—those who fear
technology and its possibilities—it will point to the need for censorship and control.
Where we stand now will make a difference to our collective human future. As
scholars, social scientists, technologists, and information professionals, we can be
both smart and visionary in moving the ethical discussion and the practical use of
new information devices forward in positive and helpful ways.

Part IV—In Closing
So, where do we go from here? We know that censorship is a global issue.
Depending on where you live and how progressive your nation, open access
issues will reside on the Likert scale of fully open to oppressively closed. Perhaps,
even if the times seem dark, there are reasons to be optimistic. If one reads the
research of scholars such as Paul Bloom, Phil Zuckerman, and Steven Pinker, we
can reasonably understand that civil secular societies best enjoy the most open
access to information and are least likely to censor. This may suggest that the world
is becoming safer, kinder, and more at peace with itself.
Here are a few examples of positive instances:
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• When the libraries and museums in Iraq and Syria were being looted, it was
librarians and archivists working covertly with members of the community
to hide cultural memory and museum pieces targeted for destruction or
sale on the black market.37,38
• Malala is safe and sound and gaining an education. A major film about her
life was made in 2015 and distributed worldwide.39
• Time and again, refusniks and activists have come forward to document
and account the tragedies perpetrated by their state against its citizens.
• The number of libraries and archives are growing worldwide.40
• While the United Nations recognizes only 193 countries as member states,
in 2014 OCLC accounted for more than 235 nations and nation-states with
libraries, archives, and museums.
• The number of nations that have democratic forms of government,
especially secular government, is growing.
• Two-thirds of the nations of the world report a population literacy rate of
more than 66 percent.41
• In that same global survey, more than ninety nations reported a literacy
rate of 90 percent or better.42
• The number of people who can and who are accessing the internet grows
daily.
• More than ever, those nations which suppress dissent and access to
information are minority states.
Hope is living within every information professional who is tasked by their
national organization, their ethical code of conduct, and respect for civil society
to maintain free and open access. Indeed, hope combined with activism and
professionalism leads to wonderful outcomes and freedoms with regard to using
and sharing information.
Perhaps librarians, archivists, and other information professionals do not get the
social recognition that they most certainly deserve. After all, based on their cultural
status and salaries, many people believe that they simply check-in and check-out
books. It is easy for everyday citizens not to think twice about the educated person
behind the reference desk, or those who select our print and electronic resources,
or those who catalog and work to preserve our history, or how each information
professional contributes to and enhances democratic access to information. Those
who come to our libraries and information centers, whether it is physically or
digitally, may be unaware of the hard work because of the seamless way information
is presented much like as turning on the tap and getting clear drinking water.
Imagine a dry well or dirty drinking water. Each can potentially fill the body
with impurities. So, too, does the lack of access to information or the wanton
sharing of misinformation lead to wrong conclusions, which in turn can be equally
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physically dangerous to our bodies and the body politic. Certainly, lack of access
keeps us ignorant. Just as if you turn the tap and nothing comes out, it can leave
you thirsty, so too does not having access to information leave one dry and unable
to fulfill one’s educational, creative, or human destiny.
It is clear that without our expertise and service on the front lines of the
censorship and culture wars, the world would certainly be diminished. Now, more
than ever, the world looks to information professionals to document censorship
abuses while at the same time advocate and take action to ensure free and open
access to knowledge and information, regardless of modality and content—in
essence, to make information available for the survival of democracy and perhaps
even for the continuation of our species.
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Open-Source Software
The term “open-source software” (OSS) refers to computer applications and
operating systems released under terms allowing users to use, modify, or
redistribute the software in any way they see fit, without requiring users to pay
the creators a fee.2 It is known as “open source” because the source code—the
programming instructions that make the software function—is made available for
examination or alteration along with the ready-to-use software itself.
OSS is also known as “free software.” The English term “free” carries a dual
meaning that OSS advocates carefully delineate: free/libre, meaning free as in
liberty, provided with no or few restrictions on its use; and free/gratis, provided
at no cost. (“’Free’ as in ‘free speech,’ not as in ‘free beer.’”)3 Free/libre is generally
considered the defining characteristic of open source, though both meanings
typically do apply.
OSS may be developed by a single individual, a group (formally organized or ad
hoc), or sponsored by a nonprofit or corporate entity. Because any interested party
*This work is licensed under a Creative Commons Attribution-NonCommercial 4.0
License, CC BY-NC (https://creativecommons.org/licenses/by-nc/4.0/).
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can view the source code, learn how the software is constructed, and contribute
potential improvements, OSS development naturally lends itself to a collaborative
development pattern. The OSS user community is made up of potential codevelopers since anyone can contribute improvements, new features, and bug
fixes. While many libraries and librarians have contributed to the development of
OSS, these qualities have implications for libraries beyond the potential for direct
participation in code development.
The decision to make a piece of software open source carries with it some
implied stances on issues of freedom of information. Making the decision to share
the source code for an application implies that the creator believes that sharing
information is a worthwhile good. Sharing access to a program’s code does not
simply make it available for examination; it usually signifies that collaborative
development is possible—that the software’s community of users may participate
in its development. These values of free access and collaboration align with
many of the tenets central to the profession of librarianship and with academic
librarianship in particular.
In practical terms, both the OSS community and the profession of librarianship
value open standards for their ability to promote accessible information. OSS
tends to be more compatible with open data standards, providing better long-term
accessibility and preservation of data. In fact, OSS itself is amenable to long-term
preservation, since any interested party may save, examine, or archive the software’s
code. OSS is more likely to be developed for multiple platforms, allowing longerterm compatibility with new and future technology.
OSS represents a manifestation of the same cultural and economic factors
behind other movements toward free information in academic librarianship, like
open access (OA) journal publishing. Open-source code, like OA journals, is freely
disseminated, easily archived on multiple sites, and its integrity and authenticity
can be checked against versions from other archives to guard against alteration or
deletion.4

Collaboration and Community
The work of libraries, and particularly that of the academic library as a facilitator
and producer of scholarship, both serves and relies on collaboration and the work
of a community. So does open source development. The community may be that
of readers, authors, and researchers in the former case, or of software users and
developers in the latter, but both the OSS model and the scholarly community
depend on collaborative contribution. “People require unfettered access to
information (read software) in order to build on the good work of others.”5 This
sentiment applies to scholarship as easily as it does to software development.
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Open-source developers often donate their time and energy to projects for no
monetary gain, just as libraries provide information freely to their communities of
users. In contrast with most commercial entities, sharing information is entirely
within libraries’ mission:
If a library shares its metadata with another library, then both
libraries benefit by having more robust metadata, whereas if two
soft drink producers share their trade secret formula, it has a
very different relationship to their business model. Most libraries
have a cooperative, non-competitive relationship with each
other, and certainly not the same kind of competition typically
found in commercial endeavors…. OSS offers a communitydriven method of developing software that harnesses this
cooperative spirit.6
Contributors see benefits in being part of a productive community,
in learning from the work, and in appreciation for their valuable effort,
demonstrating the values of building upon shared knowledge that may even
have diffused into internet collaborative models from academic research
culture.7 Many authors draw parallels between OSS and the anthropological
concept of the “gift culture,” in which individuals give gifts in order to benefit
the community and to gain status and recognition as well as the satisfaction of
philanthropy.8
Librarians may see a clear parallel to their own work, which is that sharing
information with the community provides a worthwhile public good that feeds
back to benefit the community as a whole.9 Contributing work to an OSS project
results in better software, benefits to the user community, and possibly a learning
experience as well as recognition for the contributor. Libraries’ contributions to
the scholarly community (in the form of research assistance, information access,
and other services) result in the production of more scholarship and recognition
of the library’s value as an organ of the academic enterprise. In recognition of the
“community gift” nature of open source, the Horowhenua Library Trust named
their open-source integrated library system Koha, the Maori word for “gift.”10
Like the scholarship valued by academic librarians, the OSS development
process includes a form of collaborative peer review to ensure high-quality results.
Rather than a few expert reviewers, the “peer reviewers” of OSS are potentially
the entire user community: users report problems or suggest changes, and
volunteer developers can spot errors in code or submit improvements. The two
review processes share the same root idea, however; with sufficient examination
by knowledgeable reviewers, problems can be identified and eliminated.11 The
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OSS community summarizes this philosophy with the aphorism, “given enough
eyeballs, all bugs are shallow.”12

Privacy and Security
OSS supports libraries’ mission to provide information freely in an environment of
privacy and freedom from judgment. The American Library Association’s Code of
Ethics states that “we protect each library user’s right to privacy and confidentiality
with respect to information sought or received and resources consulted, borrowed,
acquired or transmitted.”13 The ALA Intellectual Freedom Manual expands on this
principle in the more specific forum of access to digital information, services, and
networks: “All library system and network policies, procedures, or regulations
relating to digital information and services should be scrutinized for potential
violation of user rights.”14
Commercial software, including many integrated library systems, is not nearly
as subject to this scrutiny. Commercial software is generally a “black box” in that
we can examine what goes in and what comes out, but not its internal operation or
potential security flaws. Open-source software may be more secure since it allows
libraries’ programmers and systems librarians to better identify security holes in
the services we use. “Proprietary commercial systems may appear safer by virtue
of the fact that their source code is not freely available; however, this is a fallacy.
Open source systems, where the source code is freely available for inspection, do
undergo extensive scrutiny from the community, which often helps in tracking
down and fixing security vulnerabilities effectively.”15 In short, the services
become more accountable because we can see how they work.16 The communitydevelopment model helps ensure that even libraries without programmers on staff
can benefit. If one library can identify a security hole, all libraries that use the
software can address the problem in the next update.

Information Neutrality
Librarians have historically opposed restrictions on information use, such as
censorship. Technological barriers are no less a significant challenge to libraries’
provision of free information than social barriers. Issues like digital rights
management and net neutrality have become libraries’ fights as well.17 The fight
against information restrictions of all kinds—technological as well as societal—lies
at the heart of librarians’ professional values and could be framed as information
neutrality.
Alfino and Pierce break down libraries’ mission of neutrality into three
components: neutrality of library materials (collections), neutrality of the
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information services provided, and professional and personal neutrality of the
librarian. Their analysis of national library association codes from several countries
concluded that “the stated ethical goal of the profession is the neutral, unbiased
provision of library service to all patrons.”18
Technological tools for providing information, like software, logically fall into
the services category in line with Ranganathan’s law of library science “books are
for use.”19 When we choose technology for libraries, we should keep this mission of
information neutrality in mind and make decisions on the basis of providing the
most neutral and transparent service possible.
Open source tends to be antithetical to restrictive information barriers
like digital rights management (DRM)—restrictions that librarians have begun
to oppose more strongly on both ethical and economic grounds.20 OSS runs on
more devices (allowing users and librarians a voice in their choice of hardware),
is more transparent in its function, is less susceptible to information restriction,
and in general is ethically and philosophically compatible with libraries’ mission
of information neutrality:
It has been suggested that libraries are almost ethically required
to use, develop and support open source software. The parallels
between the rules of librarianship and open source are easy
to spot just by comparing the open source definition (and/or
the free software definition) to the rules set forth by nearly all
library associations. Both organizations center their rules on
freedom of use and free access to information.21

Preservation and Standards
Libraries value open information and open data standards for several reasons.
Information in open formats can be more readily preserved in the long term. Open
information tends to be “portable”—able to be used in multiple applications—since
it can be used more easily in ways unforeseen by the creator or by the library. (PDF
documents, for example, can be opened, read, marked up, stored, and otherwise
used in many different applications.) Libraries are concerned about how they will
preserve information and make it available, not just today but in a decade or a
century.
Information stored according to open standards is more reliable and stable
and less susceptible to digital obsolescence. Even should an open data format
become obsolete, the availability of the data standard would allow the easy and legal
creation of a conversion process. In short, open standards are more independent
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of specific software and hardware, more likely to be useful long-term, and more
easily transferrable among different systems.22
Open source is typically designed with open standards in mind. Creators of
commercial software have a vested interest in preventing their data from being
easily used in other programs because the availability of other options represents
a threat to their profit: “Open standards are transparent descriptions of data and
behavior that form the basis of interoperability…. In practice, interoperability
means that users are not locked to any one software system—they can
substitute one standards-compliant system for another. Open standards can be
implemented by commercial systems and open-source systems alike.” However,
“if [OSS] does not correspond to open standards, it could be modified to be
standards-compliant. Commercial systems that support open standards rarely
provide access to their source code, so external developers cannot change the
software as desired.”23
This limitation can apply even to non-profit library projects, like homegrown
integrated library systems (ILSs), once common.
[Homegrown ILSes] did what the library needed, but staff
changes in the library made it clear that homegrown systems
were too much trouble. The problem was that libraries built
systems that only they knew how to run and update; if libraries
had thought to release their code on the internet and work with
other libraries, the open source integrated library system would
probably be the standard today.24
While the homegrown ILS is still an anomaly, open-source ILSes like Koha
and Evergreen have become much more mainstream than was once the case.25
OSS tends to be more compatible with standard formats, and less so with
proprietary and DRM-locked content. Like libraries, open source developers find
it advantageous to be able to share data with other programs. A spokesperson for
the open-source bibliographic software Zotero expressed their commitment to
open data: “our commitment to open standards means that it is easy to move your
information to whatever else comes along; you can import and export information
in just about every bibliographic metadata format.”26
This attitude toward open data is typical in open-source projects. For one
thing, it simply makes development easier if developers build on existing standards
rather than creating a new proprietary data format. This tendency renders
information from OSS programs more preservation-friendly since data content
can typically be migrated to other software. Even if no native converter is available,
one could potentially be created since source code is available. In short, using OSS
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helps free libraries’ data from becoming locked into a particular program forever.27
Transparency and interoperability reduce risk.28
Even abandoned OSS projects may be preserved and revitalized for the good
of the library community. Because OSS is freely available, defunct programs
can still be retrieved and revived, whether simply to access old data or to restart
development.29 Emory University’s open-source reserves system ReservesDirect
ceased development in 2009 but the source code remains available.30 Another
library could download the code, contribute development resources, and release
a new version.

Conclusion
Open source developers and university libraries share the same fundamental goal,
which is to share information freely and for the common good:
Librarians espouse many of the same ideals that drive the free
software community. They collaborate and communicate; they
work hard to share the results of their work with one another.
They understand freedom and feel that it’s an important value.
That more librarians aren’t actively using and evangelizing free
software is an indictment against [developers] for not letting
[librarians] in on our secret.31
The practical benefits of using OSS in libraries are many—improved security,
the strength of collaborative effort, the support for barrier-free information, and
the reinforcement for preservation-friendly data. Because librarians share so many
of the values of the OSS community, cultural institutions like libraries should feel
an obligation to promote open source in the library community.
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Ethical Technology in the Open Movement and
Beyond
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A few years ago at a conference, a colleague asked me whether people love
libraries so much that they have become culturally impervious to institutional
critique. Indeed, libraries are often seen, particularly by non-librarians and
liberal technologists, as a cultural bastion with remarkable saving power in an
increasingly turbulent information landscape. Among library professionals (and
library lovers), quotes like “Google can bring you back one hundred thousand
answers. A librarian can bring you back the right one”1 abound on social media.
Librarian memes are pervasive, and there are few other cultural institutions that
excite this level of liberal devotion. In reality, according to a recent Pew study, the
majority of Americans believe that their library serves their information needs
well, but most are unclear of the kinds of information services that their libraries
provide. According to the same study, library users are far more likely to be users
of digital technologies, particularly of social media.2 The library has, perhaps,
become an abstract for many Americans—people are unclear of what we do but
know that we’re important in some way.
As libraries become more technologically mediated (and in light of recent
*This work is licensed under a Creative Commons Attribution-ShareAlike 4.0
License, CC BY-SA (https://creativecommons.org/licenses/by-sa/4.0/).
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threats to budgets), they remain, in the eyes of the internet, fragile, weak, in need
of saving, irreproachable, and, yes, still relevant. The ALA code of ethics feels
particularly relevant in today’s information-seeking environment, particularly
with regard to privacy: “We protect each library user’s right to privacy and
confidentiality with respect to information sought or received and resources
consulted, borrowed, acquired or transmitted.”3 In a Medium post called “Why
Libraries (Still) Matter,” Jonathan Zittrain makes the case for the regular brickand-mortar library while still approaching some of the challenges that face the
institution in the digital age. “That’s why it makes so much sense for us to be
thinking about the revitalization rather than replacement of the library,” he writes.
“In a world suffused with so much transient information as to inspire epistemic
paralysis, we acutely need libraries’ power, independence, and ethos: institutions
conceived to fight on behalf of their patrons, which is to say for the public and
for the preservation and intelligibility of the public record.”4 This kind of bold
commendation put forward by a legal practitioner is torn from the ALA Code of
Ethics.
Although libraries are uniquely positioned to fight for users’ rights, they suffer
from institutional “epistemic paralysis,” particularly as concerns technology. In the
analog era, information flow from patron to librarian was relatively simple: patrons
could interact with libraries through circulation and face-to-face interactions.
Beyond that, interactions were limited to the physical material handled within the
four walls of the library space. Since the digital era, there has become a steadily
increasing number of access points, ranging from communications infrastructures
to integrated library systems. Further, the full complexity of access, surveillance,
and information flow architecture now ranges from furniture to hard drives to the
internet of things to printing kiosks.5 Within this increasingly confusing landscape
of technology, data, and information, upholding library ethics is both increasingly
difficult and increasingly important.
And yet, we utilize a variety of communication and information systems as
varied as Slack, Facebook, GitHub, Amazon Ebooks, and Twitter, among others.
By wholeheartedly embracing these systems, on one hand, we are maximizing for
impact, maintaining ease of use for our patrons, and providing them access to
technologies that they will probably encounter outside of the library. On the other
hand, we are handing over patron data to corporations and utilizing proprietary
products that betray our values in order to maximize for data and profit. As Hugh
Rundle wrote in 2014,
Ingrained misogyny, brutal factory conditions and disregard
for the privacy of customers are tech industry standards.
Commercial academic journal publishers make obscene profits
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selling the fruits of their customers’ labor back to them…
providing pathways for our communities to become lifelong
customers of these companies is a depressing vision. Are we to
simply act as the agents of such entities like a library version of
Vichy France?6
Continuing on Rundle’s assertion, we are also teaching tools that directly
contradict the safety and well-being of some of our patrons, particularly in regard
to privacy. In order to be seen as progressive and technologically savvy, libraries
fall victim to what Bobbi Newman calls a “techno-lust,” particularly as we make
tradeoffs that better support patrons than the open, secure, but possibly clunkier
alternatives.7 Even further, our interactions with these technologies make libraries
permanent customers and consumers within a digital landscape that views
people as products. The tradeoffs that librarians must make are significant, but by
foregrounding values over profit, the most pernicious aspects of the tech industry
could possibly be mitigated for patrons.
While it is situated slightly outside of the library realm, the #DeleteUber trend
is a good example of the pervasive effects of virtue signaling in techno-capitalism,
and why librarians must take a stronger stand for ethical technology, particularly
with regard to patrons. In an article entitled “#DeleteUber, Delete Everything,”
Jacob Silverman discusses the ethical issues implicit in tech, from illegal wage
fixing to extreme exploitation of low-level workers and factory workers. “Ethical
consumerism is a mug’s game,” he writes, “one that can become mired in the kind of
preening virtue-signaling represented by the #DeleteUber campaign. Every day we
are complicit in exploitative economic transactions.”8 While patrons and librarians
make choices within their personal lives that are ultimately antithetical to their
values, it becomes more complicated when teaching technology as information
advocates. As Newman writes, “We all make trade-offs on privacy and technology,
some knowingly (I own a Kindle, and I use Google) some unknowingly…. Think
about your end goals, and the community you serve, and what their greater needs
are.”9 For libraries, “virtue-signaling” over an explicit commitment to ethical
technology is a Faustian bargain for both patrons, who become productized in the
increasingly corporatized information space, and librarians, who attempt to meet
patrons where they are while betraying many of their values in the process.
The issue of patron productization goes beyond teaching technology within
library spaces and implicates many of the library resources we consider most
important, including the integrated library systems and e-resources that are crucial
to our work. As librarians, our work is explicitly invested in the democratic ideal
of giving away information for free, but that information should be controlled
by patrons, not corporations looking to monetize our patrons. Eric Hellman
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discusses many of these issues in the article, “Toward the Post-Privacy Library?”
Through a discussion of threat modeling, he demonstrates how patron data can
easily be breached or exploited in the interest of providing a better informationseeking experience. “Libraries need to let users make their own privacy decisions,
but at the same time libraries need to make sure that users understand the
privacy implications of what they do.”10 With both patron-facing and librarianfacing technologies caught up in enterprise-level software, this tradeoff becomes
increasingly more complicated, particularly as many libraries cannot afford to
maintain their own infrastructure and must turn to services like Google, Amazon,
and Adobe to provide services to both patrons and librarians. To elucidate, in her
post, “Things that Make the Librarian Angry,” Jessamyn West takes on the absurd
concept of waiting lists for e-books, claiming, “I was drawn to librarianship because
I like to help people, I’m organized, and I believe in intellectual freedom…. I like
technology because it can solve problems…. Sometimes the overlap between these
two areas of focus creates pockets of cognitive dissonance where the technology
that solves a problem for the market creates one for the library and its users.”11
Examples such as West’s and Hellman’s bear the question of whether marketbased technology and libraries are in many ways incompatible. At their most
extreme, these incompatibilities create issues like the serials crisis, which affects
libraries more acutely than any other profession outside of academia.12 In a
2013 study at Harvard, Stuart Scheiber presents a number of truths about “Why
Open Access is Better for Scholarly Societies” that include “inefficiency in the
subscription market, journal access is a monopolistic good, and journal access
is a bundled good,” which creates “market dysfunction.” Library ethics maintain
that equitable access is a key tenet of the profession, and yet journal prices have
increased exponentially over the past twenty years, propped up by academics and
libraries that pay these prices. As Scheiber writes,
[Academic publishers report] extraordinary 35–40% profit
margins…. An interesting thing to look at is the steady increase
in the margins even during the financial crisis starting in 2009
when, for instance, many university endowments and library
budgets dropped precipitously. Harvard’s endowment went
down by 30% but Elsevier did just fine, and the other large
publishers as well. So maintaining those kinds of profit margins
again is a sign of the ability to extract monopoly rents.13
The onus of the serials crisis should not only be borne by libraries, and
many individual libraries and institutions are on the front lines of this fight.
However, by choosing to continue to pay exorbitant serials prices, the onslaught
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of technological change overwhelmed library budgets, solving a problem for the
market but creating greater problems for libraries and their users.
One solution that has presented itself in a variety of ways is the fact that
ethical technology can be created by being “open.” The open movement has had
wide-reaching effects from education to government to software, but the clearest
definition can be drawn from the open education community. In their “Four Rs”
of openness, they clearly define the attributes of open resources:
• Reuse: The most basic level of openness. People are allowed to use all or
part of the work for their own purposes (e.g., download an educational
video to watch at a later time).
• Redistribute: People can share the work with others (e.g., email a digital
article to a colleague).
• Revise: People can adapt, modify, translate, or change the form the work
(e.g., take a book written in English and turn it into a Spanish audio book).
• Remix: People can take two or more existing resources and combine them
to create a new resource (e.g., take audio lectures from one course and
combine them with slides from another course to create a new derivative
work).14
Open resources create the most fluidity within information, scholarly,
and educational communities, and conventional wisdom maintains that these
resources are the kinds of resources that libraries should strive to provide.
While “working open” is certainly commendable, “open” must be balanced
with the tradeoffs implicit in library technology work. Open is simply one of
many ethics that librarians must uphold when working with technology. While
open source and the values of the open community, in particular, hold major
possibilities for libraries, actually implementing those values within the library
community remains difficult, particularly as academic journals and library
information services such as OCLC maintain a stranglehold on the library market.
In maintaining information and technological monopolies through serials prices,
software systems, and vendor lock-in, libraries must consider a variety of factors
while still engaging their ethical core. Librarians understand that delivering
technology in the real world is complicated and messy, and while library values
align with the open movement, library needs often transcend these needs.
While the open movement values sharing, gratitude, flexibility, and
collaboration, libraries have historically placed accessibility and usability at the
core of their work. While these values are certainly not incompatible, libraries and
librarians must privilege the values of service while deciding how they adopt and
adapt to changing technologies. In her seminal code4lib talk, “User Experience is
a Social Justice Issue,” Sumana Harihareswara discusses this issue particularly as
it pertains to library work. She states, “…if you care about health, and education,
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and the working class, then this is actually scary, because differences in user
experiences are driving people to make bad choices.”15 Technology, she claims, is
suffering from what is called the “Last Mile Problem,” which connotes the struggle
between technological ideation and actually providing a service that people
need. According to Harihareswara, usability and accessibility, the real work of
librarians, can help bridge this gap by bringing hospitality and service to the work
of technology—a value that open source sorely needs. Open, as it turns out, is not
the only value.
Indeed, as non-technologists have entered the world of “open,” its communities
have become drastically more inviting. While the white cis male old guard
still exists (and thrives) within the free software community, open technology
communities as a whole have bent themselves toward the accessibility and
usability that libraries champion rather than away from them. This paradigm shift
has caused obvious friction within open and free software communities, much
of it rooted in technology’s culture of privilege and meritocracy, fundamentally
incompatible with the service mentality of the library community. The expansion
of the definition of “open” to better align with the needs of a changing world has
been revolutionary for technology delivery and code as a whole, and though
libraries embrace open conceptually, its practicalities have limited effect within
the library technology ecosystem.
Outside of the serials crisis, which libraries have fundamentally (though
unintentionally) contributed to, the slow adoption of open source ILS systems is
another example where “open” is one of many values that libraries must consider
when evaluating technology. According to the 2016 Library Systems Landscape
Report, many institutions feel that they are still not capable of leveraging opensource technologies. The open source ILS market is still very small, which deincentivizes new projects. For example, Evergreen, one of the largest ILS software
systems, reported just under one thousand installations this year, as contrasted
with EBSCO, a $2 billion company fighting for its place among other large
conglomerates such as ProQuest and OCLC.16
To be fair, this situation is echoed in mainstream technology, particularly
within the walled gardens of social media. (For example, while Facebook’s stated
mission is “connecting the world,” it operates as a global advertising network.)
Within library communities, though, the situation is more acute due to the unique
societal position that libraries hold for communities. Despite their fundamental
incompatibility with most market structures, libraries must teach, maintain, and
interact with closed technology every day. A job seeker must submit her résumé
in Microsoft Word, a grandparent would like to interact with her grandchildren
on Facebook, and a scientist needs access to Cell. Refusing to provide these
services would be a major refutation of our values, and yet all of these examples
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are in indirect confrontation with the fundamental tenets of the code of ethics
and values we learn as information professionals. Libraries, in short, are placed in
the unenviable position of choosing between the values and tenets of openness or
impact, accessibility, and usability.
In 2014, Mark Surman spoke about the radical implications of changing
information landscapes at the Mozilla Festival. In keeping with his analogy of the
internet, library technology could be considered a commons that is becoming
increasingly like a shopping mall rather than a public square. As public/private
spaces, libraries and shopping malls share a surprising number of attributes,
including an emphasis on accessibility and usability, though to different ends
(capitalism versus freedom). From Surman’s talk, “More and more the Internet
feels like a shopping mall: A place to shop. A place where we meet our friends, a
watering hole. A place that has many of the same attributes as a public square but
is not truly public. Someone owns it.”17 At a fundamental level, librarians need to
ask themselves what values they exchange in order to provide greater convenience
to both patrons and themselves. In forcing proprietary information environments
on their patrons and their professions, are they relinquishing the unalienable
library ethic of “not advanc[ing] private interests at the expense of library users,
colleagues, or our employing institutions?”18
In her article, “A Contextual Approach to Privacy Online,” Helen Nissenbaum
clarifies the implications of these “informatized” (information-rich) environments.
The concerns about interacting with these systems, that is, the confusion and
concern of the various data points that remain at odds, can be mollified with
a consumer combination of transparency and choice.19 In a library setting,
transparency and choice in technology are complementary values to accessibility
and usability, but they appear to be at an all-time low. Particularly with regard to
vendor relationships, libraries have less choice and transparency than ever before.
One need only look as far as the ALA conferences to understand the overwhelming
limitations of the library technology landscape. From Lynda to Elsevier, proprietary
technology vendors are fighting for the limited funds and attention of a divided
profession. These vendors keep libraries partitioned from one another to engage
in predatory activity, convincing librarians that only they can do what’s best for
their patrons not via open education, online resources, and information commons,
but instead via closed, proprietary walled-learning environments that benefit
neither patron nor librarian. As Coral Sheldon-Hess wrote in 2015, “Libraries
are hamstrung by expensive, insufficient vendor ‘solutions’ (I’m not hating on the
vendors, here; libraries’ problems are complex, and fragmentation and a number of
other issues make it difficult for vendors to provide really good solutions). Libraries
and librarians could be so much more effective if we had good software, with
interoperable APIs, designed specifically to fill modern libraries’ needs.”20
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While the outlook currently looks hazy, libraries, as community spaces that
teach technology as well as use technology, can provide patrons a greater sense
of choice and transparency within their own technological choices. One example
is the Library Freedom Project, which teaches patron-facing and librarianfacing workshops on open source technology, privacy, and surveillance. In
addition, LITA and code4lib are both well-recognized professional organizations
that provide training to librarians on important technological topics with an
increasing emphasis on library ethics and values. This year’s LITA pre-conferences
contained sessions on open source, privacy, usability, and technology ethics,
which is a marked and welcome shift in ALA discourse. In making these spaces
friendly, accessible, and focused on accessibility, usability, and openness, code4lib
and LITA are doing the work to better support librarians and patrons looking
to increase their technology skills. This shift is significant for the organization,
and institutions should do a better job supporting their staff, particularly nontechnical staff, in attending these kinds of seminars.
We’ve had hundreds of years to transform library spaces and only a few to
shape technology into the usable, accessible information commons we aspire to
in our code of ethics. Far from being institutional monstrosities impervious to
criticism, libraries and their accompanying technology could serve an important
societal purpose as harbingers of a more ethically sourced technology. In seeking
to go beyond value signaling, libraries should proactively build the future that
they hope to see and assist patrons in doing the same rather than become part
of the techno-capitalist industrial complex. As a profession, librarians have the
opportunity to join with increasingly friendly open communities to push them
toward an accessible and usable future.
Patron-facing workshops, a greater sense of agency in technological decisions,
and a decreasing reliance on vendors through open source communities and an
emphasis on accessibility could help library technology come into its own and
feel as accessible and usable as library spaces themselves. In this new world filled
with intersecting information nodes, it’s up to us to fashion the technology we
choose into our vision of the future, one that is built on mutual aid and respect for
librarians and patrons alike.
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Introduction
As librarians, we serve as champions for equal access and preservation of materials,
both scholarly and cultural in significance. One of the core missions of libraries
is access. Due to increased demand for scholarly articles and the technological
advances of the internet, open access is quickly becoming a major priority among
research libraries today. It “has expanded the possibilities for disseminating one’s
own research and accessing that of others.”1 The movement of open access aligns
closely with the ALA core value of access as outlined by the ALA council: “All
*This work is licensed under a Creative Commons Attribution 4.0 License, CC BY
(https://creativecommons.org/licenses/by/4.0/).
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information resources that are provided directly or indirectly by the library,
regardless of technology, format, or methods of delivery, should be readily,
equally, and equitably accessible to all library users.”2 It has gained considerable
momentum in recent years among librarians in institutions of higher education,
spurring funds dedicated to support authors who wish to publish in open access
journals, the creation of library-run online open access journals, and open access
mandates for faculty members.
Another core missions of libraries and archives is to protect and preserve data
so that it exists as far into the future as possible. While this concept originally applied
to the physical objects that libraries and archives maintain, this idea was applied
to also include digital objects as institutions began to collect born-digital content
and to digitize its intellectual and cultural resources. In 2000, the United States
Congress selected the Library of Congress to lead the National Digital Information
Infrastructure and Preservation Program in order “to develop a national approach
to digital preservation.”3 In 2001, the American Library Association revised its
preservation policy to recognize the importance of “long-term persistence and
usability of digital content.”4 That same year, the Digital Preservation Coalition
(DPC) was founded to address “the urgent challenges of securing the preservation
of digital resources in the United Kingdom and to work with others internationally
to secure our global digital memory and knowledge base.”5
In reacting to the calls to develop standards and approaches for access to
scholarly works and digital preservation, libraries and archives began to develop
best practices within the discipline. As new standards and best practices were
produced, institutions began to recognize they needed software to solve challenges
diagnosed by the community. In order to address this, institutions began to
collaborate throughout the information science community to develop new
software and improve existing open-source technologies in order to make research
openly available and preserve valuable cultural resources for perpetuity.
The interest in open source technologies by libraries should not come as
a surprise to most. The missions of libraries and open-source software (OSS)
initiatives are very similar. OSS is based on sharing and collaboration, as well as
the free and open exchange of intellectual property. “Open source software is a
public good: Its use is non-rival, and it involves a copyright-based license to keep
private intellectual property claims out of the way of both software innovators
and software adopters—while at the same time preserving a commons of software
code that everyone can access.”6 These values sound familiar to the values of
librarianship as discussed above.
OSS projects attract a community of developers, documenters, testers,
reporters, and users. As the digital preservation and digital assets management
needs of libraries and archives continue to grow and the complexity of these
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needs continue to increase, institutions have recognized that they can more easily
implement and develop new features around OSS by adopting and participating
in community frameworks. A popular African proverb states, “If you want to
go quickly, go alone. If you want to go far, go together.” This idea illustrates that
you can often get more out of an OSS by participating in a community around it
and adopting or developing functionality that is needed universally rather than
building your own architecture to address a few functional requirements. It is
often referenced in open-source communities to illustrate the idea that you can
more efficiently develop what you need by going more slowly and working with
more stakeholders. It has the additional benefit of aiding smaller institutions with
more limited resources to be able to use the knowledge, expertise, and manpower
of a community effort bolstered by larger institutions with more resources. This
reinforces the value of contributing to the public good upheld by both open source
movements and libraries.

Open Access Publishing
“One of the major barriers for scholars and researchers in universities is the lack of
access to the current literature in their subject, much of which may be published
in journals that have high annual subscription rates and so are far too expensive
for many libraries.”7 “Open Access is the free, immediate, online availability of
research articles combined with the rights to use these articles fully in the digital
environment.”8 The first inklings of open access began with the Gutenberg
project in 1971 when Michael Hart began making electronic texts of books freely
available to the public.9 By the 1990s, with the advancement of the internet, open
access became a full-fledged idea and open access journals began appearing as
an alternative to the common practice of sharing scientific research in electronic
mailing lists.10 An example of how much open access has grown since this time
can be seen in the Directory of Open Access Journals (DOAJ). Started in 2003 at
Lund University in Sweden with three hundred open access journals, there are
now ninety-five hundred with more than two million articles covering all areas of
science, technology, medicine, social science, and humanities and spanning one
hundred twenty-nine countries.11
There are several different types of open access which include:
• Green Open Access: the self-archiving of articles in an institutional
or discipline-specific repository. An author can usually submit either a
pre-print, post-print, or publisher’s version of their article based on the
licensing agreement with their publisher. Sometimes the agreement will
also stipulate a delay or embargo on the availability of the self-archived
copy of an article.
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• Gold Open Access: the immediate open access availability of an article
directly through the publisher. This can be done through a fully open
access journal or a hybrid journal. Hybrid journals allow authors to pay a
fee for their article to be published as open access in a subscription-only
journal.12
• Delayed Open Access: the journal makes their content freely available
after a certain amount of time has passed (usually after twelve months), but
charges a subscription fee or access fee for newer content. There is “divisive
acceptance of delayed OA as a valid form of open access.”13
Because these journals primarily publish online content, the costs associated
with publication and distribution are notably lower than those of their print
counterparts. This enables them to make their content freely available by operating
under alternative business models. These are some of the most common business
models adopted by open access publishers:
• Community publishing is more commonly adopted by smaller, niche
areas of research. This model is supported by using volunteers for peerreview, editing, and publication.14
• Advertising sponsorship generally attracts advertising from employers,
conference organizers, and other publishers. Often the revenue from
advertisements is not enough to sustain the journal completely but acts as
a valuable subsidy.15
• Institutional subsidy occurs when an institution formally subsidizes a
university press or publishing entity most often operated by the library.16
• Hard copy sales rely on sales of print versions to libraries as the main
source of revenue.17
• Article processing charges may be collected from authors, their
institutions, or their funding agencies up front. It is one of the more
sustainable models for OA revenue, and some institutions and funders
have allocated dedicated funds for this purpose.18
• Institutional memberships allow institutions to pay a lump sum annually
in advance for articles that their authors will publish that year in their
journal.19
The sustainability of these business models relies on the cost of producing and
distributing open access journals remaining low. Proprietary software solutions
for the publication process are often costly and may place limits on publishers
in terms of number of articles published, number of issues, customizations,
and technical features. This, in turn, can make article processing charges
and institutional memberships more expensive for those who support these
publishers and may not completely fulfill the needs of the journal. This has led
many open access journal publishers to turn to OSS as a low-cost, customizable
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solution. “Both OSS and open access to research represent innovative responses
to the particular restrictions placed on the sharing and exchange of software
code and research publications, respectively, imposed by current intellectual
property economics.”20 Thus, the marriage between these two open initiatives is
only natural.
Over the last two decades, many libraries have become producers rather
than solely consumers of scholarly information. “A growing number of libraries
have become digital publishers, primarily offering free/open access journals
and institutional repositories.”21 Given the sophistication of contemporary open
source e-journal production systems,22 libraries can manage their publications
with less staff and fewer resources than traditional publishers. The in-house
production of these journals on open-source e-journal platforms also allows the
preservation of the open access content to remain in the hands of the library
itself, rather than relying on external vendors who may decide not to migrate
old content or keep accessibility up to modern technological standards. The
other major benefit is that this software is extensible and interoperable, allowing
libraries to customize to their needs and build them to work well with existing
systems infrastructure.

PLoS and Ambra
A notable example of a successful open access publisher operating on an opensource platform is PLoS (Public Library of Science) which runs on Ambra. PLoS
was founded in 2001 by Harold Varmus, Patrick Brown, and Michael Eisen “as an
alternative to the growing constraints of traditional scientific publishing.”23 It relies
on the article-processing charge model and after nearly a decade in operation
became self-sufficient based on this model.24 “Since the launch of PLoS’ first
Open Access journal PLOS Biology in 2003, the organization has introduced six
additional highly regarded peer-reviewed journals, redefined publishing with the
multidisciplinary, rigor-focused journal PLOS ONE, […] and published 165,000+
articles from authors in more than 190 countries.”25 Ambra was developed as an
open-source project to support the publication process for PLoS journals. “It
provides features for post-publication annotation and discussion that allows for
a ‘living’ document around which further scientific discoveries can be made. It
is a high-volume, efficient and economical system for the publication of research
articles in all areas of science. It leverages best practices in developing enterprise
platforms, flexible in that it can store any type of data/content, scalable to support
a large volume of articles and built to minimize downtime.”26 The platform is in
active development and a generic version, which can be customized for non-PLoS
journals, is available for download on GitHub.27
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Open Journal Systems
While PLoS is a successful open access journal publishing model serving the
science community, many university libraries have taken on a similar mission to
serve other disciplines outside of STEM. These institutions have small university
presses which support the peer review, copy editing, and distribution of their
journals. Many of these have turned to an open-source journal management
and publishing software called Open Journal Systems (OJS). “OJS is OSS made
freely available to journals worldwide for the purpose of making open access
publishing a viable option for more journals, as open access can increase a journal’s
readership as well as its contribution to the public good on a global scale.”28 “The
system was first released in 2002 as a research and development initiative of the
Public Knowledge Project at the University of British Columbia, with the support
of the Social Sciences and Humanities Research Council of Canada, Max Bell
Foundation, the Pacific Press Endowment, and the MacArthur Foundation.”29
The features that make OJS an attractive option for open access journal publishers
include local installation and control, editor configured requirements, sections,
review process, online submission and management, a subscription module with
delayed open access options, comprehensive indexing, reading tools for content
based on discipline, email notification and commenting ability for readers,
and complete context-sensitive online support.30 “By using existing university
infrastructure and OSS, an open-access journal can be published for little more
than the time volunteered by the editorial board […]; implementing a system like
OJS can drastically reduce the hours required to manage a scholarly journal.”31 As
of the writing of this chapter (February 2017) there are more than four thousand
active instances of OJS running more than ten thousand journal titles which have
produced over 400,000 articles.32 The ease of use and commitment to open access
has made OJS a reliable alternative option for library publishing units that are
looking to move away from proprietary products for their open access publishing
needs.

Vega
PLoS and OJS are great OSS options for traditional scholarly publications, but
the landscape of scholarly communication is changing. As technology advances,
more scholars are producing work in various multimedia formats which cannot
be accommodated by these platforms. These projects can consist of GIS data,
digital artifacts, data mining, documentaries, animation, code, software, data
visualizations, or a combination of these and more. Creators can write about the
process of creating these works but are unable to publish them in peer-reviewed
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journals in their intended form due to the technical constraints of the current
publishing platforms, but that does not mean the works are less valuable to the
public. While there are multimedia authoring platforms available to scholars,
such as Scalar, they do not offer editorial workflows for publishing peer-reviewed
multimedia scholarship. This is where Vega comes in to solve this dilemma. Vega
is an Andrew W. Mellon Foundation-funded open-source project currently under
development (anticipated release 2018) that aims “to provide publishers and
authors the means to produce high quality academic publications, that makes use
of rich media, source data, video and interactive experiences.”33 It will offer similar
editorial workflow features to OJS, including submission tracking, automated
email communication, user-info databases, and front-end reader interfaces.34
While the platform will not “support publishing content-management systems
such as Omeka or Scalar within [its] publishing system […], [a]uthors can still
use a platform like Scalar, Omeka, or WordPress to build their webtext and then
harvest or convert it for static HTML preservation (a process known as scraping)
and publication through a Vega-run venue. Vega’s source code is licensed under
a generous MIT open-source license, and will be distributed in open repositories
once the code base is ready for release.”35

Open repositories
In addition to the publication of open access journals, libraries and open access
advocates are also operating open repositories. The Directory of Open Access
Repositories (OpenDOAR), which maintains an authoritative list of institutional
and subject-based repositories, currently lists 3,315 open repositories around
the world.36 Of these, 85.4 percent (2,831) are institutional, 9 percent (297)
are disciplinary, 3.2 percent (105) are aggregating, and 2.5 percent (82) are
governmental.37 The most common types of content stored and shared in these
repositories are journal articles, electronic theses and dissertations, books, chapters
and sections, conference and workshop papers, unpublished reports and working
papers, multimedia materials, and datasets, with many repositories containing
multiple types of content.38 These repositories are the backbone of green open
access initiatives in which authors make their work available by self-archiving
their scholarly output. “Since they are formal institutional functions, institutional
repositories are permanent and stable. There is often a commitment to use digital
preservation techniques to ensure the continued availability and usefulness of
the digital materials that they contain.”39 “They may include electronic document
publishing functions, such as e-journal management or conference paper
management systems. They typically utilize free OSS, such as DSpace, EPrints, or
Fedora, but may be externally hosted by vendors”40 for a fee. OpenDOAR currently
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reports that the majority of the open repositories within its directory run on OSS
platforms. The breakdown is 44.4 percent (1,473) using DSpace, 13.6 percent (451)
using EPrints, 8.1 percent (269) using an unknown platform, 4.7 percent (157)
using Digital Commons, a proprietary platform, and the remaining 29.1 percent
(965) using other unspecified software.41 In order to support the mission of open
access and preservation for continued access, libraries have formed communities
around open-source repository software. These communities allow institutions to
build solutions that address these needs that no one institution would be able to
build or sustain on its own.

Fedora
Flexible and Extensible Digital Object Repository Architecture (Fedora) is
a modern, open-source repository platform with native linked data support
designed to store, manage, and preserve digital assets.42 The current version of the
software has many modern features. In addition to being a linked data platform
server and speaking RDF natively, Fedora can store, preserve, and provide access
to any file type and any file size. It is standards-based and highly extensible. This
extensibility allows institutions and communities to select and customize the
underlying architecture to fit their needs. The software also comes with many key
preservation services, including versioning, auditing, and file fixity checking.43
The Fedora project began in the early 1990s as the result of research at
Cornell University. By the late 1990s, the research had evolved and resulted in a
Common Object Request Broker Architecture and software implemented in Java.
This early version of the software included support for a variety of content types,
extensible functionality to support new data types as they emerged, the ability to
combine multiple binary files into one object, and the ability to associate rights
management schemes with these digital objects and its subparts.44 Principally, the
guiding vision of the project was “that interoperability and extensibility is best
achieved by architecting a clean and modular separation of data, interfaces, and
mechanisms.”45
In 1999, the University of Virginia was in search of a new digital library
platform to support large-scale collections in a myriad of content types. This
need stemmed from nearly a decade of building digital collections in a variety of
content types and hosting them on independent websites and software platforms
with little to no interoperability. The university hoped to find a platform that
supported a “wide variety of features, including scalability to handle hundreds of
millions of digital resources, flexibility to handle the ever-expanding list of digital
media formats, and extensibility to facilitate the building of customizable tools
and services that can interoperate with the repository.”46 By finding a platform
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that provided extensible services in which customizable tools could be built, the
institution believed it could build any new features it needed into the future. The
university began by reviewing the available proprietary solutions that existed.
While the shortcomings of vendor-provided solutions were numerous, few, if
any, solutions “attended to the critical issue of interoperability, failing to provide an
open interface to allow sharing services and content with other systems.”47 In the
summer of 1999, the group charged with selecting the platform stumbled across a
paper about Fedora. After reaching out to the group at Cornell, the University of
Virginia team installed the current version of the software, which until that point
had largely been used for research, not in libraries. After successfully experimenting
with the framework and some of its own digital collections, the University of
Virginia reshaped the existing Fedora framework and developed a new prototype.
This prototype provided strong evidence that the Fedora architecture could be
“the foundation for a practical, scalable digital library system.”48 This prototype
also resulted in providing the basis for funding from the Andrew W. Mellon
Foundation to Cornell and Virginia to jointly develop the platform and make it
available as OSS to museums, libraries, and archives.49
In 2007, a $4.9 million grant from the Gordon and Betty Moore Foundation
established Fedora Commons, a non-profit organization to further develop and
promote the Fedora project as an OSS package.50 By this time, more than one
hundred institutions were already using the Fedora platform to manage and build
digital collections. By establishing Fedora Commons as an independent, nonprofit organization, the hope was to expand the Fedora community internationally
and attract more scientific, scholarly, and educational users to openly collaborate
for the continued development of the project.51
Fedora is “designed, developed, and supported by a global community
of stakeholders.”52 While open source, Fedora is also funded by institutional
memberships that support training, outreach, and two full-time staff members:
a technical lead and a product manager. The product manager sets the vision of
the project and serves as a liaison to a variety of groups and stakeholders. The
technical lead provides technical leadership and coordinates community efforts
around the design, development, and infrastructure of the software.
The Fedora project relies on its user base for stewardship and development.
The platform attributes an Apache License, Version 2.0, which grants recipients
extensive rights to modify and redistribute the software.53 The Fedora community
welcomes individuals from its user base to participate in the project as a contributor.
Like other open-source communities, contributors who continuously demonstrate
engagement with the project through quality participation in meetings, listserv
discussions, and documentation and code updates can be nominated to become
committers. Committers in the Fedora community have special rights, including
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the ability to write directly to the code base, nominate new committers, and
vote on code modification and issues related to releases. These committers are
also responsible for monitoring and responding to threads on mailing lists,
attending meetings, reviewing and committing code, and guiding and mentoring
new committers. At the time of this writing, Fedora currently has twelve active
committers from institutions around North America. It also acknowledges dozens
of active contributors from around the globe.54
Historically, it was fashionable to build your own front-end architecture
around Fedora to meet your own defined needs. As the preservation and digital
assets management needs of libraries and archives continue to grow and become
more complex, institutions have recognized that by adopting and participating in
community-built projects built around Fedora that they can more easily implement
it, develop new features, and create standard workflows and content models.

Samvera
Samvera (formerly the Hydra Project) is a community-developed repository
software solution built on top of Fedora Commons and other open-source libraries
to provide a repository solution for users. The current software stack utilizes
several technologies: Fedora Commons as the repository layer for preserving
and managing digital objects; Apache Solr for indexing metadata about these
objects and providing fast access to users; Blacklight, a Ruby on Rails gem for
providing faceted searching, browsing, and custom web views of digital objects;
and HydraHead, a Ruby on Rails gem that provides CRUD (Create, Read, Update,
Delete) operations against the Fedora Commons Layer.55 The Samvera Project
began as an open-source project in 2008 as a joint development project between
Stanford University, the University of Virginia, and the University of Hull, in close
collaboration with the development team behind Fedora.56 It currently operates
under an Apache License, version 2.0, granting developers extensive rights to modify
and redistribute the software.57 The Samvera philosophy aligns with that of many
open-source projects. Specifically, the group recognizes the importance of building
a framework that is extensible, investing time and resources into the community,
encouraging new adopters and developers, ensuring the framework and decisions
that guide it are transparent, and relying on the community to contribute back not
only code, but also documentation, designs, and communication.58
The Samvera framework is being used by institutions to support a wide array
of use cases and applications. In 2013, Gilbert and Mobley published an article
describing why they selected Samvera and Fedora Commons as an open-source
alternative to ContentDM for hosting content for the consortial Lowcountry
Digital Library. The move to leveraging an open-source platform was initiated by
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the way ContentDM defined unique digital objects and its associated cost model.
By leveraging Samvera and Fedora Commons, the authors were able to create a
robust and sustainable platform for growing their digital collections.59 Samvera’s
flexibility and ability to support a wide variety of content types have made it a
popular platform on which to build institutional repositories. The University of
Hull, University of Virginia, Penn State University, and Stanford University all use
the platform to host their institutional repositories and numerous content types,
including electronic theses and dissertations, articles, and data sets. Samvera is also
used by many libraries for traditional digital library needs, such as hosting image
collections. In 2013, Northwestern University went live with a new Samvera-based
repository that hosts more than 115,000 unique images. This repository has many
useful features, including allowing users to build their own collections via drag
and drop, to upload personal images and metadata, and to zoom and rotate their
images.60
Avalon Media System is an open-source solution built on Samvera for creating
and providing online access to digital audio and video collections. Unlike other
streaming media solutions, Avalon was developed specifically to fit the unique
needs and use cases of libraries and archives. The system includes many unique
features, including: the ability to ingest, transcode, describe, and play media
files on various devices and screen sizes; the support of faceted discovery and
captioning in VTT and SRT files; and the ability to integrate with other services,
including authentication services, learning management solutions, and other
streaming services.61 Currently, the platform is being developed in a collaboration
between Indiana University and Northwestern University. The Avalon team has
also received commitments from seven institutions to test and provide feedback
on the platform.62
The popularity of Samvera and the need to structure it to provide common
features needed across institutions led to the creation of Sufia. Sufia is a framework
built on top of Samvera that adds the ability to upload files, create and assign
metadata, generate derivatives, and provide a standard way to create and manage
users and roles within the system. Originally developed at Penn State University,
the Sufia project was derived in order to be able to share a generalization of Penn
State’s Samvera instance, Scholarsphere, to other libraries and archives. Since
it was contributed to the Samvera community in 2012, many new features have
been created and added to the Sufia project via developers from more than thirty
institutions. The popularity of Sufia continues to grow and is currently implemented
at these and other institutions to address many diverse use cases, including digital
assets management and as a framework to create institutional repositories.63
While the Samvera community continues to grow, both in terms of developer
size and total number of implementations, a common criticism has been that the
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framework can be difficult to implement and support at institutions that do not have
the necessary developer time or resources. This notion has led to the development
of Hyku: a polished, turn-key, feature-complete repository service built on top of
the Samvera framework. Previously referred to as “the Hydra-in-a-Box” project
and “Lerna,” Hyku became the official name of this Institute of Museum and
Library Services-funded project in December 2016. Hyku is important because
it is designed to be agnostic to institution size and developer resources and aims
to bring the codebase and community of Samvera to all libraries, museums, and
archives. To do this, Hyku is designed to be easy to install and maintain while also
meeting the needs of the library, museum, and archives community. The first pilot
projects using Hyku are planned for 2017.

Islandora
Islandora is an OSS framework built on Fedora, Drupal, and Apache Solr. Originally
developed by the University of Prince Edward Island’s Robertson Library,
Islandora is designed to help libraries, museums, and archives to collaboratively
manage digital assets and make them discoverable to users.64 As an open source
project, Islandora is released under GNU General Public License.65 As a digital
assets management system, Islandora has many compelling features. Because it
is built on Fedora, Islandora can support any binary file type. In order to be able
to support derivative generation and provide a common user experience across
content models, Islandora uses modules called solution packs. While it currently
relies on metadata serialized as XML, the platform is schema agnostic in terms of
describing the objects in which it contains. By using Solr, Islandora can index this
metadata and create facets for searching.
The Islandora project was first envisioned in 2006 at the University of Prince
Edward Island in Canada. The vision was to create an application that leveraged
the digital assets management features of Fedora and the power of the Drupal
community. In doing this, Drupal would provide an easy mechanism to update
the look and feel of the repository and its modules could provide needed features
without requiring extensive custom development. The Islandora team also
recognized that creating the project as an open source release would provide an
opportunity to create a robust framework and develop strong documentation.66
The Islandora Foundation was created in 2013 as a “federally incorporated,
community-driven soliciting non-profit.”67 The formation of the foundation was
pivotal in growing the community around the platform. The foundation holds
several key roles, including overseeing the maintenance of the codebase and its
documentation, creating and providing access to educational material including
webcasts and training videos, organizing training events, and marketing the
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product at conferences and workshops.68 Similarly to Fedora, the foundation
currently employs a project and community manager and a technical lead.
Islandora is currently installed at more than 150 institutions to solve a variety
of use cases. The Project for Automated Library Systems (PALS), which provides
library technology support for a consortium of nearly sixty libraries, has used
Islandora to address the needs of several of its members. As of 2014, Kent writes
that the platform was being used to host photographs, newspapers, and book-like
objects at PALS institutions.69 The University of Prince Edward Island launched
a new institutional repository service in 2012 to support a new university policy
that encouraged scholars to deposit their research and ensure that the research was
both harvestable and linked in the repository. The features included creating and
linking researchers and departments to scholarly works, providing metrics related
to scholarly objects, enabling researchers to deposit research, and integrating OAIPMH into the software stack.70 Since 2014, the University of Toronto Scarborough
has been using Islandora to create and steward oral histories. Its oral histories
solution pack manages materials and the administrative processes needed to
develop oral histories and provides functionality to describe, transcribe, and
translate audio and video files.71
In order to keep the project moving forward, Islandora developers host a
weekly committers’ call to review new issues and address open tickets. To officially
contribute code to the project, the Islandora Foundation requires developers to
sign Contributor License Agreements (CLAs) in order to protect the foundation as
well as users of the software.72 The community also recognizes the importance of
involving non-developers in sustaining the project. In its biannual release cycles,
the Islandora contributor teams have several roles that require no programming
acumen. These roles include: auditors, who check to ensure that the README
and LICENSE files meet the standards set forth by the community; documenters,
who ensure that the current documentation is accurate and reflects the current
release; and testers, who test the release candidate for bugs and report findings to
the committers.73

DSpace
Like Fedora, DSpace is another popular digital assets management system used
by libraries and archives. DSpace is a turn-key, open-source system designed to
collect, archive, disseminate, and preserve scholarly materials. The software is
created to be binary agnostic and support preservation and open access to text,
images, video, and data sets. Although it can only manage a specific subset of file
types out-of-the-box, like Fedora, DSpace can be extended to manage any binary
file type. With more than one thousand organizations currently using DSpace,
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it is the most popular repository service in the world. In order to maintain this
popularity, DSpace is focused on creating solutions surrounding institutional
repositories and open access, continuing to be turn-key, and relying on extensibility
and integration with complementary services.74
Originally developed as a collaborative effort between MIT Libraries and HP
labs, the DSpace project now relies on growing its active developer community and
harnessing their skills in order to continuously expand and improve its software.75
As an open-source project, the DSpace codebase applies the BSD open-source
license, which allows any organization or institution to use, modify, or integrate
the code into another application.76 According to its website, DSpace currently
has more than one hundred committers around the globe who actively contribute
code and bug fixes,77 and more than one thousand organizations currently use
DSpace for their repository services.78
In March 2000, the Massachusetts Institute of Technology Libraries signed a
co-development contract with Hewlett-Packard in order to build the infrastructure
to store “digitally born, intellectual output of the MIT community and make it
accessible over the long-term to the broadest possible readership.”79 The result of
this activity would lead to the development of what would be known as DSpace. In
order to build the platform, MIT received two substantial awards: a $1.8 million
grant from Hewlett-Packard and a $215,000 grant from the Andrew W. Mellon
Foundation.80 In 2002, MIT launched its digital repository framework under the
name of DSpace. The software was created to “capture, distribute, and preserve the
intellectual output of MIT.”81
While the initial development of the software was the result of a collaboration
between MIT and HP Labs, the project was intended to be open source from its
onset. At its first user group meeting in March 2004, the future governance of the
project was formulated. After a presentation by senior members of the Apache
Foundation on the governance and attributes of their highly successful OSS
community, the DSpace Federation was formed, which set forth the governance
of the project and established how the DSpace Committer Group would operate.82
Today, the DSpace project relies on growing its active developer community and
harnessing their skills in order to continuously expand and improve its software.83
Like other open-source projects, DSpace is built by project contributors. At the
time of this writing, DSpace currently has more than one hundred committers
around the globe who actively contribute code and bug fixes and acknowledges
two hundred ten individual DSpace community members as making at least one
contribution in the form of reporting or fixing a bug, providing a new feature,
or helping write documentation. The DSpace community also acknowledges
twenty-four committers who have autonomous control over the code and act as
the primary support team for the platform.84
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EPrints
Another prominent digital asset management system is EPrints. Unlike DSpace
and Fedora, the EPrints community is more active in Europe. EPrints is an OSS
package for creating institutional repositories that comply with the Open Archives
Initiative Protocol for Metadata Harvesting (OAI-PMH). Since its inception, the
EPrints community has recognized that institutional repositories are the key to
providing open access to scholarly research. Supporting open access continues to
be the driving force behind the development of the platform. The software provides
a mechanism for researchers and institutions to deposit, preserve, and disseminate
scholarly publications. In addition to being OAI-compliant, the software is also
designed to be easily extensible in order to allow users of the software to develop
functionality that meets their needs.85
Released in 2000, EPrints was designed specifically to allow institutions to
support Open Access agendas. A participant at the second Open Archive Initiative
meeting said, “Open Archiving will not get off the ground until the day I can go
to a website, download open-archiving software, then say MAKE ARCHIVE, and
an interoperable, OAI-compliant archive is up and running, ready to be filled.”86
This specific statement served as inspiration and motivation for developers
from the University of Southampton to create EPrints. In just a few months, the
development team created and released a public beta of the EPrints software to
directly address the comments made at the Open Archive Initiative meeting. From
its initial release, the software made it easy for institutions to install and included
out-of-the-box support of OAI-PMH.87
After its public beta period ended, EPrints was released to the public as an
OSS package.88 The software is currently released as OSS under the GNU General
Public License allowing end users to freely run the software, study its source code,
and modify it as needed.89 The source code for EPrints is available on GitHub,90
and packages for several Unix operating systems are maintained and made
available from its website.91 The EPrints software stack utilizes many traditional
open source technologies, making it easy for newcomers to the community to
participate. These technologies include Apache, MySQL, and PERL.92
Starting with version 3.3 of the software, the EPrints Bazaar was released.
Inspired by Apple’s “App Store,” the Bazaar is meant to be a “one-stop shop” for
repository administrators to discover and easily install plugins that extend EPrints’
out-of-the-box functionality. It also serves as a mechanism for developers to easily
contribute new features to the community.93 The EPrints community also strives to
find ways to include non-programmers in the community. To do this, it maintains
a wiki for documentation, working groups, and training materials, and welcomes
participants to contribute new articles and improve existing documentation.94

19 3

194

CHAPTER 12

LOCKSS
While not a digital assets management system like Fedora, DSpace, or EPrints,
LOCKSS, or Lots of Copies Keep Stuff Safe, is an open-source digital preservation
software used by libraries and archives to ensure bit-level preservation in a
distributed network. The LOCKSS community describes LOCKSS as a network
platform that provides libraries and publishers with a low-cost, open-source digital
preservation solution to preserve and provide access to digital content.95 The
technology behind LOCKSS relies on two critical components: a LOCKSS network
and a LOCKSS box. A LOCKSS network is made up of libraries that acquire copies
of important “stuff ” deemed important by other libraries in the network. This
important content is then ingested by LOCKSS boxes in the same network. These
LOCKSS boxes are computers with special software (the LOCKSS daemon) that
ingest prescribed content using a web crawler. The LOCKSS daemon is the only
application that runs on the hardware and is responsible for “ingest, preservation,
dissemination and administration” of digital objects.96 The key feature of these
boxes is that they continuously compare this ingested content with other LOCKSS
boxes within the same LOCKSS network. If errors are found between the same
object on multiple boxes, the LOCKSS box dynamically compares the objects
across the network and repairs the affected copy. The software on the LOCKSS
box also provides an easy method for libraries to be able to manage and select new
content to be ingested into the network.97
In 2000, Reich and Rosenthal first presented their prototype of LOCKSS as
a cheap and easy way to preserve access to scientific journals published on the
web. The initial concept behind LOCKSS was a peer-to-peer inter-cache protocol
that continually ran between library web caches in order to identify missing or
damaged URLs. When a broken URL was identified, an HTTP request was sent
to the original publisher or to another library cache to retrieve a good copy of the
item in question.98 In the following years, LOCKSS continued to grow in terms of
user base and community involvement. By 2004, more than thirty libraries had
volunteered to test LOCKSS as a software to ensure that important cultural assets
were available to future generations. While LOCKSS was originally intended
to protect content from electronic journals, it did not take long for libraries to
discover its usefulness for preserving image collections and websites, as well as
other materials from archival and manuscript collections.
As the popularity of the platform continued to rise and the need for technical
expertise began to increase, the LOCKSS community recognized the importance
of growing an open-source community to continue development of the software.
While the project had always had a small, dedicated team of developers at Stanford
University, the LOCKSS community realized that developing the software at
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a single institution could lead to a single point of failure and decided to recruit
technical contributors from its already established user base from the current
LOCKSS membership.99
The long-term success of LOCKSS can be attributed to its being open source.
OSS promotes both interoperability and open standards. The transparency of the
software’s code base allows developers to understand the code and its behavior,
which, in turn, allows newcomers to contribute to the project. These contributions
have led to long-term sustainability and the continuous growth of the project.
Both the LOCKSS software and the operating system it runs on are open source,
and the community intentionally targets mid-range hardware to reduce costs for
institutions. The LOCKSS community maintains an ISO image of CentOS with all
required packages to get a LOCKSS box up and running along with step-by-step
on its website.100

Conclusion
It is clear that the values shared by libraries and OSS communities make them a
well-suited partnership. The use of open source technologies allows libraries to
build customizable, interoperable, and extensible solutions to fulfill the goals of
open access and preservation. Open access movements in libraries are gaining
momentum and do not appear to be diminishing anytime soon. Systems like OJS
and PLoS’s Ambra have proven to be successful and reliable open journal platforms
allowing libraries to find a sustainable, low-cost solution for libraries to produce
their own journals, while Vega shows a lot of potential for the open publishing
of rich media content not currently possible with traditional journal publishing
platforms. With the strong communities forming around open repository software
like Fedora, Samvera, Islandora, DSpace, and EPrints, librarians are able to ease
their minds about the longevity and access to the materials they manage due to
the intentional focus on interoperability and open standards. These communities
welcome contributions not only from developers, but also documenters, auditors,
testers, and user feedback. The support provided by combining our efforts to create
products which actually meet our needs is invaluable and allows us to go further
together by learning from one another’s mistakes and building on one another’s
successes. The software that has resulted from these efforts helps libraries and
institutions of all sizes because the smaller groups with fewer resources benefit
from the contributions of the larger ones. This strengthens the ability of all libraries
to support the values of access, preservation, and contributing to the greater good
of society through these open movements.
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Literacy, educational attainment, and computer skills are interconnected and
essential for adults to succeed. Public libraries have long provided access to
computers but are also taking an active role in digital literacy. So much of
everyday life—social interaction and workforce, financial and health resources—
are online only, causing adults without digital skills to be left behind. According
to the PIACC survey released in 2013, the US ranks in the bottom half for adult
literacy, numeracy, and problem-solving in the tech-rich environment (digital
problem solving). In Chicago, an estimated 882,000 or 30 percent of adults have
low basic literacy skills.1 We also face issues of digital inclusion and broadband
access: as recently as 2015, about one in five households in the city did not have
internet access at home.2 Our average of 20.94 percent is higher than the national
average of 18.53 percent, with seniors, minority populations, and citizens with
low educational attainment on the wrong side of the divide.3 Lack of skills is just
as serious as lack of access: Pew Research Center in 2016 released data showing
that more than half of adults are “relatively hesitant” on the spectrum of digital
readiness, including 14 percent who are considered unprepared.4 Chicago Public
Library is using its experience and reach in many ways to assist patrons on this
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issue. Founded in 1873, CPL serves this city with seventy-seven branch libraries in
each of our communities, two regional libraries, and a central library, the Harold
Washington Library Center. In 2015, we had nine million visitors, circulated nearly
ten million items, and provided 2.5 million public computer sessions.5 When we
overlay core library values with the reach that we have in the city, we have the
potential to take on these issues in a comprehensive and effective way.
In 2015, Chicago Public Library implemented a new strategic vision, focusing
on five priorities to serve Chicagoans. Our guiding principles—access for all and
serving patrons effectively—have been ongoing and foundational to CPL’s work
throughout its history. The remaining three: nurture learning, support economic
advancement, and strengthen communities, are in response to some of the needs
as outlined above and are newly stated focuses for the system. These priorities
mirror several of ALA’s core values of librarianship, specifically access which is
defined as “all information resources that are provided directly or indirectly by
the library, regardless of tech, format, or methods of delivery, should be readily,
equally, and equitably accessible to all library users,” and education and lifelong
learning, defined as “the creation, maintenance, and enhancement of a learning
society, encouraging its members to work with educators, government officials
and organizations in coalitions to initiate and support comprehensive efforts to
provide lifelong learning services to all.”6
We have implemented two ongoing projects at CPL, Chicago DigitalLearn
and Learning Circles, to further the system’s missions of access for all and to
nurture learning. Both integrate two of ALA’s core values of librarianship, access
and lifelong learning.
In 2015, CPL solidified its commitment to nurturing lifelong learning and
economic advancement by creating an administrative department, Learning and
Economic Advancement, dedicated to coordinating and managing job services,
adult learning, and digital skills. This new department develops and works on
projects, programming, and partnerships to bring adult education, job skills, and
small business information to patrons. The department also focuses on providing
Adult Services staff with training, updated information, and local referral partners
in these areas, since it is vital to maintain a well-trained staff that is able to provide
current, hyper-local, and sensible guidance to patrons in these areas.
Another important aspect of CPL’s staffing scenarios is the CyberNavigator
program., In locations citywide CyberNavigators work solely to assist and teach
patrons computer skills. They staff the public computer areas for their entire
shift and offer one-on-one, hour-long appointments for patrons who sign up, in
addition to answering and guiding those who have less intensive questions or
need assistance. CyberNavigators are available in branches from to five to fifty
sixty hours a week, depending on a number of factors, including computer usage,
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demand, and broadband access in the neighborhood. The top three categories of
assistance for all locations are hardware, job searching, and internet assistance.
The CyberNavigators play an integral part in direct service to our patrons and
allow our library staff to provide more effective customer service for all types of
needs, and not just spend the entire day stationed at the public computers.

Chicago DigitalLearn
What began as an investigation into how our neighborhood branches could
contribute to workforce development across the city developed into Chicago
DigitalLearn (chicago.digitallearn.org). Nearly every branch provided basic
computer assistance almost every day, but there was a need to maintain consistency
and provide a standard tool that was effective in guiding job-seeking adults. This
workforce development project was approached with the belief that more digital
proficiency equals more job opportunities and the understanding that digital
literacy skills would definitely be a key component in the process, but it quickly
became apparent that in most cases it was the biggest barrier to job hunting. For
example, when a patron signs up for a job search site, it becomes an issue if she
does not have an email address to do so, or has multiple email addresses but does
not know the password for any of them. We needed an online tool that would
increase the digital readiness of job seekers. After research and input from both
local and national stakeholders, CPL began to internally test three online tool
options (whittled down from an initial group of five). According to patron, staff,
and CyberNavigator feedback, PLA’s Digital Learn online tool was the best fit.
CPL and PLA then formed a partnership for us to create an even better resource
for our patrons, based on the user experience data gathered. The new Chicago
DigitalLearn was introduced system-wide in 2016, first to CyberNavigators, as
they would be the primary means of introducing the tool to patrons, then to Adult
Librarians, followed by the rest of library staff. Winter 2016/2017 saw a marketing
campaign on CTA trains and buses in an attempt to familiarize Chicagoans with
the computer help that all the branches provide. Additionally, in-library signage
was created to reinforce the public transportation ads and provide visuals for
patrons.
Chicago DigitalLearn came out of CPL’s strategic priority of nurturing learning,
specifically meeting our goal of “designing and offering programs and services
to build digital information literacy and 21st century skills,” which correlates
with ALA’s core value of education and lifelong learning. The educational aspect
is apparent, but there is special emphasis on the lifelong learning aspect of that
value. CyberNavigators dedicate the majority of their time to helping our patrons
with specific tasks: a question about an online job application or other form is
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answered directly, or a patron makes an appointment to set up an email account.
Once that task is completed, the appointment is over. With the introduction of
Chicago DigitalLearn, we made a decision to transition the patron to learn more
complete ideas, by viewing video lessons designed by curriculum experts that are
cumulative and build on the concepts presented in other courses. There is also
the opportunity to practice or take their skills to the next level in each course’s
Additional Resources section. This more holistic learning approach to technology
will lead to a patron’s digital independence.
The project also illustrates ALA’s core values of librarianship, most notably
access. While CPL’s public computers and branches in every community in the city
make sure that our resources are readily and equally available, Chicago DigitalLearn
helps provide more equitable access to our services. In other words, any patron
may head to their local branch and sign up for a session on the public computer
but if she does not know how to use a mouse or successfully search for or navigate
a website, using the public computer may benefit her little, if at all. One of our
aims is to provide the tool to teach basic digital literacy so that our other resources
and services can be effectively utilized. As mentioned, when the project was in its
earliest stages, community organizations and other learning partners were integral
to the tool’s development. The tool is open to anyone anywhere, and all learners
earn dated course completion certificates to prove their progress. Since its release,
we have concentrated on outreach efforts beyond our regular library users—those
that come into the branch or seek help from our CyberNavigators—to those that
maybe involved in other learning opportunities. To reach those already engaged
in English language learning, adult basic education, and high school equivalency
preparation programs, we have been providing introductory presentations, direct
training, and marketing materials to adult education organizations and workforce
organizations with job readiness and training for adults.
Getting the word out to more potential users of Chicago DigitalLearn is not all
that is required—the tool needs to help diverse users in our communities in the first
place. According to Literacy Works,7 the average reading level of a student enrolled
in an educational program (of a Lit Work member agency) is fifth grade.8 The
site and individual courses are at a fourth-grade reading level, which allows lowskilled learners to fully engage with the site. In addition, all lessons and courses are
short (the longest course on the site is twenty-two minutes) and easily repeatable.
The human interaction provided by the CyberNavigator who introduces the tool,
reinforces the concepts, and provides support is invaluable. For an adult with low
levels of basic digital skills, a blended learning environment is non-negotiable.
To expand access and the reach of the tool, it was important for us to provide
this resource in Spanish. According to Pew’s Demographics of Hispanic Internet
Users, Hispanic internet users are more likely to be English dominant (94 percent)
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compared to Spanish dominant (74 percent).9 Throughout the project, it was a
primary concern to have a site that was fully functional in Spanish; other tested
sites had some components in Spanish but not everything. For example, a course
would be in Spanish but the instructions for the site were all in English or vice versa.
We translated the courses and interface into Spanish so that more Chicagoans can
access this tool without a language barrier.
Sign-ups for the site are growing, and as we collect feedback and analyze usage,
we will develop the tool to better answer the needs of users. CyberNavigators
continue to make efforts to integrate the tool into their patron interaction.
Continuing partnerships with community organizations and education partners
will expose more learners to the site. This year will see more courses added to the
site and the further development of more localized, Chicago-specific resources.

Learning Circles
Also in 2015, CPL partnered with Peer 2 Peer University (P2PU) to pilot Learning
Circles, which are facilitated study groups for Massive Open Online Courses
(MOOCs). People come into the library to take free online courses with others,
for ninety minutes a week for a duration of six to eight weeks. Throughout 2015,
staff facilitators and P2PU staff worked to develop parameters to successfully bring
online courses into Chicago’s libraries. Course completion rates were far better for
Learning Circle participants than those who signed up for a course on their own.
Based on the promise shown and the positive feedback that we collected from
learners and facilitators, we began offering Learning Circles as part of our regular
adult programming in 2016. We continue to try to refine the offering in order to
engage more adults in this type of online learning.
The promise of online education, and more specifically MOOCs, was nothing
less than the democratization of education. Anyone anywhere would be able to take
free, high-quality, college-level courses that were formerly only available inside the
walls of quality colleges and universities. The reality is, of course, that the digital
divide, the digital skills gap, and other factors mean that the promise of online
learning is out of reach for many. P2PU’s Learning Circles were inspired by the
mounting evidence that the volume of high-quality online learning opportunities
has not leveled the playing field. Many people who take online courses already
have bachelor’s degrees.10 However, match this with the fact that only 35.6 percent
of Chicagoans have bachelor’s degrees and it’s easy to see the size of the missed
opportunity.11 We conducted extensive surveys with our pilot program learners
and found that 40 percent had never even heard of free online courses before they
came into the library building to take one. An additional 25 percent had heard of
them but never taken one. This is the library’s core value of “access for all” in action.
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CPL wanted to further address this gap by specifically targeting this offering
to adults without an undergraduate degree. As such, courses were selected and
emphasized that would give learners skills they could use professionally or in the
job search. Although that is a limiting condition, it means that we initially selected
classes like Public Speaking, Academic Writing, and HTML/CSS instead of other
classes that might lean more toward learning for learning’s sake, like Art History.
Anecdotally, one of the benefits of this programming has been exposing patrons to
the very idea that MOOCs exist and that they can probably find a course for pretty
much anything they want to learn.
Building on the value of access for all, Learning Circles work toward a digitally
inclusive Chicago with people who may not have the equipment or the online
navigation experience necessary to function in an online course now able to take
part. Just like Chicago DigitalLearn, the human connection provided in a learning
circle is foundational to learning success. The social interaction and peer-to-peer
guidance make the course accessible, particularly for someone who has never take
an online course before. Basically, on a neighborhood level, people are finding the
resources, tools, and social support to make the promise of online education work
for them. A new way to learn opens to patrons, and the hope is that some of them
will see an educational path emerge.
From the librarian’s professional perspective, Learning Circles are also a great
way to engage more deeply with patrons or reach an entirely new audience. It
provides each branch with an opportunity to prove its commitment to nurturing
lifelong learning. In the latest facilitator training, when asked why they wanted to
offer this learning opportunity to their patrons, librarians’ responses support this
belief perfectly. Responses included “to reach people who would not be aware of
or able to take the course otherwise,” “equitable access to education- providing
the opportunity for all,” and “to educate, inform and provide access to those that
would not have an opportunity without CPL.”12
Librarians volunteer to facilitate and hold Learning Circles in their branch. A
list of potential courses is presented and, based on specific neighborhood needs or
demonstrated interests, the librarian picks one to offer. Choosing a specific course
for a specific branch means that system-wide we are able to tailor offerings on a
very local level, and we don’t have to try anything that our neighborhood staff does
not think is a good fit for the patrons in their specific neighborhood. The role of
a facilitator is not the role of a teacher, which is a point that we stress to librarians
interested in facilitating: they are not teachers and do not have to be subject
experts. In turn, our facilitators stress that same fact to learners in the Learning
Circle’s first few meetings, so that the democratic group dynamic can take hold.
Before each session of Learning Circles (we maximize outreach and marketing
efforts by offering Learning Circles in sessions—meaning that we publicize them
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all together and that most circles start and end within about a month of each other),
facilitators come to a training session which so far have lasted anywhere from a
single three-hour session to two three-hour sessions. In these training sessions,
librarians are introduced to the concepts and theories behind Learning Circles,
explore their online learning environment, and share ideas on best practices for
running a Learning Circle week to week. This professional development helps
build the internal culture of nurturing learning and providing our patrons with
opportunities to be educated. So far, CPL has seen the majority of facilitators return
to facilitate another circle, and some of our facilitators offer a course every session.
Our goal for the next two years is to be able to add more facilitators, and thus more
branches, into the program, so that more patrons in more neighborhoods can have
the opportunity to participate.
The open access system and materials from P2PU make it possible for us
to offer this program to nurture adult learning. These materials are available
to anyone, anywhere, and libraries from Kansas City to Papua New Guinea are
participating.13 For a busy librarian, ease of facilitation is one of the most important
aspects of being able to consistently offer this type of program, and here the P2PU
support tools shine. Each facilitator has access to a dashboard that allows the
program to work as easily and quickly as possible. The dashboard automatically
sends reminder emails to participants about each weekly upcoming meeting and
allows facilitators to personalize group emails (or text messages for those without
email addresses) that summarize each meeting, enforcing the supportive and
social framework that wraps the MOOC. Communication is streamlined, and
facilitators can log into one place to manage the program so that it fits more easily
into their workload.
To sign up for a Learning Circle, learners are asked a handful of simple
questions to gauge their digital literacy skills. Depending on the answers to those
questions, which are displayed in the dashboard described above, facilitators have
the option to send a potential learner to Chicago DigitalLearn and the branch’s
CyberNavigator to try to build their computer skills. Because these are online
classes, it’s important for each group as a whole to have a baseline of relative
ease using a computer. One of our aims is to transition adults with little (or no)
prior experience into adults who can function and fully participate in an online
environment. However, there have been times that our librarians have had truly
committed learners who have stayed in courses like public speaking or fiction
writing with lower skills than may have been preferable. It’s up to each individual
facilitator to make the decision, but many times, CPL librarians have shown their
dedication to the values of education and access by finding workarounds or giving
these patrons extra attention.

2 13

214

CHAPTER 13

Conclusion
Chicago Public Library’s approach to digital inclusion and literacy is two-pronged.
First, Chicago DigitalLearn assists learners who lack basic computer skills in
obtaining them, so that they can more fully participate in basic tasks such as
email communication and job searches. And beyond job search skills, we believe
that a higher level of digital proficiency leads to higher competitiveness in the
job market. CPL employs Learning Circles as a method for including adults who
may have computer skills but have so far been largely left out of online learning.
These patrons are introduced to the world of MOOCs and have the opportunity to
participate fully in more educational opportunities.
These adult learning programs illustrate CPL’s dedication to access and
education and lifelong learning. We provide our patrons with these learning
opportunities to make sure the educational possibilities of the online world are
equitably accessible and within reach of more Chicagoans, and we seek to provide
a full circle of digital education and online learning for adults. It is our hope that a
patron may work her way through the Chicago DigitalLearn site, become digitally
proficient, and then gain further digital skills, in addition to the educational value
of the course content, in a Learning Circle. These services grow from ALA’s core
values of librarianship and make a difference in the lives of our adult patrons.
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Protecting User Rights in
the Digital Realm
Jacob Hoffman-Andrews*
Senior Staff Technologist
Electronic Frontier Foundation

Librarians have long understood that to provide access to knowledge, it is crucial
to protect user privacy. Libraries can provide material that is deeply unpopular. As
a result, school administrations and governments sometimes try to ban books and
censor web pages.1 Librarians see it as their duty to preserve access to information,
especially censored information. In the United States, this defense of expression
is an integral part of our First Amendment rights—rights which the Electronic
Frontier Foundation (EFF) stands with the library community to defend. New
technologies can bring new threats to some of the American Library Association’s
Core Values of Librarianship: access, privacy, democracy, preservation, and
intellectual freedom. These threats require new tactics if we are to defend our core
values. One such tactic is using HTTPS to secure users’ web browsing.
Access isn’t just about having material on the shelves. If information is
perceived as “dangerous,” library users may avoid seeking it out for fear that
authorities will use their records against them. This is why librarians have fought
long and hard for their users’ privacy. For instance, in 2005, librarians George
Christian, Barbara Bailey, Peter Chase, and Janet Nocek received an FBI demand
*This work is licensed under a Creative Commons Attribution-ShareAlike 4.0
License, CC BY-SA (https://creativecommons.org/licenses/by-sa/4.0/).
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for information on who used library computers and when. This demand, made
under the cloak of a National Security Letter (NSL), came with an unconstitutional
gag provision.2 The “Connecticut Four,” as they came to be called, were barred
from speaking to anyone about the fact that the government was nosing into what
library users said and read on the internet. However, they persisted and took their
case to court. Eventually, they won a partial victory: their case was unsealed and
they were made free to speak publicly about the dangers of unchecked surveillance
and curbs on speech.
EFF has twice pushed back on NSL gags on behalf of another library, the
Internet Archive. In response, the FBI lifted the gags and, in the more recent
instance, acknowledged that it provided inaccurate information to the Internet
Archive about challenging the gag.3 Meanwhile, on behalf of hosting provider
Cloudflare and cellular provider CREDO Mobile, we’ve spent years litigating a
First Amendment challenge to the NSL law as a whole.4 We’ve won some victories
along the way that led to amendments to the law, but we still have a work to do in
the fight against NSLs. Our goal is to strike down these blanket gag orders in all
cases so that libraries and other providers can’t be barred from informing users
about government requests in anything but the exceptional case.
Many libraries fight against surveillance without ever showing up in court,
simply by choosing to limit the records they keep to the bare minimum. For instance,
it’s now common to delete records of materials checked out as soon as they are
returned, and the ALA has resolved that “the collection of personally identifiable
information should only be a matter of routine or policy when necessary for the
fulfillment of the mission of the library.”5 There has never been a need to log library
users’ internet activity, and today, with surveillance intruding more and more into
the library realm, a librarian that retains such logs unnecessarily is flouting the
ALA core value of confidentiality.
However, simply protecting user records is no longer enough. Library users
frequently access catalogs and other services over the internet. We have learned,
through the actions of leakers, that the NSA is hoovering up and retaining
massive amounts of internet traffic. That means that before a user even checks
out a book, their search for that book in an online catalog may already have been
recorded. And the NSA is not the only threat: abusive network users can intercept
unencrypted queries and login data merely by virtue of being on the same network
as their target.

HTTPS
Fortunately, there is a solution to this problem, and it’s getting easier to deploy
every day. HTTPS, the secure version of HTTP, encrypts all traffic between a web
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browser and a server. The conventional wisdom of the 1990s was that HTTPS was
only necessary to protect credit card numbers and passwords. But that opinion
has changed for two reasons: first, it’s become clear that internet spies are often
interested in non-financial information, and second, improved algorithms and
processing speeds have made HTTPS dramatically cheaper. For instance, when
Google moved their services to HTTPS, they reported that it only increased the
load on their servers by 1 percent.6
For website owners, adopting HTTPS used to require obtaining a costly digital
certificate. However, since 2015 web administrators can get such a certificate for
free from a non-profit organization, Let’s Encrypt (letsencrypt.org), dedicated to
making it cheaper and easier to use HTTPS. Now is the time for librarians to take
full advantage of HTTPS. With its security advantages and increasingly low-cost
implementation, HTTPS can support and protect users in several ways.
Some libraries use HTTPS on a tiny part of their website: the login form to
access records and request books. However, this is not sufficient. Security research
has demonstrated that it’s impossible to secure only one part of a website.7 Instead,
libraries should ensure that every part of their sites, from the front page to the
catalog, uses HTTPS at all times. In other words, if someone types “www.examplelibrary.org” into their browser, when the page finishes loading, the browser should
display “https://www.example-library.org/” in the URL bar. Under the hood, the
website should be permanently redirecting visitors from non-secure HTTP to
secure HTTPS. Sites should also set the HTTP Strict-Transport-Security header
(HSTS for short), which ensures returning visitors always get the secure version of
the site, even in the face of network interference.

Privacy Extensions for Browsers
EFF offers a browser extension, HTTPS Everywhere (eff.org/https-everywhere),
which helps people use the secure version of websites whenever possible. Many
websites use HTTPS for some tiny part of their site, but not the whole thing.
With contributions from communities all over the world, we curate a list of such
websites and the browser extension upgrades them from HTTP to HTTPS when
users visit them.
We recommend HTTPS Everywhere for library computers so that snoops
cannot intercept users’ queries to external web sites. However, it has another
valuable use: librarians can add their own library’s site to the list! This is helpful for
sites that already have partial HTTPS support but aren’t yet HTTPS-only. In the
longer term, of course, it’s important to convert library websites to HTTPS-only to
support users without the extension.
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DRM and HTTPS e-books
Digital Rights Management (DRM) constitutes a set of electronic locks placed on
books, movies, and music to let publishers control how people interact with them.
For instance, DRM technology often restricts what type of device users can read
an e-book on, what e-reader software they use, or how many users can read a given
e-book before it self-destructs. DRM conflicts with the ALA core values of access,
privacy, and preservation, and we must do everything we can to fight it.
Publisher demands for DRM mean that most libraries can offer e-books
only through a tiny handful of providers. These providers don’t always value user
privacy. For instance, in 2014 Adobe Digital Editions, a popular e-book reader,
was found to scan a user’s entire hard drive and upload unauthorized information
to Adobe’s servers.8,9
Every librarian should demand that every e-book provider offer a log retention
policy that is at least as privacy-preserving as their library’s own policy; providers
should not retain data beyond the minimum necessary to provide service. And
all e-book and other media should be provided using HTTPS encryption, with
annual audits to ensure both are in working order.
Similarly, DRM locks mean that e-book providers, not users or libraries,
decide how materials may be accessed and preserved. For instance, in 2009,
Amazon chose to remove text-to-speech functionality from its Kindle e-reader,
eliminating an important access method for print-disabled users.10 Also in 2009,
Amazon remotely deleted copies of 1984 and Animal Farm that customers had
bought and downloaded onto their Kindle devices.11 Because DRM allows software
makers to delete or restrict the use of materials, it takes all control of preservation
out of the hands of librarians.

Intellectual Freedom
The core value of intellectual freedom is especially vital in the digital realm. While
the internet makes a vast amount of material available, it is also frequently subject
to censorship. HTTPS plays an important role in improving access: it makes
piecemeal censorship much harder because encryption prevents censorship
software from observing which specific page a user is visiting. For instance, in
2015, the Russian government wanted to block a specific Wikipedia page. Faced
with Wikipedia’s HTTPS encryption, their only option was to block the entire
site. But faced with mounting opposition from the country’s internet users,
they quickly rolled back the block.12 Similarly, in 2013, the Chinese government
blocked GitHub, a popular code-sharing site.13 While the government never gave
a reason for the block, it was most likely aimed only at a few specific pages. They
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soon lifted the block, judging that allowing access to GitHub’s many other pages
was more important than preventing access to the handful of objectionable pages.
Researchers in 2017 said of Wikipedia, “our research suggests that on balance,
there is less censorship happening now than before the transition to HTTPS-only
content delivery in June 2015.”14
Some libraries may be required to apply filtering to their computers, in conflict
with the ALA core value of intellectual freedom. The Children’s Internet Protection
Act (CIPA) is commonly behind such filtering requirements but it is often interpreted
more broadly than necessary. For instance, CIPA only applies to libraries that accept
federal funding and only requires blocking images, not entire sites. It also doesn’t
require censoring wireless access, only a library’s own computers.
Unfortunately, off-the-shelf filtering software is often over-aggressive,
censoring pages that aren’t even within the intended area of filtering. Intellectual
freedom demands that, if filtering is required, we keep that filtering to the narrowest
possible interpretation. That means checking periodically that the filter settings
match policy, and regularly checking that the software isn’t including sites that it
shouldn’t. Past failures have included blocking access to LGBTQ informational
websites, websites for art museums, information about teen smoking, Second
Amendment advocacy sites, and sites about role-playing games.15 Pressure
from the library community to remove over-broad filters is key to keeping filter
manufacturers honest. It is especially vital for libraries to provide that pressure
since many vulnerable or underserved users rely on their local library as their only
source of internet access.
At a technical level, some filtering software intercepts HTTPS, which can
cause serious security problems by turning an otherwise secure connection into a
non-secure one.16 Filtering software that runs as a browser extension is generally
safer than filtering software that intercepts HTTPS, but avoiding filtering software,
where possible, is generally the best way to support user privacy and intellectual
freedom.

Open Wireless
Open wireless, already common at libraries, is the best and easiest way to provide
internet access to a community and exemplifies the ALA core value of access. For
many users, library wireless is a lifeline to the internet, which may be monitored
or unavailable to them at home.
However, some library networks use “captive portals” to display a start page to
network users. A captive portal is software or hardware that allows users to join a
wireless network but prevents them from reaching the internet until they perform
some action, like clicking an “I agree to terms of service” button.17
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Captive portals cause a number of problems, especially for HTTPS websites.
Because captive portals have to intercept web traffic, they trigger browsers’
“untrusted connection” warnings about fake certificates. At best, this is a confusing
hassle for people using the network. At worst, it trains library users to ignore
browser warnings.
One of the most common uses for captive portals is to display a terms of service
page, but that is not the only way to provide an access policy. The Open Wireless
Movement, which EFF is a part of, provides a shared and simple access policy that
network operators can use simply by offering a network named “openwireless.org.”
Even if a library doesn’t choose to adopt the Open Wireless access policy, it’s still a
good idea to avoid captive portal software in favor of posting the access policy in
the library itself. This makes it both easier and safer to use the network.

Conclusion
Libraries have a crucial role in preserving access to information. That role is not
changing, but the challenges of preserving that access are constantly changing.
New services combined with widespread internet spying mean that librarians
need to be savvy about the new threats to their users’ privacy and take steps to
maintain that privacy, whether users are reserving books from home or browsing
the internet at the library. It will take a lot of work, but with the combined skills
and ideals of the library community, technology community, and the civil rights
community, we are up to the task.
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Not All Information Wants
to be Free:
The Case Study of On Our Backs
Tara Robertson*
Introduction
“Information wants to be free” is one of those slogans that I see on t-shirts and tote bags
at library conferences. Generally, librarians advocate for open access to information.
In this chapter, I will look at the digitization of On Our Backs (OOB), a lesbian
porn magazine that ran from 1984–2004, as a case study of where digitization and
publishing this content online is inappropriate. First, I will locate myself and explain
why I’ve been critical of Reveal Digital putting OOB online. Second, I will examine
why it was problematic for Reveal Digital to put OOB online and will also look at why
the reasons they gave for temporarily removing OOB were also problematic. Third,
I’ll look at some of the copyright issues associated with digitizing this collection
and I will argue that we need to go beyond just looking at copyright. I’ll conclude
with a survey discussion of some other digitization projects that are approaching
tricky ethical issues from a nuanced and thoughtful perspective and describe best
practices, including having clear contact information, using appropriate technology,
and working with communities from a community development perspective.
*This work is licensed under a Creative Commons Attribution 4.0 License, CC BY
(https://creativecommons.org/licenses/by/4.0/).
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Locating Myself
I am a queer, mixed-race systems librarian who works in accessibility. I am a
feminist. Also, I am a former sex worker. I have first-hand experience of what
it’s like to have content about myself online that I didn’t consent to. In my case,
it was a newspaper article that appeared in the Montreal Gazette that identified
me as a sex worker and a librarian.1 Earlier in my career, I was terrified that in a
job search process a potential employer might find this out about me. We live in a
judgemental society where there are many negative stereotypes about sex workers.
I was worried that this would undermine my professional reputation as a librarian.
I was especially worried that this would undermine my reputation among my
library technology peers.
Coming out as a former sex worker is one of the scariest things I’ve done
in my career and, thankfully, I’ve only experienced support from colleagues. By
coming out, I turned this potentially theoretical conversation about ethics into an
honest and messy conversation. This conversation is about how we do good work
in and with our communities. As a librarian, I have the privilege to speak from
within our institutions. I choose to use that privilege to engage other librarians to
consider the lives and perspectives of other queer sex workers.

Problems with OOB Online
In March 2016, I learned that Reveal Digital digitized OOB. It was online for
several years before I learned about it. For a brief moment, I was excited that I
could easily access porn that was nostalgic for me. That feeling quickly evaporated.
I remembered friends who appeared in this magazine before the internet existed.
I worried that this kind of exposure could be personally or professionally harmful
for them.
Later that month, I spoke to Peggy Glahn, Project Director for Reveal Digital,
about my concerns about this project. First, I was concerned about the privacy
of people who appeared in this magazine. Second, while I imagined that Reveal
Digital had copyright permissions to digitize this magazine, I was concerned that
they didn’t have consent from the people who appeared in the magazine. Third,
I was troubled that there was no clear takedown policy or contact information if
someone wanted to request that photos of them be removed. Fourth, I requested
that they take down the collection until they had obtained consent from all the
models and consulted with the communities that are impacted by this project.
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Privacy and consent
I contacted a few people who appeared in OOB to ask how they felt about this
content being available online. One person said she didn’t consent to having her
photos in the print magazine and definitely did not consent to having them online.
In an email to me dated July 14, 2016, she wrote:
I actually never consented to have my photoshoot published
in OOB in print, in 2002. My ex and I were in a photoshoot
specifically for a photographer’s book on kink in 1993—before
the first web browser was released!—and signed a model
contract for limited use. So 9 years later, I felt fairly fucked over
to discover this shoot in OOB—with our real names on the
cover—after it had already been out for over a month.2
This person works in the tech industry and, as a queer woman, has to work
harder than her straight, male peers to be taken seriously as an expert in her field.
She’s worried that if this is digitized with her name on the cover, it’ll impact what
is searchable under her name.
Another woman who appeared in OOB described her decision-making
process and how she felt when she learned that OOB was being digitized and made
available online:
From the first discussion with the editors, I knew I had to weigh
what appearing in the magazine might cost me in my work and
community life. But at the time, I felt that the magazine had a
small print run, and was sold in queer spaces to queer audiences.
When I realized the distribution was broader, I requested that
my name not be added to metadata, and tried to do my best to
protect myself. The editors respected my request and even had
the UK distributor edit their tags and metadata for me.
When I heard all the issues of the magazine are being digitized,
my heart sank. I meant this work to be for my community
and now I am being objectified in a way that I have no control
over. People can cut up my body and make it a collage. My
professional and public life can be high jacked. These are uses I
never intended and I still don’t want.3
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Writer and poet Amber Dawn described her process around deciding where
it was safe and smart for her to make porn:
In 2005, I co-edited a queer erotica anthology titled With a
Rough Tongue: Femmes Write Porn. The collection marked many
things for me, the most significant of which was my coming out
as a queer, femme sex worker and survivor within published
writing. I was motivated by the growing number of mentors and
peers who had spoken up before me, and also by the much larger
number of sex workers and survivors I knew who did not have
the privilege or ability to speak up. The evolving sex-positive
and social justice values of the mid-2000s did not protect me
from fear and stigma I faced coming out. Backlash, I discovered,
was very real consequence. I quickly learned importance of
making strategic and self-caring choices about where to use my
voice and body. Some early decisions I made for myself, which I
continue to model to this day, were:
1.

To only speak, publish or showcase body art in forums
where I can directly speak to and negotiate with the editor
or curator.

2.

To only speak, publish or showcase body art in forums where
I understand the intended audience to be communities that
share similar sex-positive and social justice values.

3.

To only speak, publish or showcase body art where I have
the ability to directly connect with audiences and foster
future respectful dialogue.4

Amber Dawn described how OOB being made available online changed the
conditions under which she decided to model in OOB and is a form of institutional
violence:
On Our Backs was a forum that I chose, one that allowed me to
adhere to all of the above three. I appeared in OOB’s 2005 year,
soon after the release of With a Rough Tongue.
Years later, the digitization of On Our Backs strips me of all three.
What was once a dignified choice now feels like a violation of my
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body, my voice and my right to choose. In no small way is the
digitization a perpetuation of how sex workers, survivors and
queer bodies have been historically and pervasively co-opted.
How larger, often institutional, forces have made decisions
without consulting us or considering our personal well-being.5
In our conversation, Glahn spoke about a need to balance the interests of
people accessing this collection and the individual’s right to privacy. The phrase
“balance of interests” suggests that researchers and librarians who want access to
this collection are standing on even ground with people who could face negative
personal and professional consequences from this content being made available.

Community consultation
As this is porn from the lesbian community in the 1980s and ’90s, it is important
that these people are consulted about their wishes and desires. Like most
communities, the lesbian and queer women’s communities are not homogenous
and will not share a single viewpoint. It’s also important that consultation centre
around the voices of the queer women whose asses are literally on the page.

Request for collection to be taken down
I was really disappointed but not surprised to hear that Reveal Digital would
not take down this entire collection. Most of the OOB run was published before
the internet existed. Consenting to a porn shoot that would be in a limited-run
queer print magazine is a different thing to consenting to have your porn shoot be
available online. “The Zine Librarians’ Code of Ethics” states “whenever possible,
it is important to give creators the right of refusal if they do not wish their work
to be highly visible.”6 Though unconventional and not the view of copyright law, I
view the models as co-creators in porn content as they are an important part of the
work and not simply passive subjects.
Glahn explained there isn’t a formal takedown policy. She explained that it
was up to a model who wanted their images removed to figure out the identity
of the rights holder, find their contact information, and contact them with the
request. Only then would Reveal Digital consider a takedown request. Even for
librarians, it’s sometimes tricky to track down the copyright holder of a magazine
that’s not being published anymore. By being stewards of this digital content, I
believe that Reveal Digital has an ethical obligation to make this process clearer.
Shortly after we talked, Glahn informed me that they had received a takedown
request and would be redacting some content. She also said that they’ll be posting
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their takedown policy and process on their website but that there are technical
challenges with their digital collections platform. I’m puzzled by this reason. I’m
not sure why a simple HTML page with the takedown policy, procedures, and
contact information could not be linked to this collection. Until they get this
information up, people can email them with takedown requests. Reveal Digital
will “assess each request on a case-by-case basis.”
Glahn mentioned that Reveal Digital had consulted the community and made
the decision to leave this collection online. I asked who the community was in this
case and she answered that the community was the libraries who are funding this
initiative. This is an overly narrow definition of community, which is essentially
the “fiscal stakeholders.”7

Reasons for Temporary Takedown: Some Issues
On August 24, 2016, Reveal Digital announced that they were temporarily
removing access to the OOB content.8 The three reasons they gave were: concerns
about minors’ access to pornography, general privacy concerns, and the need to
consult with community.

Porn
Reveal Digital listed “minors accessing sexually explicit content” as the first reason
for the temporary removal of this collection. This genuinely confuses me. I can
understand that this might be a liability issue, but it’s not difficult to find porn on
the internet, especially porn that is more explicit and hardcore than the images in
OOB. Reveal Digital describes OOB as filling “an important hole in the feminist
digital canon and is an essential artifact of the ‘feminist sex wars,’”9 so for me,
concern about access by minors is an unexpected reason.

Privacy
I was really happy to read how Reveal Digital articulates the importance of
contributor privacy:
On the more complex issue of contributor privacy, Reveal
Digital has come to share the concerns expressed by a few
contributors and others around the digitization of OOB and the
potential impact it might have on contributor privacy. While
we feel that OOB carries an important voice that should be
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preserved and studied, we also feel that the privacy wishes of
individual contributors should have an opportunity to be voiced
and honoured.10
I believe the above statement shows that they really heard and understood the
concerns that many of the contributors and I had regarding privacy and consent.

Community consultation
Placing access ahead of contributor privacy issues reflects Reveal Digital’s priorities.
I’m glad that Reveal Digital has broadened their idea of community consultation
from financial stakeholders to include publishers, contributors, libraries, archives,
researchers, and others; however, I’m still worried about whose voices will be
centered in these discussions.
When discussing this with librarians, many of them mentioned that with
consultation processes there’s a need to balance interests. If we reject that libraries
are neutral, we need to acknowledge that balanced consultations are not neutral,
too. Contributors, especially models, could have their personal and professional
lives damaged by this. Researchers seek to gain prestige, grants, tenure, and
promotion from access to this collection and don’t stand to lose much, if anything.
Different communities have a different stake in these decisions. Also, these
groups aren’t homogeneous—it’s likely that some contributors will want this
content online, some will be OK with some parts, and others will not want any
of this content to be published online. I hope that centering contributor voices is
something that Reveal Digital will build into their consultation plan.

Copyright
The copyright issues in this case are not straightforward. How do you determine
the copyright holder for various content? Why would you use a Creative Commons
license for artistic content? What does the Greenberg v. National Geographic
Society ruling mean in this case?

Determining the copyright holder
In this case, it’s tricky to determine who owns copyright for this content. For photos,
the photographer would have held copyright, not the models. The photographer
would have then either handed over copyright to the magazine, signed over
copyright for a specified time period, or agreed to have them published and
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retained copyright. OOB doesn’t exist anymore, so it takes some sleuthing to track
down who now owns the rights for each bit of content in each issue. I visited the
Rare Book and Manuscripts Collection at Cornell University to sift through Susie
Bright’s papers. Susie Bright is a sex-positive feminist who cofounded and edited
OOB from 1984–1991. I found copies of agreements that confirmed that there were
contributor agreements for one-time rights only, for first-time North American
serial rights, or for a period of one year from a specific date. This demonstrates
that the original contributors had made clear decisions on which rights they were
willing to sign over. Signing over rights for a limited amount of time or for limited
publication is very different from publishing content on the internet.

Creative Commons license is inappropriate
When Reveal Digital initially put up the OOB collection, they licensed it under
a Creative Commons attribution (CC-BY) license. This is a permissive license
that allows people to “copy and redistribute the material in any medium or
format… remix, transform, and build upon the material for any purpose, even
commercially”11 as long as one gives credit to the rights holder, provides a link
to the license, and identifies if any changes were made from the original. This
license allows feminist porn to be remixed in ways that appropriate the content
and demean women. It also allows for this content to be repackaged in any format
and sold, as long as credit is given and a link to the license is provided.

Greenberg v. National Geographic Society
According to Reveal Digital, the Greenberg v. National Geographic Society ruling
says gives them “the legal right to create a faithful digital reproduction of the
publication, without the need to obtain permissions from individual contributors.”
I understand this to mean that if Reveal Digital digitizes the entire run of OOB
without making any changes, it doesn’t matter that contributor agreements
have limitations. Even if this is legal, it is not ethical. I’m concerned that citing
Greenberg v. National Geographic Society foreshadows that they are going to
disregard contributor agreements and individual models’ objections and put the
whole collection online.
Librarians have traditionally only been concerned with copyright issues. I
believe that for ethical digitization of culturally sensitive material, we have a duty
to go beyond the legal framework of copyright and to consider consent, privacy,
and each community’s access protocols.
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Best Practices for Ethical Digitization
There are four things that people who are digitizing culturally sensitive materials
can do to try and make their projects more ethical and appropriate. First, a
standard librarian technique is to do an environmental scan and learn from what
other people have done. Several digitization projects that have handled culturally
sensitive materials have put out reports detailing some of their ethical concerns and
processes. Second, it is important to have clear contact information posted so that
people know whom they can talk to if they have concerns or more information.
Third, use technology built by projects that are thinking thoughtfully and deeply
about values and ethics. Fourth, librarians need to develop skills in working with
communities to determine what should be digitized and what kind of access is
appropriate.

Learn from other digitization projects
This isn’t the first digitization process that has needed community consultation.
We can learn from New Zealand Electronic Text Centre’s thoughtful paper
outlining the consultation process and project outcomes of how they to digitized
the historic text, Moko; or Maori tattooing. This is an important text written by
Horatio Gordon Robley and published by Chapman and Hall in London in 1896.
This book included illustrations and photos of mokomakai, or preserved human
heads. This report describes their community consultation process that included
academics, librarians and curators, and Māori communities. Instead of viewing
the digital access as all or nothing, they saw a range of six different options and
“decided to present the text with all associated images except those depicting
mokamokai or human remains.”12 Respect and consent were the main reasons
given for this decision:
Although it was felt that there were good arguments for
presenting “Moko; or Maori Tattooing” in its entirety, namely to
retain the integrity of the book in the interests of scholarship, it
was also felt that by making the mokamokai depictions available
without express permission of the descendent whānau of those
tupuna whose remains appeared in those images would be
disrespectful.13
In 2013, the British Library announced plans to put the entire
run of Spare Rib, a second wave feminist magazine that was
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published from 1972–1993, online.14 The National Library
in the UK shared their process and lessons learned from this
project.15 Spare Rib was published by a collective; therefore, it
did not generally use individual contributor contracts. When
they started in 2013, British Copyright Law would have required
the British Library to track down each of the 4,558 contributors
to obtain permission to digitize and publish their work online.
The British Library hired a Licensing & Copyright Assurance
Manager to track down as many of the 4,558 contributors as
possible and get them to agree to have their work put online
under a CC-BY license, which they believed would allow the
work to be used as broadly as possible. In a comment posted
on December 14, 2013 to The Guardian’s article titled “Spare
Rib contributors sought so editions can be digitised and saved,”
Gillian Spraggs, a contributor to Spare Rib, voiced her concerns
that a CC-BY license was inappropriate, as content from this
feminist project could be twisted by “anyone with anti-feminist
and/or anti-lesbian views will be able to take this historic
material, all those articles, letters, cartoons, photographs, and
twist and disfigure them in ways that suit their own hate-filled
agenda.”16
During this process, UK copyright laws changed and the Certain Permitted
Uses of Orphan Works Legislation that became law in 2015 allowed the British
Library to “digitise and make available online in-copyright works upon completion
of diligent search.”17 According to the project website, approximately one thousand
contributors, or 20 percent of the content, has been redacted.18
Written in 2015, “The Zine Librarians Code of Ethics” is one of the best
discussions of the ethical issues of libraries providing access to non-traditional
materials, including zines. There are two ideas that are relevant to my concerns are
about consent and balancing interests between access to the collection and respect
for individuals. First, zines are often highly personal, and some authors might find
the wider exposure exciting but others might find it unwelcome:
For example, a zinester who wrote about questioning their
sexuality as a young person in a zine distributed to their friends
may object to having that material available to patrons in a
library, or a particular zinester, as a countercultural creator,
may object to having their zine in a government or academic
institution.19
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Second, “The Zine Librarians Code of Ethics” does a great job of articulating
the tension that sometimes exists between making content available and the safety
and privacy of the content creators:
Librarians and archivists should consider that making zines
discoverable on the Web or in local catalogs and databases could
have impacts on creators—anything from mild embarrassment
to the divulging of dangerous personal information.” Zine
librarians/archivists should strive to make zines as discoverable
as possible, while also respecting the safety and privacy of their
creators.20
These are important considerations when working with collections beyond
just zines.

Post Clear Contact Information
It can be confusing and intimidating to figure out who to contact at a university,
museum, or cultural institution. It is important to make it easy to find out who to
contact if one has concerns or additional information about digital collections.
It’s also useful to state that your institution is open to receiving more information
about specific content and open to requests for content to be removed. It is also
important to have clear policies that are posted publically so that people know
about criteria, timelines, and processes for inquiries and complaints.
The New Zealand Electronic Text Collection describes how they will keep the
communication lines open with communities:
We will provide avenues by which people can place general
feedback (via links to the message boards) or contact us directly.
If whānau21 want to discuss with us suppressing images of their
tupuna22 then we are prepared to do so (with the inclusion of a
statement as a placeholder within the text stating why the image
is no longer displayed). Alternatively, if they had information
that they would like placed with their tupuna’s name, then we
are open to adding it.23
The Spare Rib collection site clearly states that they would like to hear from
contributors. They also clearly state various options for takedown: “Spare Rib
contributor or a third party objects to the inclusion of their work now or at any
point in the future, or wishes to make their content live but with restrictions, we
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can anonymise, make alterations or remove the material.”24 For each item in this
collection, the usage terms are clear.

Use appropriate technology
The Murkutu project has been leading the way in building an open source platform
to allow appropriate access to culturally sensitive materials, specifically indigenous
stories, knowledge, and cultural materials. The Murkutu platform is built and
configurable to reflect how specific communities access and share knowledge.
Both items and people have permissions associated with them, which can facilitate
granular and appropriate access. The software also supports traditional knowledge
labels, which were developed “to support Native, First Nations, Aboriginal, and
Indigenous communities in the management of their intellectual property and
cultural heritage specifically within the digital environment.”25
DocNow is a software project that started after the Ferguson riots. They
are building appropriate software tools for the ethical collection of social media
content. They are building into their free open-source tools the key concept of
consent. DocNow project also seeks to build a critical community of practice:
While we’re not yet sure what this community will end up
looking like or how formal or informal it will be, we want to build
on this momentum and continue to encourage conversations
around what it means to build archives of social media data for
the long term, not replicating oppressive models of digital data
collection and dissemination, and respecting content owners
privacy and humanity, while at the same time upholding our
responsibility to be vigilant in countering the erasure of people
of color from the historical record.26
I admire how they are explicit and clear in identifying their values—like Black
Lives Matter—and how those values influence the software tools that they are
developing. Ed Summers states that “I think what we are hoping to do is build a
tool that doesn’t just do things because it’s possible, but has some values built into
it.”27

Work with communities to determine what is appropriate
Libraries and other cultural institutions need to build relationships and work
with communities more, and community consultation should include discussions
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about appropriate use of the content. In both the case of OOB and Spare Rib, the
digitizing agency pushed a more permissive license than some contributors were
comfortable with. Perhaps if the consultation process included a conversation
on copyright and the different types of Creative Commons’ licenses, there might
have been more willingness to consider a CC-BY license and informed consent to
pick the best license for individuals and the community, not the institution and
funding agencies. Academic libraries can learn from public libraries’ community
development initiatives.28 As librarians, it’s uncomfortable but necessary for us to
give up some of our power and work with community members on equal ground.
Having an advisory board that includes community members should be a
minimum requirement for digitization projects. Both the Spare Rib and DocNow
have robust Advisory Boards.

Conclusion
OOB is an interesting and useful case study to examine, as it involves unpacking
a core assumption about free access to information always being a positive thing.
I am very conflicted about the work that Reveal Digital is doing. I admire that
they’ve figured out a unique business model and a way to work with libraries to
digitize and make independent media accessible on the web. However, Reveal
Digital put OOB online without the contributors’ and models’ consent, did not
consult with the broader feminist and queer porn community, and have signaled
that they will be putting this collection back online, despite several models’
objections. This is problematic. Figuring out an ethical way to respectfully digitize
culturally sensitive collections, like OOB, will strengthen our relationships with
community, our collection development policies, and our digitization practices.
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2.
3.
4.
5.
6.
7.
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9.

Anne Sutherland, “Action Plan on Rights Set up,” The Gazette; Montreal, Que. (July 27, 2006),
Final edition, sec. News.
Anonymous model #1, “Quotes for Your Talks,” July 7, 2016.
Amber Dawn, “(No Subject),” July 15, 2016.
Ibid.
Anonymous model #2, “Request for Quote about OOB,” July 7, 2016.
“Zine Librarians Code of Ethics,” zinelibraries.info, November 2015, http://zinelibraries.info/
code-of-ethics/.
Thank you to Christina Harlow who coined this phrase in a Facebook comment.
Reveal Digital, Statement about On Our Backs, (August 24, 2016): 6, http://revealdigital.com/
wp-content/uploads/2017/04/Statement-regarding-On-Our-Backs-20160824-Rev-1.0.pdf.
Ibid.
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New Zealand Electronic Text Collection, Te Pūhikotuhi o Aotearoa, “‘Moko; or Maori
Tattooing’ Project: A Report on Consultation,” accessed June 28, 2016, http://nzetc.victoria.
ac.nz/tm/scholarly/tei-MokoDiscussionPaper.html.
Ibid.
I learned about this project from Michelle Moravec’s unpublished manuscript titled, “Some
Feminist Research Practices for ‘Digital Archives.’”
Anna Vernon, “Digitising Spare Rib Magazine: The inside Story,” Living Knowledge Blog,”
accessed December 15, 2017, http://britishlibrary.typepad.co.uk/living-knowledge/2015/05/
digitising-spare-rib-magazine-the-inside-story.html.
Caroline Davies, “Spare Rib Contributors Sought so Editions Can Be Digitised and Saved,” The
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Vernon, “Digitising Spare Rib Magazine.”
British Library, “About the Spare Rib Digitisation Project,” The British Library, accessed
December 15, 2016, https://www.bl.uk/spare-rib/about-the-project.
“Zine Librarians Code of Ethics,” 6.
“Zine Librarians Code of Ethics.”
This word means “family” in English.
This word means “ancestor” in English.
New Zealand Electronic Text Collection, Te Pūhikotuhi o Aotearoa, “‘Moko; or Maori
Tattooing’ Project: A Report on Consultation.”
British Library, “About the Spare Rib Digitisation Project.”
“Local Contexts,” Local Contexts, accessed February 16, 2017, http://www.localcontexts.org/.
Bergis Jules, “DocNow as Community,” Documenting DocNow, July 11, 2016, https://news.
docnow.io/docnow-as-community-2aa13fca860f#.jvdz9pmln.
Ibid.
The Community-Led Libraries Toolkit, http://www.librariesincommunities.ca/resources/
Community-Led_Libraries_Toolkit.pdf, is a useful resource.
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This chapter presents a relevant framework intended for consideration prior to
permitting user access to emerging technologies in libraries. The characteristics
of this framework were chosen to demonstrate notable aspects of development for
technology and technology services that are key across libraries of various sizes,
budgets, and user groups. Broad discussion of emerging technology definitions,
access challenges, and rewards will be discussed. This is followed by a narrower
look at the development framework, which focuses on the necessity of an
environmental scan and operational planning prior to enabling access to emerging
technologies. The framework also explores the development of user policies and
resources that include user agreements, training requirements, and fee schedules.
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Examples of these items will be shared in conjunction with highlighting best
practices at various libraries and a list of additional resources. Although the focus
is on academic libraries, the foundational framework presented will also be helpful
to other types of libraries.

Introduction
The digital transformation of learning, identified by EDUCAUSE as a top IT issue
of 2017,1 has been a key action area for the American Library Association (ALA).
Committed to developing guiding principles for libraries, ALA, in addition
to being the accrediting organization of the library and information science
degree, provides leadership in transforming libraries and library services in the
ever-expanding digital information environment.2 For example, many libraries
now provide 3D printing equipment and services, educational workshops, and
consultation to increase the awareness and knowledge of emerging technologies
in the library.3 Some academic libraries also expand services to include other
emerging areas, such as digital media creation, software development, statistical
and qualitative data analysis, and geographic information systems.4
Another key action area of ALA includes equitable access to information and
library services, in which ALA advocates for “funding and policies that support
libraries as great democratic institutions, serving people of every age, income level,
location, ethnicity, or physical ability, and providing the full range of information
resources needed to live, learn, govern, and work.”5 The action areas, including the
two mentioned above, are guided by the goals and objectives set forth by ALA.
For advocacy of libraries and library services, one strategic direction includes the
“use of new technologies to build greater public understanding and support for all
library types.”6 For transforming libraries, the strategic directions include not only
increasing “recognition of and support for experimentation with innovative and
transformational ideas” but also to “help libraries make use of new and emerging
technologies by promoting and supporting technological experimentation and
innovation.”7
Of ALA’s eleven Core Values of Librarianship, access is right at the top. “All
information resources that are provided directly or indirectly by the library,
regardless of technology, format, or methods of delivery, should be readily,
equally, and equitably accessible to all library users” (ALA Policy Manual B.2.1.15,
“Economic Barriers to Information Access”).8 This means that library resources,
regardless of what those resources entail, should be available to all users of the
library. However, each library may have access to different resources; therefore,
every library may not offer the same access to specific resources. This depends on
funding, staffing, priorities, donations, and user needs, etc.
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Despite the technology a library has access to, be it software for word
processing or any of the emerging technologies that are trending at libraries today,
including location-based services (LBS), 3D printers, large mobile touchscreens,
digital kiosks, and augmented reality devices, there is plenty of work to be done
before enabling access to such technology. These technologies will change over
time, with some not catching on, fading as trends do, or ceasing to be costeffective. This is inevitable. But one aspect that does not change is the foundation
upon which those technologies are built. This does not mean server or lab space,
although those are indeed needed. The foundational framework covered in this
chapter refers to the more analog requirements of policies, user agreements, fee
schedules, and training materials.

Background and Context
Definition of emerging technology
In the context of libraries, emerging technologies have varying definitions. They are
distinguishable from uses in different industries especially by their performance
and adoption rates. However, libraries tend to use the term “‘emerging technologies’
to simply signify that they are investing in technologies and trying to meet users’
needs in new ways… this could, however, be confusing and misleading as ‘emerging
technologies’ could mean different things in different industries such as IT, and
manufacturing and distribution.”9 Although some libraries refer to Web 2.0 tools,
such as social media and LibGuides, as emerging technologies, this, however, is
not the case in this chapter as they have been widely adopted and mass marketed.
Emerging technologies, according to R. Hayman and E. Smith, are those that
are not yet mainstream but rather innovations that address a user’s need often
projecting a transformative impact on the user’s education.10 Still considered
a relative term to the person using it, emerging technologies can also mean a
technical innovation new to a user, and because it is new to the user, it can add
value regardless of how long that technology has been around.11 In this capacity,
“3D tv technology, discovery system technology… augmented reality”12 and
geographic information system (GIS) are examples of emerging technologies. At
the LITA Emerging Technologies Interest Group meeting in 2010, a set of panelists
emphasized that the most crucial skills for a relevant library offering access to
emerging technologies, including services staffed by an emerging technologies
librarian or specialist, is “the importance of playing with new and unfamiliar
technologies and being tolerant of frustration from risk-taking experimenting…
being flexible and creative,” and using “multiple types of resources in order to stay
informed about rapidly changing and developing emerging technologies.”13 The
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panelists also found that technology was not the difficult part of a technology
project, rather it is the continuous content creation and why project management
is the key for pursuing emerging technologies.

Discussion of emerging technology access
In 1888, Andrew Carnegie endowed a public library in Pennsylvania with a purpose
for users to access “the precious treasures of knowledge and imagination through
which youth may ascend.”14 Even though emerging technologies of today did not
exist then, Carnegie’s vision appears to have included them in the definition of
access in regard to library resources. Access is not just for books; it encompasses
services, technology, and spaces. Today, the demand for “services and technological
access to information, regardless of format, is beyond expectations”15 and visible
at several university libraries, including those at the University of Southern
California, Emory University, Dartmouth College, Fordham University, and many
others. The integration of more technology serves as the catalyst transforming the
library into a more critical intellectual center of not only study but university life
today.16
A. Chow and T. Bucknall state “these technology-enhanced group spaces go
by many names—collaboratories, learning commons, information commons, etc.
They may have different designs, software, and equipment, but they often have
similar goals—to expand the traditional role of the library and to potentially bring
a new group of users into the building.”17 Just a couple of decades ago, learning
facilities were taken out of academic libraries with an intent to purify and separate
the library from the classroom experience; yet today these spaces have returned
bigger and better than ever.18
All types of libraries have embraced the circulation of a range of devices,
including digital cameras, maker kits, flash drives, laptops, tablets, MP3 players,
Wi-Fi hotspots, and more.19 Libraries are no longer just competing for traditional
library use but are also spawning new user markets and services,20 including access
to different types of emerging technologies and services. Working a continuous flow
of new technologies into library services is challenging as users often struggle with
adoption rates21 or learning curves. “While policy solutions to this challenge are
elusive at universities, public libraries are taking steps on the long-term development
of their spaces and staff, which could have implications for academic and research
libraries.”22 Ultimately, school, public, academic, and special libraries can learn from
each other as each may offer access to different technologies and staff expertise.
There are an estimated two billion internet users worldwide, and nearly 25
percent of the US population are without access at all.23 If 25 percent of Americans
do not have access to the internet, it is likely that even more are without access to
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emerging technologies. Libraries can lower that number by investing in technology
now. For example:
References to 3D printing suddenly seem to be everywhere
even though many people still have not even seen a 3D printer.
3D printing is the process of making three-dimensional solid
objects from a digital file using a variety of materials (different
colors and types of plastic filament). The uses are as varied as
one’s imagination—the printers can make the most basic items
such as an iPhone case or an action figure, or high-end printers
can produce ground-breaking medical parts used in everything
from facial reconstruction to 3D-printed cells that may one day
soon repair damaged hearts.24

Challenges and rewards of access
Libraries have a long history of providing access to new technologies well before
their average costs are affordable enough to the general public for private use at
home. Libraries also provide access to these technologies before they are seen
as applicable resources for mass adoption.25 An example in which cost may be
a factor for home purchase includes the 3D printer. More and more libraries are
evolving 3D printers into their collection as prices keep dropping.26 Having access
to a 3D printer at the library is an economical way for a user to test it out before
making a purchase for home use.
Augmented reality (AV) is another emerging technology that is now available
in some libraries. AV requires high bandwidth and download speeds,27 which
people may not have in their home; however, these people could potentially have
access to AV technology at the library. The cost of high-speed internet conversely
affects libraries, too. If a library’s budget is insufficient, or if the current network
is not capable of obtaining the most effective speeds for AV, it may not be a
worthwhile technology to implement as the lack of sufficient speeds will affect
access to full functionality.
Other challenges involve the amount of time and mediation required to
implement and sustain emerging technologies.28 A certain level of technical
expertise in maintenance is required because some emerging technologies, like
3D printers or scanners, must be regularly calibrated. According to S. Ryan and
T. Grubbs, “libraries who undertake a 3D printing initiative will likely want to
have multiple printers and will want to have trained support staff available to help
users.”29 Thus, access is available if users will wait their turn.
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Emerging technologies can also bring on new ideas and services for the library.
Consider how technology can potentially increase access to library resources, such
as using drone delivery of library materials to rural locations.30 Who would operate
the drone and what does the patron receiving the materials need to do once the
drone arrives? An operator’s manual, library policy, or drone delivery agreement
may help elevate the unknowns but also enable this new type of access to existing
library resources.
Equally challenging and rewarding is the discovery of new technologies
to provide access to at the library. Ways to keep abreast of technology updates
include following technology-heavy websites and sections of popular media, such
as ArsTencia, CNET, Engadget, Gizmodo, TechCrunch, and ALA Tech Source.31
Investigate emerging technologies by attending technology-related conferences,
including the annual International Consumer Electronics Show.32,33

Development Planning Framework
Before an emerging technology is implemented, such as a drone delivery service or
3D scanning, development planning must begin with an environmental scan and
research and operational planning, which includes technology budgets, lifecycle
management, deployment approaches, and staff training.

Environmental scan
It is important to establish the right mindset prior to starting the scan by placing
activities needed to support library users higher on the objectives list than technology
specifications. Many library organizations use interviews, focus groups, surveys,
and other data as essential framework building practices.34 Research is key to laying
the groundwork for advancing and sustaining a library service that allows users to
explore library-purchased or -maintained technologies. To start, an environmental
scan is needed to understand the current state of technology at your library
organization. It is important to know up front any standards, restrictions, processes,
or limitations of existing resources and for procuring new resources. This scan may
include conversations with technologists, directors overseeing technology units,
and others. When possible, obtain documentation of the resources and technology
issues discussed as it will assist later in your own technology development decisions.
The environmental scan can also include conversations with communities of
practice, professional networks, and stakeholders,35 both internal and external to
the library that will potentially play a part in the implementation, operation, or
sustainability of the technology and its related services. Together, you can envision
objectives, goals, milestones, space or renovation considerations, funding, and
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other avenues necessary for a development framework. Site visits around or off
campus are also highly effective ways to evaluate technology and services already
in use. During these visits, not only will you learn what technology to try or avoid,
but the visits also build outreach channels for marketing library resources and
services and make a connection for future collaboration opportunities.

Internal staff scan case study
The Vancouver Memorial Library designed a staff technology training program by
first gauging the technology skills of staff members and then deciding on which
technologies to assess.36 To help with the technology selection, WebJunction37 was
used a guide. Using an online survey tool, the library assessed the staff strengths
and weaknesses in terms of technology confidence and competence and, as a result,
developed customized sessions on the technology knowledge needs. D. Koep
and S. Felkar further add that an alternative to developing your own workshop
includes adapting a plan of another organization or “webinars that are offered at
low or no cost by vendors, library associations and others.”38 Third-party-created
tutorials, like Lynda.com or tutorials produced by the actual manufacture of the
selected hardware or software, are another option. For example, the Google Glass
tutorial made available by its maker, Google.39

User-focused scan case study
Other user groups you may want to consult are your library users. Interviews and
surveys are a good way to gain feedback, the results of which can be used to create
personas as a tool for development and marketing purposes. A persona in this
setting is used as a user-experience design tool, a list of the types of potential users
of the technology to be used as a gauge or guide throughout the development
and evaluation process. Examples of persona development are exemplified in the
Georgia Institute of Technology’s Research Report and Playbook that illustrates
the potential users of its Library Renewal project40 planned for 2020. Personas
can be an effective tool to make sure the selection, variety, and type of technology
and services meet the diverse needs of the library. This enables you to think of
technology from both the user and service provider perspective.

Operational planning
Technology budgets and lifecycle management
Other research needed for offering access to emerging technologies includes budgeting
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for implementation and sustainability. Costs for long-term planning are critical
to ensuring replacement parts and upgrades are still viable post-implementation.
Qualified staff and internal and external experts select appropriate technologies to
implement by reviewing user reviewers, visiting libraries already using the technology,
and performing test pilots. Selecting technology to implement can be challenging,
but constantly trying to implement every new technology is not sustainable.41
Selection should be strategic and based on need rather than techno-lust. When
selecting technologies to implement, think about potential usage, learning curves,
maintenance costs (even if it is open source), training, and so forth. A technology
development framework should include a software and hardware sustainability plan
that covers the technology management lifecycle including purchasing,42 deploying,
and maintaining resources implemented. Consider purchasing warranties when
appropriate and with a length of time complementing your lifecycle maintenance
plan. Additionally helpful to internal procedures includes periodic evaluation of the
technology and services, including usage frequency, issues, and user feedback.

Continuous cycle approach case study
When technology projects deploy, IT managers typically think in phases as
certain project management methodologies dictate. However, with the library, and
certainly a technology-based lab, that typical phase approach is not the only option
(the complete phase one then move to phase two approach). Another option is the
Continuous Cycle Approach (CCA) which promotes sustainability. This approach
is used at Middle Tennessee State University’s Digital Scholarship Lab, which uses
emerging technologies to build digital projects at the university library. In this
approach, what happens in the first thirty days looks very similar to what is done
at sixty days, after ninety days, and even two years later because of the continuous
cycle approach of talk, learn, test, and document.

Figure 16.1

Continuous Cycle Approach (CCA) by A. Miller

Effective Technology Management

Talking means discussion, interviews, and meetings, and includes topics
relevant such as goals, mission, service possibilities, technology, spacing,
collaborative opportunities, and user needs. All of these were discussed in the
environmental scan and research sections earlier but it does not stop there. For a
new service or technology to be effective, talking needs to happen with department
heads across campus for the academic setting or across the community for the
public and school library settings. This talking needs to happen with deans,
provosts, directors, IT departments, staff, students, and volunteers. Talking can
take place outside the library organization, discussing insights, perspectives, and
ideas from industry or other libraries.
Learning also will continuously happen in this cycle. We need to learn:
what our users want and need, about current resources on campus or within our
organization, what is missing from curriculums or offerings, what has been tried
already, and about the successes and challenges similar labs or libraries have faced.
After learning something new or different, we need to test it. We do this to see if it
works, if it can be replicated, to assess the learning curve, and to evaluate whether
this is useful to our users or worth our time and money. Testing is another way
to learn as it reinforces what has been studied. This is important, and for more
than just the obvious IT-related instances, where you wouldn’t want to deploy a
new technology or software update without making sure there were no bugs. In
addition to that, we use trial runs to make sure it works and meets our goals and
mission. Testing can take an investment of time and resources, but it can also save
a lot of time and resources as well.
Documenting what has been talked about, learned, and tested is critical. This
helps remind us what has been done, what is left to do, what works and doesn’t,
and where valuable resources and vulnerabilities are located. It will also serve as
a helpful guide later when drafting manuals of lab services, software tutorials,
budget reports, timelines, and all the other project management documents that
help create a sustaining service. Logic and data help drive decisions, so it may
seem obvious that talking, learning, testing, and documenting are important.
What is stressed in this CCA is that this needs to happen all the time, not just
during the first thirty days, but always. This is how a service, especially one with a
technology lab component, becomes a success and remains sustainable no matter
who is involved or leading the way.

Staff training
Other operational planning decisions include staffing considerations. This can
include training existing staff or hiring new staff. Regardless of choice, staff training
manuals or guidelines are helpful to ensure the accuracy and quality of services
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performed. Job descriptions for volunteers at public libraries or student workers
at academic libraries may also assist in staffing resolutions, depending on your
library. It is beneficial to have a combination of staff, paid or not, to both maintain
current technology and services and for keeping up with new technologies as
they emerge. The latter includes staff capable of identifying shifting needs and
new technologies and that have the technical skills necessary to pilot the new
technology option before rolling it out as a new resource or service.
For staff not directly involved in providing emerging technology-related
services, training is still needed so they can articulate what technology services
exist at the library, directing users and promoting emerging technology use with
confidence. A conference, workshop, expo, show-and-tell technology meeting,
or tech-petting zoo43 for library staff can help avoid fears of new technologies,
promote innovation, and help train staff on the latest technology.

Training case study
Like D. Koep and S. Felkar, L. Johnston and S. Spicer used surveys to assess the
technology skill levels to create workshops and online tutorials for directed technology
training for staff at the University of Minnesota Libraries. With this assessment, the
library discovered that “the growing need for training was not the job of a single
librarian, but must be augmented with an emerging technologies program dedicated
to staff education.”44 The broad curriculum of technology education could be used in
the same manner of emerging technology education for staff or library users.

Strategic plan
Upon review of the environmental scan and operational planning, you will begin
to observe how the different viewpoints form goals and directions. Next, it is
important to put this together in the form of directional strategies, a guideline
for the library to move forward. Examples of this have taken form as a strategic
plan, manifesto, or a set of criteria45 that includes a set of missions and goals.
This is more than just a document, however; it reflects a meeting place of ideas
from a variety of stakeholders.46 Additionally, development of a technology plan
that supports the library’s strategic plan will help rank and prioritize emerging
technology projects.47

User Policies and Resources
Depending on the technology selected from the environmental scan, technology
safety, lab rules, and user agreements (including liability waivers) may be needed.
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Examples would include makerspace items, such as 3D printers or Google
Glass, and digital lab equipment, including scanners or specialized software and
computer use.
B. Jones states that while libraries should not unduly delay opportunities to
implement emerging technologies, they should also understand that 3D printers
need formulated policies, just like any other service.48 “These policies need to go
beyond the very real issues of safety and intellectual property. They need to include
longstanding, tried and true principles of library professional ethics, intellectual
freedom and privacy.”49 In the same article, B. Jones also quotes Deborah CaldwellStone’s vision on why acceptable use policies are a necessity for libraries with
emerging technologies like 3D printers.
Effective policies include statements of purpose reaffirming that
the library’s intellectual freedom policies apply to 3D printer
use; a provision requiring that the 3D printer be used for
lawful purposes only…. Such broadly written policy statements
provide the library with the necessary flexibility to address
any potential misuse of abuse of the 3D printer while assuring
users the freedom to design and create projects with the new
technology.50
These broadly written policy statements can and should be applied to more
than just 3D printers but all technology that allows users to learn and create with
technology. The Chicago Public Library opened its MakerLab in 2013 and issued
a report in 2015 on “Making to Learn.”51Anyone wanting to start a 3D lab would
benefit from this report. Additionally, keep in mind that it is perfectly acceptable
to start small, with some simple policies, and have them grow as your space and
technology offerings increase.

User agreement and training requirements
By the time the environmental scan and research is complete, you may have
discovered that some technologies have steep learning curves and health or safety
concerns. Two examples include the use of GIS in a digital humanities project at
an academic library that requires specific operating knowledge and a makerspace
at a public library that may have a laser etcher that requires safety goggles for
eye protection. Therefore, it is important to consider lab rules or hardware and
safety guidelines. Such rules can be physically documented on the lab walls for
visibility to all those who enter, on the library’s website, and on a user agreement.
The latter is a precaution, making sure users participating with library technology
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and services understand the potential liabilities, limitations, and appropriate uses
of technology.
Training may also be a requirement prior to use, as with 3D printing for
example. Or for borrowing a Wi-Fi mobile hotspot, which some libraries are
now circulating to help patrons try out an internet connection at home.52 What
if a patron uses that borrowed hotspot to conduct illegal activity at home? Is the
library liable? Libraries should implement acceptable usage policies that protect
both the user and provider of library technology.53 Drafting these agreements
will benefit the library and the user as both parties will know up front the roles,
responsibilities, expectations, and legality of using library technology. There are
several examples of library or equipment agreements available online (a sample
list is in the Appendix). Once a draft agreement is complete, including how to
use library technology and what use is prohibited, be sure to consult with your
organization’s legal counsel or representative for compliance accuracy. This also
ensures liabilities are covered in case of potential conflicts that may arise from
technology use which can include copyright infringement, misuse of library
resources, damage, theft, and other activities such as those from a banned item
list.54

Pricing documentation: Fee schedules
Fee schedules are another item to consider before releasing technology to library
users. These can be helpful even if the library does not charge for use of the
technology, such as borrowing a laptop, but rather what happens if that item is not
returned. Like an agreement, the fee schedule will be public knowledge and a form
signed with the user acknowledging the fees to be charged if the technology is not
returned on time, is damaged, or missing. (A sample of equipment fee schedules
are included in the Appendix.) A fee schedule is also important for digital projects
that are developed in a lab (such as an academic library’s digital lab) that are grant
funded.55 These fee schedules can be charged to the grant for the use of space and
equipment in the lab, which includes the staff time necessary to keep the lab open
during the work hours of the grant. The costs to use the lab for such purposes
can be built into the researcher’s budget for the grant, and those funds can be
repurposed for the library to use on technology maintenance or other purposes.
Although not meant to cover a vast amount of funds, it encourages others to use
the lab for grant projects and helps sustain technology in the library.
Policies, user agreements, and fee schedules are just a few ways to increase the
success and sustainability of implementing emerging technologies in libraries. It is
not just about technology, but the underlying foundation for the library to connect
technology to the users in a practical, ethical, and manageable way.
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Technology Best Practices
Technology training
Colorado State Library’s Library Learning & Creation Center
(http://create.coloradovirtuallibrary.org)
The Colorado State Library developed a portal to library education and
opportunities, which is accessible via its Library Creation and Learning Centers
website. This free online resource is for library staff and covers topics on technology,
makerspaces, and services, among others. The interactive website offers archived
training modules, live webinars, and technology training curriculums for library
staff and the public.

Examples of access to technology resources
Kent State University Library’s Student Multimedia Studio (library.
kent.edu/sms)
The Student Multimedia Studio has a designated space equipped with emerging
technologies, such as a 3D printer, vinyl cutter, large touchscreen monitors, and
electronics kits. Their 3D webpage (http://libguides.library.kent.edu/3d) also
houses a variety of how-to guidelines, printing and project tips, links to online
tutorials, and more.

University of Texas at Arlington’s FabLab (http://fablab.uta.edu)
The Fab Lab at the University of Texas Arlington (UTA) Libraries is the first MITaffiliated Fab Lab at a university in Texas. This creative hub is for students, faculty,
and staff and provides access to technologies, equipment, inspirational space,
training, and opportunities for collaboration. The website includes equipment and
software lists of available resources, material fees, tutorials, workshop information,
and outreach services.

University of Washington’s Information School (https://ischool.
uw.edu/capstone/projects/2015/beyond-bibliotec-creatingsustainable-pop-makerspace-toolkit-public)
Graduate students at the Information School of the University of Washington
dedicated a capstone project to building a sustainable model of pop-up makerspaces
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to be used at public libraries. Students developed a scalable curriculum that
public libraries can use to provide information learning at learning labs in public
libraries. The Pop-Up Makerspace Toolkit is available online at https://issuu.com/
megancarlin/docs/popup_-_a_makerspace_toolkit.

Example of events that foster a learning environment for emerging
technologies
Duke University Libraries’ Data Visualization Services (https://
library.duke.edu/data/data-visualization)
Access to software for creating information products is also important, with new
software options emerging constantly. Duke University Libraries has an entire
section of their website dedicated to data visualization resources, offering tutorials
on using software, workshops on how to design effective content, consultations
with visualization experts, including a list of tools library specialist introduce
users to, which include ArcGIS, Tableau, online mapping tools, Google Earth, and
Google Fusion. The Data Visualization Services host a weekly event called Duke
Visualization Friday Forum, which is open to faculty, staff, and students.

Georgia State University Library’s CURVE (http://sites.gsu.edu/
curve)
Collaborative University Research and Visualization Environment (CURVE)
is a technology-rich space that supports discovery and research of digital
scholarship at Georgia State University. Key features include a twenty-four-footwide interactive visualization wall, collaborative computer workstations, and
3D scanners. Staff also offer consultations on digital project development and
training on emerging methods of research, including audio editing, web mapping
(StoryMapJS, Neatline), text analysis (Voyant, R, Python), data analysis (Excel, R,
Plotly), oral histories (Oral History Metadata Synchronizer) and web publishing
(Scalar, Hypothes.is, TimelineJS).

University of Utah’s Digital Matters Lab (https://digitalmatters.
utah.edu)
Regularly held workshops on emerging technologies (including DH tools, R,
data visualization, and virtual reality) take place in the library at the University
of Utah. Beyond faculty, staff, and students getting hands-on experience with
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emerging technologies such as Oculus Rift, Playstation VR, and HTC Vive, the
intent is highlighting equipment that is accessible to library users and how they
can be incorporated into the curriculum or research. These emerging technology
workshops are part of a larger vision for the Digital Matters Lab (DML), backed by
four separate colleges with emphasis on digital cultural studies, to serve as a locus
for computationally-enhanced humanities research and pedagogy. With other
regional partners, the DML and University of Utah also play a part in hosting
an annual digital humanities symposium that draws on the application of digital
humanities and emerging technology use for critical inquiry.

Make Schools Alliance (http://make.xsead.cmu.edu)
The Make Schools Alliance is an initiative developed by Carnegie Mellon University
that encourages collaboration among universities, schools, and colleges as a new
generation of makers. The website provides project ideas, courses, events, and
community resources and showcases the value and impact of makers on campuses
and in their communities.

University of Colorado Boulder’s Earth Sciences & Maps
Workshops (http://www.colorado.edu/libraries/libraries/earthsciences-map-library)
The Earth Sciences and Map Library at the University of Colorado Boulder
provides maps, geospatial data, and GIS and data visualization support in addition
to providing access to its extensive research collection. The workshops offered
within this specialized library include updates on emerging research applications
of software, including QGIS, OpenRefine, MATLAB, and ArcGIS Pro. The library
also partners with other departments on campus offering events that attract a wide
variety of users, including photo contests and advanced workshops on learning
Python for geospatial data processing and troubleshooting hardware and software
challenges. This is an example of events and partnerships to providing access to
technology and technology services.

Example of emerging application use
Location-Based Service (LBS)
Another emerging software example includes location-based emerging
technologies. “Location-based services digitally pinpoint the physical position
of an object or individual through Wi-Fi cellular networks, RFID, and, most
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recently, Bluetooth Beacons technology.”56 Location-based services with mobile
applications can impact the library experience in new ways by sending reminder
notifications, providing book recommendations, and promoting new library
services, depending on user habits in and around the library.57 This type of
location intelligence technology expands the possibilities for indoor navigation in
libraries.58 Since 2010, this has been the topic of many doctoral dissertations with
implementation on the horizon.

LBS case studies
The Media and Digital Resource Lab at Auburn University Libraries (http://www.
lib.auburn.edu/mdrl/lab-use.php) uses real-time computer availability on their
website to display what computer terminals are currently available. This is an
example of a LBS within a library that helps provide access to technology by showing
which specific terminals are in use or unavailable. For the available computers, the
website also shows which operating system (Mac or PC) each computer uses.
Illinois State University Milner Library has an iTour (https://library.illinoisstate.
edu/services/teaching-learning/i-tour/), a physical walking tour of the library
using QR codes scanned with a smartphone. Once scanned, the device displays
information and videos that inform the user about the location where the user is
currently standing.
New York Public Library (NYPL) uses location-based services to show branch
locations depending on the user’s location (https://www.nypl.org/locations/map).
After allowing your computer or smartphone to share your location with the
NYPL website, the closest branch locations to you will be revealed.
San Diego State University’s library catalog uses Quick Response (QR) codes
for linking data from a physical item to an online location (example: http://libpac.
sdsu.edu/record=b2317776).

Conclusion
As users morph into new generations, as new technology becomes available, as we
see what works and what does not, libraries will need to change, adapt, and renew
technology and technology services at various times. Constantly planning for the
future and meeting the needs of library users will allow the library to sustain access
to such resources. This happens with collaboration and partnerships, establishing
and evaluating policies, practices and technology, testing options, being strategic
with resources and planning efforts, and always coming back to the common goal
of all libraries: equitable access to library resources and services—access that is
done with care and designed to support users for the long term with high-quality
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technology and services. This can be more easily achieved by starting off with
foundational aspects to development, such as proper research and for planning
documentation, policies, and guidelines explained this in this chapter.
The space or lab housing emerging technologies is a place for users to explore
and create. Some users come to use library technology because they can’t afford it on
their own or don’t have a machine powerful enough to run heavy computing. The
lab is a resource to possibilities, of options, and, for some, just offering the software
or hardware is all they need. Others will need to ask for help or attend planned
workshops to learn how to get started. If they are looking for something the library
doesn’t have, consider taking suggestions. Use the “if they ask, try” approach rather
than the “build it and they will come” approach. The latter can waste time and
money if the users don’t come after all. But if they ask, that is the perfect question
to test during development planning with the continuous cycle approach.
The development framework presented in this chapter emphasizes the
foundational steps necessary for a library to connect users with emerging
technologies in a practical, ethical, and manageable way while increasing the
success and sustainability of such services. This framework can be used for
decision making regarding implications of access to emerging technologies in
libraries, resulting in effective technology management.

Additional Resource Suggestions
“A Librarian’s Guide to Makerspace: 16 Resources” by Ellyssa Kroski, March 12, 2013. Available at
http://oedb.org/ilibrarian/a-librarians-guide-to-makerspaces.
Consumer Electronics Show. https://www.ces.tech/.
Coursera MOOC: Emerging Technologies: From Smartphones to IoT to Big Data Specialization.
https://www.coursera.org/specializations/emerging-technologies.
Coursera MOOC: Emerging Trends & Technologies in the Virtual K-12 Classroom. https://www.
coursera.org/learn/k-12-education.
EdX MOOC: What Now? Emerging Technologies and Their Practical Application in K12 Teaching
and Learning. Focus is on integrating technology into the K12 classroom but applicable
to libraries. https://www.edx.org/course/what-now-emerging-technologies-practicalutarlingtonx-edtech101x-0.
Makerspace Playbook (2013) by Maker Media. A copy is freely available online for non-commercial
use with attribution. http://makered.org/wp-content/uploads/2014/09/Makerspace-PlaybookFeb-2013.pdf.
MIT Technology Review. https://www.technologyreview.com.
San Jose State University Graduate Level Course: “Emerging Technologies: Issues and Trends.”
http://ischool.sjsu.edu/current-students/career-pathways/hyperlinked-library-emergingtechnologies.
University of Missouri Library’s institutional repository (MOspace) hosts an entire collection of
seminar course topics on emerging technology topics developed by students for school, public,
academic, and special libraries and DH-focused groups. https://mospace.umsystem.edu/
xmlui/handle/10355/12220.

2 57

258

CHAPTER 16

Appendix 16A: Effective Technology
Management Resources
Example policies
Policies that include but are not limited to the terms of use, fees, damage, theft, and
equipment loans.
Georgia State University Library 3D Laser Scanning Kit: Terms of Use. http://
library.gsu.edu/files/2014/08/3DScanner_Terms_of_Use.pdf.
Rutgers University: Rutgers Makerspace Policies. http://makerspace.rutgers.edu/
about-us/policies.
UT Arlington FabLab: Guidelines for Use of the University of Texas at Arlington
FabLab. http://fablab.uta.edu/policy/guidelines-use-university-texasarlington-fablab.

Example equipment lists / loanable items
Includes technical specifications of lab hardware and software at the library and
available lending options and policies.
Emory University’s Goizueta Business Library: Kindle Books to Go FAQ. http://
business.library.emory.edu/research-learning/kindles/about.html.
Georgia State University Library: CURVE Design and Planning. http://research.
library.gsu.edu/curve.
Florida Institute of Technology: Library Technology Lending Service. http://lib.
fit.edu/about/technology_lending_devices.php.
Florida Institute of Technology: Digital Scholarship Laboratory Technology.
http://lib.fit.edu/dsl/technology.php.
University of Illinois: Media @ the Undergraduate Library Commons. https://
www.library.illinois.edu/mc/lt/.
University of North Carolina at Chapel Hill, Hunt Library Makerspace: Equipment
and Software. http://library.unc.edu/makerspace/equipment-software.

Example fees schedules / pricing
Includes pricing (fee schedules) for printing and/or use of technologies or services.
Rutgers University: Rutgers Makerspace Policies. http://makerspace.rutgers.edu/
resources.
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UT Arlington FabLab: Materials Available for Purchase. http://fablab.uta.edu/
materials.

Example library-sponsored, digital, and emerging technology
grants
Includes information on the grant criteria and application process.
Institute for Digital Research in the Humanities at the University of Kansas (CoFounded by the University Library, Hall Center for the Humanities and the
College of Liberal Arts): Digital Humanities Seed Grants (up to $15,000).
http://idrh.ku.edu/seedgrants.
Middle Tennessee State University’s Walker Library: Digital Seed Grant (up to
$2,000). http://dsi.mtsu.edu/dsgrant.

Example digital scholarship lab / digital humanities center
resources
Includes information on the design of a technology-rich lab and/or resources
available.
Emory University Libraries and Information Technology: Emory Center for
Digital Scholarship. http://digitalscholarship.emory.edu/expertise/index.
html.
Florida Institute of Technology: Digital Scholarship Laboratory Use Policies.
http://lib.fit.edu/dsl/using_the_lab.php.
Georgia State University Library: CURVE Design and Planning. http://research.
library.gsu.edu/curve.
Middle Tennessee State University: Digital Scholarship Initiatives Resources.
http://dsi.mtsu.edu/resources.

Example community maker resources
Includes a selection of area resources which may be a good place to test out
equipment before purchasing for your library.
Fort Collins Creator Hub. http://www.fortcollinscreatorhub.org.
LA Makerspace. http://lamakerspace.org.
Make Nashville. http://makenashville.org.
Makerspace Directory. https://spaces.makerspace.com/directory/.
Staten Island Makerspace. http://www.makerspace.nyc.
The Maker Map. http://themakermap.com.
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Examples of libraries with emerging technology teams
Digital Public Library of America (in-house and out-sourced technology
experts). https://dp.la.
Maker Grounds at the University of Virginia. http://makergrounds.virginia.edu.
New York Public Library (NYPL) Labs. https://www.nypl.org/collections/labs.
Oregon State University Library. http://osulibrary.oregonstate.edu/ets.
Stanford University Libraries. https://library.stanford.edu/projects/emergingtechnologies-team.
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The “State of Open” in the School Library
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digital resource base for teaching and learning. As digital curators, K-12 librarians
research, locate, and organize digital materials to support teaching and learning
goals and foment student interest. They also ensure accessibility and effective
use of those resources through local cataloging and classification strategies, as
well as through collaborating and sharing with teachers and learners around
those resources. When librarians successfully model and guide digital curation,
they save teachers instructional time, open up possibilities for new pedagogical
approaches, and help to build more independent, engaged learners.1 Yet despite
the value of their expertise, K-12 librarians are typically not included in the
strategic planning and professional development discussions necessary to meet
their districts’ curriculum and instructional needs.2,3
Bolstered by national education initiatives such as #GoOpen, which has
helped to raise awareness of open educational resources (OER), many school
districts are looking to infuse their curricula with OER to meet the college-ready
shifts and the deeper, personalized learning requirements embedded within their
new learning standards—and are turning to their school librarians to support
this effort. As digital education resources that are freely available, adaptable, and
legal for redistribution, OER can be personalized to meet the individual learning
needs of students. Further, the use of OER has been shown to foster collaborative
practices that enable teachers to critique, contribute to, and improve educational
content for others.4–7
Although OER provides more dynamic curricula and access to resources from
a much wider variety of sources than traditional textbooks could, many educators,
while aware of the existence and potential benefits of OER, find it difficult to
effectively identify and use OER to meet local classroom needs.8 Educators are,
however, well-positioned to utilize OER: according to a recent national survey of
eleven hundred math and ELA teachers, educators are utilizing materials they find
or create themselves to a much greater extent than the proprietary materials offered
by publishing companies.9 This finding was echoed by a Harvard University study
that surveyed teachers across five states and found that the majority of teachers are
primarily relying on “homegrown” instructional materials to meet the Common
Core State Standards, while a large percentage are also looking to free online
platforms to find resources that meet the new standards.10
Education leaders and policymakers at both the state and national level,
including the U.S. Department of Education’s Office of Educational Technology,
have pointed to school librarians as key potential players in digital and OER
curation, and in professional learning relating to OER implementation.11 OER
enable school librarians the possibility of reinventing the school library as a
nexus of free, ubiquitously accessible instructional resources. As public service
information professionals, school librarians recognize that technology decisions
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influence the ways in which their communities perceive the school library. Open
practices through OER provide a pathway for school librarians as instructional
leaders, enabling them to align their professional practice with the American
Library Association’s (ALA) Core Values of Librarianship, particularly the core
values of access, lifelong learning, and professionalism.12
This chapter presents a research-based professional learning model and open
educational practice rubric that supports the emergence of school librarians as
instructional leaders in the curation and use of OER content. After discussing a
case study that led to the codification of the model and the rubric, the chapter
more fully explores the model’s connection to the American Library Association
Core Values of Librarianship.

Codifying a Model for School Librarian Leadership Practice
The School Librarian Leadership and Practice Rubric that is presented in this
chapter was created as part of a collaborative partnership between the Institute
for the Study of Knowledge Management in Education (ISKME) and Granite
State College, with support from the Institute of Museum and Library Services
(IMLS). The starting point for the effort was the recognition of the need to (1)
equip all school librarians to be instructional leaders and, in particular, to advance
learning in science, technology, engineering, and math (STEM) for student success
nationwide, and (2) ensure that teachers understand how to tap the expertise of
librarians on the use of curated OER for STEM teaching and learning.
The project’s objectives began locally in New Hampshire with school librarians
and their STEM teacher colleagues. For the first year, program leaders recruited a
group of eighteen OER Fellows, to participate as members of mixed professional
learning cohorts with one or two school librarians and up to three STEM teachers
each. Working across STEM subject areas, the cohorts explored the effective use of
open educational resources at a two-day Professional Learning Academy held faceto-face at Granite State College. The cohorts were also provided with continuous
professional learning supports and online tools to guide them in building and
teaching STEM lesson units that promote inquiry-based learning and literacy to
increase students’ STEM fluency.
The New Hampshire cohorts came into the project with knowledge of their
own state science standards and were asked as part of the project to incorporate
these standards into their co-design process. Additionally, they were asked to
work in their cohorts to mutually interpret crosscutting concepts within the Next
Generation Science Standards and the Common Core State Standards (CCSS) for
literacy in science and technical subjects, and to apply them to their own classroom
priorities.13,14 This required cohorts to create a shared understanding of the standards
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and to work toward effectively aligning and targeting their unit to address the core
STEM standards that they identified. The aim was to enable the participating STEM
teachers to more fully leverage the role of informational texts in exploring their
subject area in deeper ways and to simultaneously increase their understanding of
the role of the school librarian in addressing their subject area needs.
By bringing together the complementary approaches to inquiry that school
librarians and STEM teachers had in common, the project sought to support the
building of a new, trusted relationship between these two groups of educators
around literacy-based inquiry. In appointing the school librarian as leader of the
cohort and scaffolding the responsibilities of each role, cohorts were designed as a
mechanism to build lasting partnerships that impact their teaching practice.
At the inception of the program, participating school librarians and STEM
teachers indicated that they had not typically partnered on curriculum planning
projects in their schools prior to joining in the cohort model. Some librarians
reported that they had never collaborated with teachers in their STEM departments,
underscoring that partnerships more commonly occurred across English language
arts and the humanities. Furthermore, STEM teachers reported that at the start of
the program they did not fully embrace literacy as a component of their lessons,
and possessed limited knowledge of how to integrate primary sources, scientific
datasets, or openly available content, outside of the textbook, into their curriculum.
To support cohort participants in these challenge areas, project leaders
designed an inceptive guide for school librarian professional leadership and
practice. The resultant “School Librarian Leadership and Practice Rubric” helps to
codify, cultivate, and evaluate school librarians’ instructional leadership capacities
by articulating learning objectives and performance indicators in three mutuallysupporting areas: Collaboration and Thought Partnership, Curriculum and
Instruction, and OER and Open Educational Practice.
The three-part rubric, outlined in the section below, renders explicit the
elements that are deemed necessary to school librarians as they work with
STEM teachers to co-lead and promote high-quality STEM learning experiences
that harness OER. Codifying the school librarian’s central role as collaborative
instructional leader, the rubric helps to ensure that teachers tap the expertise
of librarians to engage OER for STEM teaching and learning, and to facilitate
both sets of educators in modeling open educational practices as central to the
transformative shift from a proprietary to a participatory education model.

School Librarian Leadership and Practice Rubric
The rubric below has been designed to guide practice in supporting and evaluating
effective school librarian leadership development. The components of the rubric

Librarians as Leaders of Open Educational Practice

are called leadership elements—the building blocks that are deemed necessary to
support school librarians to co-lead and promote high-quality learning experiences
and STEM learning experiences, in particular, that take advantage of openly
accessible resources. Although the rubric was developed for STEM education
specifically, it may be remixed or augmented to fit other subject areas as well.
The table below outlines the core elements of the rubric, and associated
outcomes for School Librarians:
Leadership
Element

Outcomes for School Librarians (SLs)

I. Collaboration
and Thought
Partnership

Design and facilitate collaboration and shared
problem-solving practices with teachers
specifically around inquiry-based STEM learning
and literacy. Advocate for the co-design of
curriculum materials to support the STEM
classroom across classrooms, the campus, and
into the community.

II. Curriculum and
Instruction

Articulate the rigor and relevance of the Common
Core Science Literacy Standards and the
crosscutting concepts of the applicable science
literacy standards—including the concepts
associated with national Next Generation Science
Standards. Co-design curriculum with STEM
teacher colleagues, and model the instructional
shifts required for the integrated instruction of
literacy and inquiry in the STEM classroom.

III. OER and Open
Educational
Practice

Build a library environment (physical, digital,
experiential) that advances a school culture of
open education practice and the use of open
educational resources (OER) for collection
building, curriculum design, and program
development in the context of continuous
improvement.

Collaboration and Thought Partnership
The first leadership element, Collaboration and Thought Partnership, supports
school librarians in establishing successful co-design processes and communication
pathways with their teacher colleagues, and in advocating for collaborative
approaches to STEM teaching and learning. More specifically, this element of
the rubric aims to support school librarians and STEM teachers in maximizing
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their level of collaborative engagement to attain integrated instruction, a model
in which the school librarian and the teachers share a vision, objectives, planning,
and thinking. Collaborators bring complementary expertise—for example, on the
identification of quality resources for instruction, on subject content, on knowledge
of standards to be included in instruction, and on instructional strategies—to a
process of shared creation. Below is an outline of the Collaboration and Thought
Partnership element of librarian leadership.
In short, this element addresses the leadership skills necessary to foster dialogue
between school librarians and their STEM teacher colleagues. School librarians
demonstrate leadership by outlining a work plan and communication channels for
educators to co-design learning experiences in their schools and by advocating for
joint approaches that advance inquiry-based science literacy skills in the STEM
classroom. In doing so, they contribute to the ongoing transformation of their
profession—from school librarian to “teacher librarian” and instructional leader.
I. Collaboration and Thought Partnership
Design and facilitate collaboration and shared problem-solving
practices with teachers specifically around inquiry-based STEM
learning and literacy. Advocate for the co-design of curriculum
materials to support the STEM classroom across classrooms, the
campus, and into the community.
School Librarian (SL)
Learning Objectives

School Librarian (SL) Performance
Indicators

Define & Implement
Collaborative Processes:
SLs will understand their
roles as collaborative
thought partners and
be able to define and
implement strategies for
successful collaboration
with STEM teacher
colleagues.

Identifies priorities for teacher–SL
collaboration and builds time-bound
objectives toward those goals. Identifies
mechanisms and channels (faceto-face and online) for teacher–SL
communication about student learning,
STEM inquiry, and curriculum design, and
initiates, and maintains dialogue using
those channels.

Initiate Co-design
Practices: SLs will be able
to take the lead on and
engage STEM teachers
around co-visioning and
co-designing for inquiry in
the STEM classroom.

Recruits STEM teachers to participate
in the collaborative design of learning
experiences for students. Guides the
collaborative design and implementation
of curriculum materials by defining teacher
and SL roles, and how those roles can best
work together to create and implement
STEM lessons and learning experiences.
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Advocate: SLs will be able
to advocate to peers and
within and beyond their
school sites, and share
insights and approaches
to STEM teaching and
learning.

Builds and implements an outreach plan
that includes face-to-face and online
communication with peers and the
larger professional community to share
and model SL-led teaching and learning
approaches that advance inquiry-based
reading and science literacy skills in the
STEM classroom.

As collaborative partners, teachers advance the above learning objectives for
school librarians through:
• working with school librarians to define collaboration roles, including
which aspects of the lessons will be written and facilitated by the STEM
teacher and which by the librarian;
• participating in conversations and regular meetings, and engaging around
collaborative project ideas that are initiated by SLs and that meet the needs
of the STEM classroom around inquiry and literacy; and
• sharing and advocating about their co-design efforts with their education
community through multiple channels, including email, online discussions,
newsletters, social media channels, and video.

Curriculum and Instruction
The second element, Curriculum and Instruction, enables school librarians to
serve as effective instructional leaders, who are not only knowledgeable about
their schools’ curriculum and pedagogical practices but also take part in the
creation and revision of those practices. The learning objectives and performance
indicators for Curriculum and Instruction ensure that school librarians are able to
articulate the role of inquiry-based literacy investigations in STEM curricula and
how they contribute to attaining science literacy.
This element of the rubric further supports school librarians and teachers
in interpreting and applying their relevant science standards, the crosscutting
concepts of the NGSS, and CCSS literacy standards to their own classroom
priorities. The aim is to facilitate a shared understanding of the standards toward
effectively creating literacy-based inquiry experiences. Placing focus on literacybased inquiry puts close reading of informational texts at the center of the STEM
instructional unit or lesson—a focus that many STEM teachers may be unfamiliar
with. Furthermore, school librarians and STEM teachers traditionally bring
different approaches to student inquiry. While school librarians may work with an
inquiry approach that guides students through the process of building and sharing
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knowledge utilizing a range of information resources, STEM teachers may see
inquiry as involving guided lab-based activities. The Curriculum and Instruction
component of the rubric seeks to enable STEM teachers in their appreciation of
the role of the text for exploring their subject area in deeper ways, and to increase
their understanding of the role of the school librarian in addressing their subject
area needs.
In building their leadership skills in Curriculum and Instruction, school
librarians develop instructional strategies and co-lead the development of
student learning experiences. They partner with STEM teachers to model the
integration of inquiry-focused reading instruction to build student skills, such
as the extraction of data and the production evidence from text sources while
stimulating open inquiry in the STEM classroom. The element additionally
emphasizes the development of the necessary professional discernment to
identify resources that meet instructional and curricular goals, as school
librarians become adept at selecting quality resources and add value by adapting
appropriate elements within each resource or resource collection in alignment
with identified learning goals.
Below is an outline of the Curriculum and Instruction element of the rubric.
II. Curriculum and Instruction
Articulate the rigor and relevance of the Common Core Science
Literacy Standards and the crosscutting concepts of the applicable
science literacy standards—including the concepts associated with
national Next Generation Science Standards. Co-design curriculum
with STEM teacher colleagues, and model the instructional shifts
required for the integrated instruction of literacy and inquiry in the
STEM classroom.
School Librarian (SL)
Learning Objectives

School Librarian (SL) Performance
Indicators

Understand and
Articulate the Relevant
Learning Standards
and Instructional
Shifts: SLs will be able
to communicate the role
of literacy investigations
in STEM in attaining
to the CCSS and NGSS
toward increased student
achievement.

Understands the (1) CCSS ELA Science
Literacy Standards, (2) the CCSS
instructional shifts, (3) applicable state
science standards, as well as (4) specific
NGSS crosscutting concepts, including
(a) patterns, and (b) cause and effect.
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Build Inquiryoriented Text-Based
Investigations: SLs
will be able to develop
strategies and co-lead the
development of student
tasks that build literacy
skills called for in the CCSS
Science Literacy Standards.

Partners with STEM teacher to lead in the
development of STEM curriculum with
a focus on text-based investigations.
Includes: developing essential questions,
building an informational text set for
student close reading, creating textdependent questions and designing
student tasks focusing on students’
ability to articulate text-based evidence
and data in a STEM investigation, and
synthesizing or presenting arguments to
support the findings of the investigation.

Co-Teach InquiryFocused Reading as a
Means of Investigation:
SLs will be able to model
instructional strategies
to guide inquiry-focused
reading for building
content knowledge and
science literacy.

Models the integration of inquiryfocused reading instruction to build
content knowledge and literacy skills
in the STEM classroom, the library, and
across the school. Includes modeling
teaching of the structure of text,
determining the accuracy and relevancy
of information sources, guided reading
through text-dependent questioning,
student engagement with academic
vocabulary, and the extraction of data
and the production evidence from text
sources.

As collaborative partners, teachers advance the above learning objectives for
school librarians through:
• identifying which science standards and units are appropriate for learning
through literacy lessons;
• breaking a science standard into individual student objectives to be covered
over several lessons;
• providing insight into reading levels, emotional needs, grouping strategies
and other needs of the students in their classes;
• accessing other specialists (Exceptional Student Case Managers, English as
Second Language Teachers, etc.) to provide assistance for diverse learners;
• co-creating the lessons with the school librarian;
• co-planning and co-teaching the lessons with the school librarian; and
• sharing experiences and offering feedback to their co-design partners on
their lessons and approaches.
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OER and Open Educational Practice
Embracing both the first and second elements, the third element, Open Educational
Practice, integrates collaboration skills and curriculum and instruction expertise
with the skills required for the advocacy and use of open educational resources. This
element articulates specific competencies in instructional leadership as acquired
through the curation and collaborative use of OER. The performance indicators
for this element require that participants demonstrate an understanding of the role
of OER in contributing to curriculum improvement and advancing instructional
goals. Intended to provide precise guidelines to aid school librarians in aligning
OER to students’ particular needs, this element hones their expertise in curating
and organizing exemplary, standards-aligned OER, accessing and applying open
licenses, and leading the collaborative design and creation of high-quality OER.
This rubric element further defines a set of practices that help school
librarians to advance a classroom and school culture of open education and to
advocate for the potential benefits of open educational resources (OER) in the
context of continuous improvement. The table below presents the OER and Open
Educational Practice element of the rubric.
III. OER and Open Educational Practice
Build a library environment (physical, digital, experiential) that
advances a school culture of open educational practice, and advocate
for the benefits of OER in the context of continuous improvement.
Understand the Uses
and Benefits of OER:
SLs understand and
can articulate the role
of OER for curriculum
improvement, and
the impact of OER on
teaching and learning.

Develops expertise in different use cases
for OER and the importance of the shift
to an open digital model on their campus.
Articulates the benefits and impacts
of open educational practice and OER
with peers as a vehicle for continuous
instructional improvement.

Find and Curate
OER: SLs can discover
and organize quality
OER for teaching
and learning on their
campus.

Uses search and curation tools to discover
OER, and to identify and organize OER to
support the school’s curriculum and student
learning needs. Evaluates OER against local
and established quality criteria for inclusion
to enable discovery of OER by others.

Librarians as Leaders of Open Educational Practice

Build OER
Curriculum: SLs can
lead in the role of
creating or adapting
OER for integration
into their curriculum.

Uses digital content creation tools to author
or remix OER (e.g., Open Author). Cocreates OER with STEM teacher colleagues
to meet local teaching and learning
needs. Becomes fluent in engaging in OER
instructional design and guiding others to
do so and in integrating OER into other
curriculum materials for instruction.

Evaluate and Align
OER: SLs can evaluate
OER in alignment with
local or established
quality criteria.

Applies CCSS literacy standards and
relevant science standards to new and
existing OER content to support usability of
the resources. Demonstrates skill in using
digital tools and rubrics to align existing
OER to learning standards, accessibility
requirements, and other local needs.
Addresses alignment and/or crosswalk as
part of OER development strategies.

Assess and Apply
Open Licenses: SLs
can apply the correct
use of open licenses
when selecting,
using, or authoring
resources.

Understands copyright and use permissions
and open licensing differences. Understands
the role of use permissions in enabling OER
use and reuse. Selects appropriate open
licenses to apply to works that they author
or remix. Demonstrates knowledge around
open licensing protocols and policies to be
adopted at individual or institutional levels.

Share and
Collaborate on OER:
SLs can contribute to
local, state, national,
or global “commons”
of shared OER, and
understand their
roles as collaborative
thought partners in
OER creation and use.

Publishes OER individually. Uses digital
tools (e.g., ratings, commenting and
discussion features) to share feedback
to others on OER. Collaborates on
OER creation with peers and students.
Participates in online OER communities
and networks that focus on continuous
improvement of OER (e.g., OER Commons).
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Advocate for
OER and Open
Educational
Practice: SLs are able
to advocate to peers
within and beyond
their campuses, and
share OER-based
approaches to
teaching and learning.

Leverages social media networks and other
advocacy strategies, such as the creation
and sharing of articles, blogs, and videos
to targeted audiences. Participates in
outreach activities across the campus or
region, including conference presentations
and workshops in the wider education
community. Encourages and supports new
OER champions on their campus.

Finally, teachers advance the above learning objectives for school librarians
through:
• understanding the defining principles of OER and demonstrating
collaborative use of OER Commons digital library and toolset to discover
and organize resources for sharing with others;
• co-authoring and co-publishing open content for others to use and reuse;
and
• advocating for the potential benefits of open education practice and
OER in terms of continuous instructional improvement with the school,
district, and the wider educational community through online discussions,
newsletters, social media channels, and video.

Applying the Rubric: Example of a Cohort Team Project
In the aforementioned project that was led by ISKME and Granite State College,
cohort participants from New Hampshire were required to create literacy-based
inquiry lessons aligned to the CCSS and relevant science standards, and to ensure
the appropriate Creative Commons licenses and permissions for the adaptations
and re-use of the lessons. In the process, they practiced skills in using digital
content remixing tools and in building fluency in the concepts and practices
associated with OER authorship and adaptation.
Iterative processes built into the professional learning program required
cohorts to follow through with improving their STEM lesson units after classroom
implementation by creating new versions in response to feedback from their
peers. Some cohorts remixed their work to include examples of student work
or supplementary materials that would assist future educators in adapting,
customizing, and reusing the lesson units.
In addition, participants were also required to advocate for the OER they
created and the open educational practices involved within both their school and
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the wider education community. As part of this process, participants reflected
individually on their cohort’s collaborative teamwork and shared their reflections
on the potential benefits of OER as a vehicle for continuous instructional
improvement. Through departmental meetings, conference presentations,
newsletter articles, blog posts, and other social media channels, cohort participants
demonstrated increased confidence in their professional visibility and voice as
leaders engaged in identifying sources of high-quality OER to advance student
learning, energize school curricula, and promote schoolwide cultures of inquiry.
In sum, evidence of instructional leadership among the New Hampshire cohort
was shown in terms of the design and implementation of STEM inquiry lessons as
reusable, adaptable OER, and the sharing of those materials to inspire the practices
of a wider set of stakeholders.
One instructional unit in particular, titled “Power Grid,” serves to illustrate
the ways in which cohort teams were able to fuse complementary strengths to
produce standards-aligned instructional resources for STEM inquiry. Power Grid
was developed by a New Hampshire School Library Media Specialist with two
high school science teachers. The unit was designed to be taught as a way for
physics students to learn about energy and how much goes into charging their
phones. It culminates with small groups of students presenting their plans for the
ideal power grid for the state of New Hampshire.
As a unit, Power Grid addresses a complex Common Core science literacy
standard that requires students to gather and analyze information to clarify issues,
identify costs and benefits from a social, cultural, or environmental perspective,
predict the consequences of action or inaction, and propose possible solutions. The
teaching team noted that the unit was able to successfully engage their students by
integrating multiple topics into a cohesive lesson—from fuel sources for energy
production to pipelines, the idea of a smart grid. The lesson proved relevant not only
locally, in terms of systemic awareness of infrastructure, but also occupationally, as
the students participated in a field trip to a natural gas power plant where the plant
manager talked to them about career preparation for a future in energy production.
Outreach and advocacy related to the above project included social media and
school website postings to argue that teacher collaboration and integration of textbased, hands-on literacy skills lead to a deeper understanding for students, as well
as the creation of infographics to educate stakeholders about the steps involved in
developing an inquiry-based unit.

Early Evidence of the Success of the Model
On the whole, evaluative feedback from New Hampshire cohort participants
indicates that the professional learning program to support Open Educational
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Practice positively impacted their professional roles and perceptions of their
roles. Evaluation data collected directly from school librarian participants at the
end of their participation in the project indicated that programmatic support for
collaboration and thought partnership translated into an increased understanding
of how librarians and teachers can effectively collaborate in creating curriculum
materials.
Similarly, programmatic support for developing competencies in literacybased curriculum and instruction translated into increased confidence among
librarians as instructional leaders and teaching partners. Participants noted the
program helped them to develop strategies for building the range of student
knowledge and skills called for in their state learning standards, recognizing in
particular the need to incorporate and strengthen literacy skills as an integral
part of STEM curricula. Furthermore, by articulating the skills involved in
authoring, evaluating, and sharing original or remixed resources, the model builds
competencies for creating educator networks that can continuously improve
resources to better meet classroom needs.
Project participants indicated challenges to expanding the role of librarians in
schools, including a lack of common planning time with teachers, and traditional
perspectives about the role of school librarians that hinder partnerships with
teachers in the design and implementation of learning resources. Such challenges
call forth the need to involve school leadership in endorsing and supporting
ongoing collaborations across instructional roles and to recognize the importance
of team planning and implementation to student learning. In this regard, the
project helps to demonstrate that a top-down, systemic adoption of open practices
and OER in districts and states can provide opportunities for collaborative
curriculum planning and improvement that opens the door to innovation and
deeper learning for all teachers and students.

Integrating Open Practice and Core Values of Librarianship
As public service information professionals, school librarians recognize
that technology decisions inevitably influence the ways in which students,
teachers, and staff perceive the school library and the possibilities afforded by
its information resources. In the face of continuous technological and societal
change, school librarians rely on American Library Association’s (ALA) Core
Values of Librarianship as sources of stability and flexibility to guide technology
decisions and to infuse their leadership with professional integrity. As discussed
below, open practices through OER can serve to empower school librarians to
align their professional practice with those core values, particularly the core values
of Access, Lifelong Learning, and Professionalism.
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Enabling access through OER
Because open technologies eliminate proprietary barriers to access, they
contribute to the creation of equitable school library environments that cultivate
local connections to a global information landscape, embodying the ALA core
value of access.15
The value of access is at the root of a global movement to embrace open
technology options to make high-quality educational resources accessible to all. In
the US, through the federal #GoOpen initiative, twenty states across the country
and more than one hundred districts have committed their support for the use
of openly licensed educational resources to improve access to standards-aligned
materials, and to enhance student learning through the provision of adaptable
content that can be personalized to meet diverse student needs and learning styles.
There are similar initiatives worldwide.
The use of OER enables teachers and students to enjoy free, unrestricted
access to resources and curriculum collections featuring the most up-to-date and
relevant content. This access means that educators are able to discover and fill
gaps in content (e.g., science inquiry tasks), to integrate new digital materials into
their curriculum (e.g., interactive games, simulations), to incorporate innovative
teaching and learning strategies (e.g., kinesthetic learning or design thinking),
and to increase relevance, with reference to current events and topics (e.g., local
climate change issues).
As the demand for access to high-quality, relevant learning materials increases,
additional incentives for collaborative development and sharing of adaptable
resources are likely to emerge. For example, if teachers in Hawaii find a resource
they like from an example in New York that focuses on the subway system, they are
able to localize it to make it culturally accessible and relevant to Hawaiian norms
and the learning needs of their students.

Enabling education and lifelong learning through OER
By building new skills and capacities as instructional partners and thought leaders
around OER, school librarians ignite and sustain lifelong learning through the
practices associated with OER. The ALA’s core value of education and lifelong
learning finds expression in the inclusive, participatory, transformative processes
of OER adaptation, creation, and sharing.16 As instructional leaders capable
of using OER to stimulate interdisciplinary inquiry, knowledge sharing, and
continuous innovation, school librarians are well-positioned to develop repertoires
of instructional resources and strategies to advance learning within and beyond
school communities.
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Empowering professionalism through OER
By equipping school librarians to provide instructional leadership as part of the
transition toward library services that meet their school’s increasingly digital and
dynamic curriculum requirements, open educational practices serve to empower
librarianship professionalism. The use of OER and associated peer review and
co-design practices encourage school librarians to adopt skills and behaviors that
allow them to reflect critically on their own and their peers’ professional practices
and to make informed changes as instructional leaders. This is directly in line with
the ALA core value of professionalism in which librarians are required to “strive
for excellence in the profession by maintaining and enhancing our own knowledge
and skills, by encouraging the professional development of co-workers, and by
fostering the aspirations of potential members of the profession.”17

Conclusions: Implications for OER and the School Librarian
The School Librarian Leadership and Practice rubric grew out of a three-year
project to support school librarians in their roles as instructional leaders. The
rubric comprises a skill set in collaboration, curation, curricular design, leadership,
and advocacy. The rubric articulates specific competencies in instructional
leadership and practice as acquired through the ongoing curation, adaptation,
and collaborative use of OER. The performance indicators listed within the rubric
require that school librarians demonstrate an understanding of the role of OER in
contributing to curriculum improvement and advancing instructional goals.
The aim of the rubric is to build the capacity of school librarians to collaborate
on OER for STEM learning, recognizing that there is a global need to equip school
librarians to be part of instructional leadership through OER. The aim is also to
support education leaders and administrators in enabling a transformative shift
from a proprietary to an open and participatory model of educational practice.
The rubric was developed for STEM teaching and learning; however, as an open
educational resource itself, the rubric may be adapted to help stakeholders across
all subject areas to enhance their practice moving forward, as well as to enable the
assessment of current practice to ensure continuous learning in the field.
Working with educator cohorts in New Hampshire to address the
development of concrete skills for school librarian leadership and practice has
revealed the importance of a clearly articulated set of performance expectations
on how librarians and teachers can effectively collaborate in creating curriculum
materials. The work also unveiled challenges to expanding the role of librarians in
schools, including a lack of common planning time with teachers, and traditional
perspectives about the role of school librarians that hinder partnerships with
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teachers in the design and implementation of learning resources. Given the
growing demand for equitable access to high-quality, flexible digital content that
meets diverse student learning needs, understanding the role of school librarians
around OER curation and curriculum development and how to best model and
support their efforts has never been more urgently needed.
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Through most of history, libraries only begrudgingly loaned out items, which is
completely understandable. Clay tablets and papyrus scrolls were delicate and
labor-intensive to create; replacing an illuminated manuscript was not easy or
cheap. International relations (especially in the times of city-states) and language
differences further restricted the use of items. Even with the advent of massproduced printed books, costs and worries related to shipping and replacing
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items could be prohibitive. The more expensive or harder-to-replace the item, the
smaller chance it has of being loaned out. Items with only one or two physical
copies are still often difficult to get your hands on.
Still, librarians have become committed bridge-builders rather than trolls—
that is, we want to provide every possible opportunity for our communities to get
the resources they want and need rather than fostering obstructionist policies that
needlessly limit access. In fact, we believe it is our especial duty to protect the right
to access information in whatever formats are needed by our users and strive to
provide that access with as few barriers as possible to our community members.
We do not believe in artificial obstacles or prohibitive tolls anymore; we seldom
chain the books literally or figuratively (even if we occasionally “tsk” over dogeared pages).
At least we like to think so. Still, we are forced at times to accept particular
artificial obstacles to information that run contrary to our ethical imperatives.
While we celebrate increased access to worldwide resources, it is important to
discuss what obstacles are unnecessarily blocking our community members’
access to information and how we can address them within the strictures of our
stated ethics. In particular, we should look at the moral right to information access
and intellectual freedom, and the ethical imperative to provide information to and
between communities as freely as possible. In addition to exploring these ideals,
we need to find ways to make them practical.

Beer, Speech, and Kittens
Before we dig too deep into the ethics involved, we need to carefully outline what
we mean by “free.” There are various connotations and denotations to the word
and we must be careful not to switch between them without noting when we do so.
When discussing open access collections and library ethics in particular, we will
be using three definitions—and we do not want to confuse them with one another.
An increasingly common way of referring to these three definitions, particularly
in the open source community, is free-as-in-beer, free-as-in-speech, and free-asin-kittens.
Free-as-in-beer refers to “free” as costing nothing financially. The idea is that
“free” can mean free like beer at a friend’s party—a gift, with no expectations of
the receiver. This is the simplest and probably most common understanding of
the word. In the case of open access collections, this meaning of “free” applies
most directly to the end user, our community members, who can usually access
all our available resources at no direct cost to them. There may still be limitations
on how one can use what is provided, but there is no direct financial cost for
receiving it.1

Building Bridges with No Trolls

Free-as-in-speech refers to “free” as political freedom, a moral or legal liberty.
Just as we tend to think of freedom of speech as a particular right of individuals
that has corresponding duties attached to other persons or groups (most especially,
the duty of governments to not censor or punish political expression), there are
freedoms proscribed by our ethics statements as librarians that result in duties we
owe our communities, especially the right to information access and intellectual
freedom. In regard to open-source software, it also refers to the legal liberty to
manipulate the software—to view and use, or even to change and distribute it as
you see fit.2
Free-as-in-kittens is, most likely, the least considered characterization of
“free,” but is vitally important when discussing open access resources. The idea
is that something can be free of initial financial cost while requiring thoughtful
consideration of the responsibilities involved and the ongoing costs of maintenance,
as is necessary when taking in a free kitten. Similarly, some of the resources to be
used in creating open access digital archives and institutional repositories may be
readily available, but there are still costs that must be taken into account.3

Information Access and Intellectual Freedom
Librarianship has long been associated with active engagement in the protection of
intellectual freedom. It is arguably the heart of our profession. The ALA’s Code of
Ethics states, “We have a special obligation to ensure the free flow of information
and ideas.”4 The same document calls on us to “uphold the principles of intellectual
freedom” while “respect[ing] intellectual property rights and advocat[ing] balance
between the interests of information users and rights holders.”5
We uphold the right to information access and intellectual freedom because
we firmly believe it is in the best interests of our community members, individually
and collectively.
…[A]ll individuals benefit from full access to library resources
and services, and …such individuals benefit the wider society
by being so empowered. In other words, the social justice of
equity of access is not only right in itself but of benefit to the
individual and society—the greater good.6
Like freedom of speech or freedom of the press, the right to information
access is not a mere luxury; it is a vital component of human development, for
both the individual and society generally.
In the Library Bill of Rights, the ALA states that libraries should support
all people in “resisting abridgment of free expression and free access to ideas”
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and affirms libraries’ special “responsibility to provide information and
enlightenment.”7 The Intellectual Freedom Principles for Academic Libraries takes
the Library Bill of Rights to mean that library services should be as free-as-in-beer
for users as possible; if a resource or service is expensive for community members,
then libraries should look to provide a free or low-cost alternative.8 The ALA
further clarifies the freedoms outlined in the Library Bill of Rights (as well as the
corresponding duties of libraries) as it specifically relates to digital resources in
“Access to Digital Information, Services, and Networks”:
Freedom of expression is an inalienable human right and
the foundation for self-government. Freedom of expression
encompasses the freedom of speech and the corollary right
to receive information. Libraries and librarians protect and
promote these rights regardless of the format or technology
employed to create and disseminate information….
Libraries should use technology to enhance, not deny, digital
access. Users have the right to be free of unreasonable limitations
or conditions set by libraries, librarians, system administrators,
vendors, network service providers, or others.9
While considering our ethical obligations, we should also give some thought
as to who our community members are. Each library has a parent organization
and targeted community it serves: public libraries serve their county or city,
academic libraries serve their college or university, prison libraries serve their
prison population, etc. As we move into a more connected world, however,
we must extend the ethical duties of librarianship as responsibilities to greater
communities. Our commitments to intellectual freedom and information
access as a universal human right become a duty to actively uphold the rights of
people around the world to practice these freedoms. We should be doing so by
championing legislative reform and supporting other ethical calls to action, as well
as more directly by providing resources to our global community members in the
same manner we do for our local users.
In addition, as Michael Gorman points out in Our Enduring Values Revisited,
“Librarians and archivists … have a unique role in preserving and transmitting the
records of humankind on behalf of future generations.”10 We have been fortunate
recipients of the hard work of past librarians and other gatekeepers of information
access, and we ought to do the same, safeguarding library resources for future
communities. Beyond our duties for future information users, we have a debt to
the past and must strive to pass on the information they have left for us.

Building Bridges with No Trolls

Ideally, libraries should strive to provide access to all information, in every
needed format, with no cost, to all people. Of course, the ideal is seldom practical.
There may be legitimate concerns regarding creators’ rights and the actual costs
of providing access to information resources, as well as types of information that
may not be wise to hand out, but where artificial obstacles to information access
exist, libraries should be working toward providing free-as-in-beer alternatives
for community members in order to protect their free-as-in-speech rights to
information access and intellectual freedom.

Trolls Under the Bridges: Current Obstacles to Information
Access
While libraries strive to provide information resources free-as-in-beer to
community members, there are pricey obstacles to doing so, and those costs are
directly or indirectly passed on to our patrons. Some obstacles are legitimate;
others are “troll tolls.” The creation, shipment, and maintenance of physical items
like books and DVDs cannot actually be reduced to nothing. Even if libraries had
unlimited budgets for purchasing items, space is always at a premium. No library
can house every item that might possibly be of use or interest to its community.
While interlibrary loans of physical items solve these problems in part, such
resource sharing still incurs shipping costs (especially internationally), as well as
the occasional replacement costs of lost or damaged items.
There are also items that are seldom, if ever, shared in physical format. Archival
materials, for example, can be very delicate, precious, and impossible to replace;
access must be given under strict conditions, and sharing may be difficult or
unmanageable. Theses and dissertations, of which only a copy or two might exist,
are likewise so irreplaceable that loaning them out must be carefully considered,
and is seldom done.
Even digital items have their real costs. While they take up no physical room
themselves, servers must be set up and maintained to house them. Open-source
software can offset some of those costs, but hardware and operating expenses,
like electricity use and staff to oversee the technology, are necessarily not free-asin-beer. In addition, digital resources are vulnerable to data erosion from many
possible avenues.
When the physical medium of a digital file decays to the point
where one or more bits lose their definition, the file becomes
partially or wholly unreadable. Other causes of data loss
include software bugs, human action (e.g., accidental deletion
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or purposeful alteration), and environmental dangers (e.g., fire,
flood, war).

Assuming a digital archive can overcome the problem of
physical deterioration, it then faces the issue of technological
obsolescence…. Technological obsolescence occurs when either
the hardware or software needed to render a bitstream usable is
no longer available. Given the rapid pace of change in computer
hardware and software, technological obsolescence is a constant
concern.11
There are also costs involved in making sure our community members have
the technological equipment necessary to access digital resources, hardware,
and software alike. Again, open-source software can be acquired and used, but
hardware is, at best, free-as-in-kittens: even if gifted to the library, computers and
other equipment require upkeep and incur daily operating expenses.
These tolls are justifiable and, as much as possible, the library absorbs the
costs. We try to keep library resources free-as-in-beer (acknowledging that
incurred expenses are covered through taxes, tuition, and the like) as we build the
bridge between our community members and the information they seek. There
are, however, some troll tolls: artificial obstacles that limit information access
unnecessarily. These ought to concern us from an ethical stance.
Licensing requirements often act as artificial obstacles to sharing information
resources. Embargoes on the digitization of journal articles, licensing restrictions
on the dates of articles which can be shared through interlibrary loan, disallowing
sharing of articles accessible through particular databases—these create
unnecessary pressures on libraries to acquire resources seldom used by their
community members. They prohibit libraries from occasionally borrowing
certain digital resources that are regularly used elsewhere, as they would the
physical equivalents. Artificially limiting e-book checkouts to one user at a time
needlessly recreates a real problem with physical resources when, frustratingly,
it has the potential to solve it. Paywalls for digitized newspapers and magazines
also aggravate the situation, blocking access to important information without
prohibitively expensive subscriptions, assuming such subscriptions are available
for institutional purchase.
Some consideration, of course, must be given to why these resources
cost anything at all. Journals do important work in gathering, organizing, and
disseminating information in various fields. The high costs of access seem to be
price gouging, though, given that authors are seldom paid for their contributions
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and may even be charged to publish. Peer reviewers, too, are typically not paid for
their work. Databases do important work, as well, and have costs related to data
storage, but the actual costs do not justify the prices charged for subscriptions.
Writers and publishers deserve compensation for their work, but the costs of
producing and disseminating an e-book are far less than for a physical book, which
is not usually reflected in the purchase price, especially when the possibility of
purchasing an e-book that could be simultaneously read by multiple community
members is denied; they are, after all, non-rivalrous resources. Paywalls for online
information resources like newspapers are seldom designed to serve an institution,
which means libraries cannot easily negotiate access for their entire community.
Another problem is that digital information can be ephemeral and, without
direct control of the source material (that is, ownership), libraries cannot easily
fulfill their duty to preserve information for the use of future generations.
Database and journal subscriptions must be renewed or the library loses access to
information resources once available; if a database or journal goes out of business
or decides to pull content, libraries lose access to that information as well. E-book
vendors may also decide to pull content purchased by libraries. Of greater concern
ethically, though equally problematic practically, are the actions of governmental
agencies to limit information access to federally funded research, particularly
when fact sheets and other public documents simply disappear.
Again, if libraries had unlimited budgets to purchase resources and the
technology necessary to provide every community member with access, it would
not be such a problem, practically speaking (although they might have to turn
pirate in order to overcome the ownership problem and protect ephemeral
resources). Alas, library wallets tend to be light, and costs of digital resource
licenses are growing to dominate our budgets. In addition, our ethical imperative
to fight for the information access rights of our community members ought to
encourage us to find other troll-free ways of making resources of the same quality
available to our communities.
The situation may seem daunting to individual libraries, especially small ones.
Libraries are no longer isolated, however, and can cooperate in the creation and
provision of such resources while simultaneously acting together to raise awareness
of and opposition to troll tactics that artificially block information access. As Gorman
states, “It is imperative that librarians work together to produce a grand plan for
future stewardship that contains practical and cost-effective means of ensuring that
future generations are able to know what we know.”12 Librarians also need to work
together now to provide information to our present users. The ALA and related
organizations keep librarians informed of relevant legislative actions and provide
opportunities to make our voices heard. Statements to database vendors or journals
have been circulated among librarians to show a united front against troll tolls.
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There are, however, more direct ways to address these issues. The inclusion
of open access journals and databases in our online catalogs and the archiving
of government-provided public information by concerned third parties are
examples. Better yet, individual libraries can and should encourage the creation
and collection of digital resources locally to be shared collectively, much the same
as we collect and share resources through interlibrary loan but without artificial
obstacles. We should be building bridges with no trolls.

Going Green: OA Institutional Repositories and Digital
Archives
Academic libraries are in a unique position to build troll-free bridges to
information resources with the creation and maintenance of open access
institutional repositories and digital archives. These are free-as-in-kittens options
to creating free-as-in-beer access to resources for all members of our communities
(local, global, and future) which will protect and promote free-as-in-speech rights
to information access and intellectual freedom. Moreover, all of the resources that
would need to be included in the repositories and archives are already produced
or collected by our parent institutions and generally shared, as much as possible,
with other libraries through interlibrary loan. They also solve problems of sharing
delicate or otherwise precious items, like archival documents or theses and
dissertations, supporting intellectual freedom and encouraging good scholarly
communication without artificial limitations. Finally, they take seriously the duty
of academic institutions outlined by the founder of Johns Hopkins, Daniel Coit
Gilman, to advance and disseminate human knowledge,13 integrating the creation
of open access resources with the mission of our parent institutions.
Building such institutional repositories and digital archives is a movement
in line with “Green open access” publication. “Gold open access” is when a
journal decides to put its articles online and available to all readers free-as-inbeer. While this is great in that it supports free-as-in-speech information access
for our community members, it does have a few problems. Notably, these journals
must cover their real costs in some manner and often do so by charging authors
for publication. There is also the continued issue of the ephemerality of resources
since the journals have ownership of the technology hosting items and we cannot
be sure they will be kept indefinitely for access by future users. Green open access,
on the other hand, is when authors self-archive their works online and available
to all readers free-as-in-beer. Many do this while publishing in other journals,
although they must be sure not to sign away copyright in order to maintain
ownership of the works themselves.14 Still, in order to self-archive, authors need to
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have the technology and know-how to do so, and not everyone has these or wants
to put in the extra work to get them.
In an academic institution, where faculty are more often than not required to
do research and to publish, it makes sense to have these works collected, organized,
and stored digitally for use by the local community with no unnecessary additional
costs. After all, it seems ridiculous to pay a professor for the time and effort of
writing an article or book, which the author may have to pay to publish, only to
turn around and pay exorbitant subscription fees to a journal in order to secure
student access to the work. Adding on digital finding guides and descriptions of
archival documents and other materials also makes sense—it cuts down on the
need for people to handle delicate items while increasing access to the information
they carry. Making these collections open access also makes sense in the context of
the institution’s mission to produce and disseminate scholarly information.
If enough academic institutions insisted that their faculty place copies of all
works in the institution’s open access depository while allowing simultaneous
publication in peer-reviewed journals that do not require signing away copyright,
libraries could arrange to search and use items from one another’s depositories
and archives. Of course, someone would have to be responsible for creating a joint,
searchable index for finding items. By doing so, we could circumvent the worst
obstacles imposed by current subscription models: needlessly high subscription
costs, date-based embargoes, limits on what can be loaned out from various
databases, etc. We could also avoid copyright restrictions on many course materials,
allowing us, for instance, to link to entire e-books in course management systems.
This could lead to dramatic reductions in costs of class materials for students, who
are not typically keen on spending hundreds of dollars for a textbook. Student
theses and dissertations could also be kept in these depositories, making their
research more easily accessible and usable in scholarly communication.
Institutional repositories and digital archives are, of course, free-as-in-kittens
options. Any library could access and use such collections, whether or not they
participated in creating and maintaining open access repositories or digital
archives. Participation, however, necessarily entails real costs. The hardware
(and software, if appropriate open source alternatives cannot be found) as well
as the costs of training or recruiting staff to take charge of the technology, and
the ongoing maintenance and daily operations costs, are not reducible to nothing.
For archives, there are additional problems, especially in processing items
while retaining privacy. Considering the rising costs of database and journal
subscriptions coupled with tightening library budgets, the restrictions on use
and sharing of digital materials, and the lack of control libraries have over these
ephemeral items, the benefits far outweigh the costs. It would also be fulfilling a
number of ethical imperatives, not the least of which is the duty to create free-as-
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in-beer information resource alternatives for our communities when traditional
avenues are prohibitively costly.
Large universities can and are moving in this direction. Harvard, Yale, Duke,
Stanford, and Oxford all have open access depositories available. Smaller academic
institutions are free to take advantage of their collections, of course, but it is also
possible to participate in the move, creating and disseminating our own unique
materials and contributions to the ongoing scholarly conversation. The following
sections describe how the P. H. Welshimer Memorial Library at Milligan College
established an institutional repository and digital archive to support preservation
and access needs of the college.

MCStor: Milligan College’s Institutional Repository & Digital
Archive
Institutional repositories support goals that are embedded in a library’s mission:
scholarly communication, open access, and preservation. College universities and
academic libraries have found the need to establish an institutional repository
at their institution to support, preserve, and create access to faculty and student
research, administrative and academic files, and college archives and special
collections.
An institutional repository (IR) is a centralized networked digital platform for
uploading, organizing, preserving, and accessing electronically scanned (print to
digital), converted (analog to digital), and born-digital products and assets. An IR
is an archive for the digital age, which can enhance the visibility of an educational
institution by showcasing student and faculty work, the history of the institution,
and the richness of the college experience.15 This outline is to provide libraries
a template for how a small, academic library can implement and manage an inhouse, open source IR at their own institution. With the right combination of
necessary resources, including staff expertise, tech support, time, and available
funds, a library can produce effective IR preservation and access services for an
academic campus.
Milligan College is a private Christian liberal arts college, located in Eastern
Tennessee with an enrollment of twelve hundred students. The Milligan Libraries
includes two locations: the P. H. Welshimer Memorial Library and the Emmanuel
Christian Seminary at Milligan Library.16 In 2012, the College Archivist and
Director of Libraries explored the feasibility and options for establishing an IR for
Milligan College. The library saw the need to preserve and create online access to
student and faculty scholarly work as well as digitized materials of historic value
to the college. By offering a central location for depositing these materials, the
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IR would make them available to a wider audience and help assure long-term
preservation.
During the 2012–2013 school year, the college archivist and director of libraries
researched available resources, including IR literature and webinars; hardware,
software, and staffing requirements; and identified and engaged Milligan College
stakeholders. A resource that proved to be very beneficial as an introduction to
managing institutional repositories is Jonathan A. Nabe’s Starting, Strengthening,
and Managing Institutional Repositories.17 Nabe’s publication compares and
contrasts many open-source and commercial repository platforms by the following
functions: Installation and Base Technology; Structure and Administration;
Metadata; Special Features; Support; as well as a “Bottom Line” section that provides
pros and cons for each platform. When navigating commercial versus open source
repository platforms, institutions should consider the following criterion: (a) cost
of hardware/software and server space growth, b) identify personnel and time
allotment, c) staff expertise and training, d) identify stakeholders, and (e) in-house
versus outsourcing. Libraries that have personnel with the necessary technical skills
to support a repository in-house would benefit from an open-source platform since
this would reasonably keep their costs low. Whereas, libraries that do not have the
technical skills to manage a repository in-house may find it advantageous to utilize
the technical support provided by commercial platforms.
While comparing available open source and commercial platforms, DSpace
proved to be the most appropriate platform to support our institution’s needs
since it enables us to manage our IR in-house and provides an extensive online
support group network of available forums, wiki pages, and documentation
to guide through DSpace technical issues and functions. DSpace is an opensource platform and was first released in 2002 by the Massachusetts Institute of
Technology (MIT) and Hewlett-Packard.18 In addition to being a free software,
DSpace provides its source code for installation and enables local customization.
Since DSpace can be installed and managed in-house, this requires personnel
to perform local technical support. This may be a challenging requirement
for some libraries due to limited staff expertise and time allotment to perform
repository operations. Being conscious of these limitations when identifying
DSpace as our repository, we were fortunate to identify a library staff member
who encompassed the necessary developer and system administrator skills needed
to install, configure, and maintain DSpace in-house. Additionally, we have a strong
relationship with our Information Technology department which is committed
to supporting our libraries’ needs. Realizing the need for server space and IT
support, we communicated these requirements with the director of information
technology and were allocated server storage for the DSpace repository on the
college’s server.
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Two library employees were assigned to manage the DSpace repository. The
Digital Resources & Web Development Specialist (50 percent library, 50 percent
IT) was assigned technical administrator, who manages configuration, DSpace
updates, website management, and provides technical support for staff and users.
The Information Resources Librarian & College Archivist (60 percent archives,
40 percent library), was assigned IR Manager and oversees policy creation,
workflow procedures, community and collection creation, submission, metadata,
preservation, and access of content.
By May 2015, the DSpace repository platform was successfully installed inhouse, configured in a Windows environment, and began running on Milligan
server hardware with IT support. IT provided an initial storage allocation of
250GB, which met our repository’s needs at the time because our primary upload
file types were PDFs, JPEG, and TIFF files. Knowing 250GB would not support the
repository indefinitely, we planned to purchase additional storage when necessary,
which would be a relatively low-cost investment. We experimented functionally
in our newly installed platform by creating a test environment in DSpace, which
allowed us to complete tasks and workflows.
We planned to establish MCStor as Milligan College’s digital repository,
intended to capture, distribute, and preserve scholarly work created by faculty,
staff, and students at Milligan College, as well as materials of historical value
to the College.19 Policies, procedures, and workflows were created for MCStor,
based on best practices from other institutions, including Kalamazoo College’s
CACHE Digital Archive. After reviewing the Kalamazoo College Digital Archive
(CACHE) Policies manual, we realized this manual represented what we wished
to accomplish with MCStor.20 We received permission from Kalamazoo College
to adapt their IR policies and procedures manual for our own institution. We
developed (and continue to update when necessary) the MCStor Digital Archive
Policies Manual, which addresses all MCStor policies and procedures for Milligan
College’s Institutional Repository, including content, submission, and access
policies and workflows.21
DSpace enables institutional repositories to be organized by “communities”
and “collections,” which are used to create a hierarchical directory to browse and
access content. A community may represent an academic school or department,
as well as a campus activity or group, etc. A community contains collections.
A collection is a group of related digital items held in a community. An item
is a digital file that has been added to a collection. An item may represent a
research paper, a poster presentation, an archival photograph, video, audio file,
etc. When communities and collections are created in an institutional repository,
communities need to be created to best represent an institution’s activities
and the content that will be preserved and accessed in an IR. Additionally, an
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institution’s audience needs to be considered when anticipating growth for
additional content.
Communities and collections are created and organized to best represent the
hierarchical structure of content that is made available in an IR. Since we intended
MCStor to support student and faculty research, as well as digitized archival
materials, we created communities that represented each of these units. Student
Research was the first community we created in MCStor, which enables access to
graduate and undergraduate research papers and projects.
Additional to student theses, dissertations, research papers, and projects,
MCStor collects faculty research, including journal articles, conference
proceedings, presentations, book chapters, and books. MCStor also creates access
to the college’s archive materials, including audio and video recordings, digitized
photographs, negatives, slides and born-digital files, and historic documents. In
August 2015, MCStor was launched live. We had successfully created a Student
Research community with a Sophomore Research Conference collection,
containing research papers students complete for a composition course during the
fall semester of their sophomore year.
Initiating with this first community, MCStor has continued to offer the
following benefits to the Milligan community. One of the main benefits of MCStor
is that it is an open access platform, which means that anyone with an internet
connection may access content. MCStor supports long-term preservation with a
mission to preserve and create access to scholarly work created by the Milligan
community as each item in MCStor is preserved in an electronic format and has
assigned metadata that enables long-term use. The work submitted to MCStor
by students, faculty, and staff reveals what has been created at Milligan but also
contributes to the ongoing scholarly communication that is being shared on
open access platforms, further sharing Milligan scholarship with scholars and
researchers worldwide. Another benefit is that MCStor empowers our students,
faculty, and staff as authors who make their work available to the public while
retaining their full copyright.
MCStor can be accessed from the Milligan Libraries homepage.22 When users
arrive to MCStor, they may not know exactly which keywords to use to complete
a search. Users can instead select from several browsing options. A user could
browse by viewing the Communities and Collections hierarchy, Issue Date, Author,
and Title, or by Subject. If a user has an intended keyword, they can enter this into
the search box located on the MCStor homepage. A search box is also located in
the top right-hand corner of all MCStor navigation screens beyond the homepage.
When a user completes a keyword search, this keyword may be identified in the
title, abstract, and/or description of an item and the full-text searchable document
of the item record.

2 97

298

CHAPTER 18

Additionally, on the MCStor site, users can view information on how to
submit an item, MCStor policies, an FAQ page, and contact information. The FAQ
page provides users a brief dialogue to answer questions regarding how a user may
submit their work to MCStor, what types of materials and file formats MCStor
collects, and defines the Non-Exclusive Distribution License, which users grant
to give Milligan permission to distribute their work on an open access platform.
Items in MCStor are accessed online by anyone with an internet connection.
Though most materials in MCStor are made publicly available, authors and
communities may assign access restrictions to materials. Authors and communities
can choose four levels of access to an item. They can make the item available: (a) to
the public, (b) to only current Milligan students, faculty, and staff, (c) to only select
users and groups, or (d) to only MCStor administrators.
Current Milligan faculty, staff, and students may submit items to MCStor. Access
for users to submit to a collection is controlled and authorized when a collection is
created. All current Milligan faculty, staff, and students are assigned to the LDAP
authorization group, which is the default authorization set to collections that enable
all current Milligan faculty, staff, and students to submit to that collection. This
same LDAP authorization group is used when access to a community or a collection
is restricted to only current Milligan faculty, staff, and students.
MCStor enables users to submit their work electronically through an online
submission process. All submissions require a user to successfully log in to MCStor
with their Milligan network credentials. When a user starts a new submission,
they are required to select the appropriate collection to represent their work
and are asked to identify required metadata description fields, including author
(first and last name), title, date (date item was created), language, abstract, and
subject keywords (if applicable). Users must conform their document filename to
the required file naming convention before submission. All MCStor submissions
require a user to grant a non-exclusive distribution license, which allows Milligan
College to reproduce, translate, and distribute users’ work worldwide in print and
electronic format and in any current or future medium. The distribution license
does not affect the author’s copyright but enables the author to retain the full
copyright of their work.
Authors who publish in peer-reviewed and open access journals retain the full
copyright of their work. Authors who publish in traditional subscription-access
journals may or may not retain the full copyright of their work; therefore, authors
need to seek their publisher’s permission to submit a previously published work
to MCStor. Authors would need to ask their publisher to review the publishing
agreement previously established and request permission for their work to be
made available in MCStor. SPARC provides authors an amending agreement to
be used between the author and publisher, which would allow authors to retain
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certain rights. This publisher agreement is called the SPARC Author Addendum to
Publication Agreement and is located on SPARC’s website.23 Authors can use this
publication agreement to retain the right to reproduce and distribute their work
for non-commercial purposes. This not only allows authors to distribute their
published work on an IR but also informs authors on how to negotiate and protect
their copyright for future publications.
Collecting content for an IR is very much dependent on student and faculty
submissions. Therefore, it is important to engage with students and faculty to share
the benefits of submitting their work to the IR. For students and faculty to share
their work on an IR, they are contributing to the ongoing scholarly communication
that is relevant to their field of study, as well as revealing the research Milligan
students and faculty are presenting. There are several ways to engage with students
and faculty to invite them to submit their work: engage with faculty through email
and in person or by setting up brief demo meetings to demonstrate that there
is a place for their students’ work on MCStor. It is also useful to stay aware of
curriculum requirements or annual projects to know when and what types of
projects students are creating.
For an example, at Milligan, we have a graduate-level Occupational Therapy
program, and each spring, students showcase projects that they have designed to
be used in occupational therapy. This showcase is called the O.T. Expo. By making
these projects available on MCStor, it not only benefits OT students completing the
program but also our local professionals who use occupational therapy practices.
Faculty were contacted and each student received a personal invitation to submit
their project to MCStor. Students responded very positively and expressed a sense
of gratitude when their work was being sought out. We now have an O. T. Expo
collection in MCStor that will annually collect students’ occupational therapy
projects.
Another way we promote MCStor to our campus community is through
workshops. In October 2015, we hosted our first Open Access (OA) Week
workshop where we promoted our MCStor platform as well as the Open Library
of Humanities.24 Open Access (OA) Week is a global effort to provide awareness
on creating free online access to scholarly work and research, enabling this
information to be used once made available on the open web. Open Library of
Humanities (OLH) is an organization that publishes scholarly work and provides
public access to this research while preserving these materials for long-term
use. OLH’s mission is “to support and extend open access to scholarship in the
humanities—for free, for everyone, forever.”25 Open Access Week is a great time
to promote your institutional repository. There is an abundance of social media
support during this week with the opportunity to connect your institution’s
repository with the open access initiative that is being celebrated worldwide.

2 99

300

CHAPTER 18

Since launching in August 2015, we have continued to expand MCStor by
creating additional communities and collections that represent student and
faculty’s scholarly research and Milligan’s unique archive collections. One of
the first archive collections that has been made available in MCStor is Milligan’s
Buildings and Grounds photographs of campus structures and scenes.26 Since these
photographs had not yet been digitized, archive student workers were instructed
on how to complete a digitization workflow using an EPSON Expression 10000
XL scanner and software while simultaneously collecting appropriate metadata for
each photograph in an Excel spreadsheet. Students were then instructed on how to
upload these images to MCStor with the image’s metadata. DSpace supports Dublin
Core metadata schema, which is versatile for identifying archival materials as well
as scholarly research collected in MCStor.27 Dublin Core provides the metadata
elements needed to identify author, title, date issued, abstract (description), etc.,
to make our college archival materials discoverable in MCStor.
Additional to utilizing Dublin Core metadata to provide discoverability to
our unique archival resources, we are starting to implement an OCR Optical
Character Recognition (OCR) workflow using Adobe Acrobat Pro DC software,
which provides the functionality to enhance text recognition for scanned PDF
documents. Applying OCR functionality to text documents would enable these
resources to be full-text searchable.
As of January 2017, MCStor has four active communities: (a) Archives and
Special Collections, (b) Faculty Research, (c) Student Research, and (d) MCStor
Administrator Documents. The Archives and Special Collections community will
provide access to our college’s Buildings and Grounds photographs as they become
digitized, but as we continue to expand access to our college’s photographs and
historical records, we also plan to preserve and create access to additional content,
such as campus recordings and oral histories, as both of these provide in-depth
institutional history and memory for our college and community.
MCStor will continue to seek Milligan’s faculty and student scholarly work
by engaging and inviting faculty and students to submit their research to MCStor
so that it can be preserved and accessed for long-term use. We have successfully
received submissions that represent graduate and undergraduate research by
creating collections that represent the type of projects students are creating at
Milligan and will continue to promote these for future growth.
The MCStor Administrator Documents community is a location where
workflows, policy procedures, and licenses are collected and made available to
provide support documents for MCStor tasks and functionality. Having this
documentation available in MCStor secures that these workflows and policies will be
available for future MCStor managers while keeping current personnel accountable
for the guidelines and procedures established to maintain and manage MCStor.
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With the continual growth and expansion of these communities and collections,
MCStor will provide the Milligan community an open access platform to curate and
preserve faculty and student scholarship along with our unique archival collections
and share these materials with scholars and researchers worldwide.
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Lasting Experiences:

Taking Galleries from Glass Cases to Online
Access Repositories
Joseph Shankweiler*

Assistant Professor, Special Collections Catalog Librarian
Western Kentucky University

Todd Seguin

Scholarly Communications Specialist
Western Kentucky University

Introduction
This chapter outlines the process of creating a permanent online presence from a
curated gallery exhibition. Creating an open access version of the exhibition on
an institution’s repository preserves the experience for the future and extends its
engagement to a growing online community of students, interested community
members, and others beyond campus. Through the use of video and audio, as well
as images and documents, we strive to create an equally engaging experience for
those who are unable to attend the original installation in person. The permanent
online exhibit thus extends learning opportunities and preserves important
scholarly work that would otherwise disappear when the exhibit ends.
*This work is licensed under a Creative Commons Attribution 4.0 License, CC BY
(https://creativecommons.org/licenses/by/4.0/).
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Emerging technologies are becoming increasingly popular tools for providing
access to research materials in academic and special collections libraries. They
are equally useful in outreach efforts that work to engage with students and
communities both on and off campus, to highlight hidden collections, and to
draw attention to staff and faculty research. In 2007, Western Kentucky University
(WKU) made a commitment to create an institutional repository, TopSCHOLAR,
to showcase faculty, student, and staff scholarship. Since that time, it has grown
from being primarily centered around theses, dissertations, and academic articles,
to embracing other forms of scholarship on campus. This project of capturing
and fully representing a gallery experience will be used to create a template for
future efforts to highlight research, promote our library materials and resources,
showcase hidden collections, and create new access points for physical and virtual
users both on and off campus. Additionally, we hope that our examination into this
process might provide a fruitful discussion on some of the considerations inherent
in such a project as they relate to the mission of our library and ALA’s Core Values
of Librarianship, specifically how to create and preserve access to scholarship,
research, and creative activities in free and democratic online environment.

Physical and Digital Exhibitions in Libraries
Library exhibitions serve a wide variety of purposes; they enable librarians and
curators to showcase unique or underused materials, they provide context for
materials which might not otherwise be apparent from a catalog record, and they
attract new users and even potential donors. As Chen, Pickle, and Waldroup note
in their article, “Changing and Expanding Libraries: Exhibitions, Institutional
Repositories, and the Future of Academia in The Process of Discovery,” “by
producing exhibitions, special collections staff can produce their own narrative
of the value of their collection while also attracting more students and donors to
work with and support their mission.”1 As many of us would agree, a well-curated
exhibition can be an excellent opportunity to present materials within a framed
context that allows library users to explore new research ideas and find a new
appreciation for specific items or entire fields of study.
Online exhibitions are also an excellent opportunity to share scholarly activity,
showcase library collections, and promote university events with our expanding
library communities. Moreover, while physical exhibitions tend to be bound by
the constraints of scheduling and physical space limitations, curated collections
made available in an online environment have the potential to remain on exhibit
indefinitely. As Jessica Lacher-Feldman notes, “online exhibitions allow for our
work within the repository to live on beyond the closing date of the exhibition
itself and beyond the walls and exhibition cases in our libraries and archives.”2 The
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process of curation brings together materials from various sources and locations
due to a certain commonality in theme, subject matter, or physical characteristic.
In many cases, the exhibition might be the only time that the items will all be
viewed together in such a manner. The online exhibition, as an extension of
the physical exhibition, is therefore a historical artifact in its own right, whose
preservation might be useful to future library users and researchers. As Chen,
Pickle, and Waldroup suggest, online exhibits “remain accessible for much longer
than a physical show, offering an even higher possible return in terms of their
potential audience engagement over time.”3

Miniature books at WKU
Western Kentucky University’s Library Special Collections currently has
approximately two hundred miniature books, including machine press books,
modern books, cuneiform tablets, and hand press era printed pages. The physical
exhibition, Tiny Treasures: Miniature Books, stemmed out of the discovery of
dozens of miniatures scattered throughout the stacks of special collections. After
the second box of books arrived, it became apparent that an inventory was in order.
Once it was clear that there were more than a few miniatures in our collections,
the Tiny Treasures exhibition was curated in an effort to draw attention to the
newly discovered collection and showcase the wide variety and types of materials
that can be found within our library. The exhibition was the perfect opportunity
to assemble the collection and see all of these items together in one place. As a
result of this project, the miniature books are now permanently stored together
and cataloged with the appropriate rare book [DCRM(B)] vocabularies to ensure
they are more easily discoverable within the libraries’ online catalog.

TopSCHOLAR and the online exhibition
The online exhibition is intended as a means to preserve the record of this
collection permanently and provide access to users who might not have otherwise
seen it. Our institutional repository, TopSCHOLAR, uses software created and
maintained by bepress.4 WKU libraries have recently begun to capture events on
campus that are curated by students, faculty, and staff in addition to the more
traditional items found in Institutional Repositories. The Tiny Treasures exhibit
was a great opportunity to use our repository to the fullest. Since our goal was to
create a permanent presence that closely replicated the in-person experience of the
exhibit, we felt it was important to retain as much content and context as an online
experience would allow. These goals guided our decisions when we considered the
many options available to us using our repository software, bepress. We chose to
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present our material on TopSCHOLAR because of Mr. Seguin’s familiarity with
the platform. The software has great flexibility, customizable options, and provides
a user-friendly way for presenting digital images and creating metadata records.
Our institutional repository’s mission, to promote the intellectual output of the
faculty, students, and staff at Western Kentucky University, made this a natural for
our project.5
We chose to use the series and image gallery types, as they offered the most
flexibility and would provide the most pleasant user experience. These two
publication types allowed us to create items containing audio, video, image, and
text files. Each publication type has built-in metadata fields, as well as the ability
to create unlimited customizable fields, a functionality which can be used to best
represent an item and to create an accurate, informative database.
In addition to providing all the necessary elements for creating thorough
item records and maintaining a coherent narrative for the on-line visitor, we were
confident that bepress would preserve our exhibit in accordance with industry
standards. Further discussion of our decision-making process can be found below
in our discussion of challenges and considerations.

Process, organization, and execution
When creating a permanent exhibition space for Tiny Treasures in our institutional
repository, we needed to think about how best to lay out the structure so that it
would allow for potential growth and logical navigation. Since it is our intention to
create online versions of Special Collections exhibitions going forward, we chose
to create a DLSC (Department of Library Special Collections) Exhibits community
within our existing Library Special Collections community. The “community” is
a structure that can house other publications types and additional communities:
Libraries (community)
Library Special Collections (community)
DLSC Exhibits (community)
Tiny Treasures (community)
{any future exhibits will follow here}
Within our new Tiny Treasure community, we used two publication types,
series and image galleries, to construct out the online gallery. We created image
galleries for the content in the curation cases to showcase special curation
techniques and to archive posters and printed press information pertaining to the
exhibit. We chose the general-purpose publication type called a “series” to house
all of the multimedia items documenting the exhibit. These items included a video
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of the opening reception talk by Mr. Shankweiler and a virtual tour video created
by the library social media coordinator, Crystal Bowling. The content structure
within the Tiny Treasures community looked like this:
Tiny Treasures
Exhibition process and methods (image gallery)
Gallery cases (community)
Bibles, Hymnals, & Almanacs (image gallery)
Children’s Books (image gallery)
Dictionaries & Primers (image gallery)
Handbooks, Songbooks, & Other Miscellanies (image gallery)
Literature (image gallery)
Nature Handbooks (image gallery)
Novelties & Promotional Materials (image gallery)
Pre 18th Century Items (image gallery)
Opening Reception Talk – (series)
Promotional Materials – (image gallery)
Video tour – (series)
Beyond the storage and organization that our repository provides, there are
other elements we used to improve and expand the user experience. In each gallery,
we included a picture of the display case as well as close up images of individual
items. This helped to replicate the in-person experience of the exhibit by providing
a context for the book within the collection, as well as allowing for each item to
stand on its own, with additional detail that may be of interest.
Each item record included one high-resolution image to allow the user to
zoom in and see fine details. This item can be downloaded in three different sizes
using radial buttons on the main image page: standard, medium, and thumbnail.
To help provide access to users with slower internet speed, we set up an additional
image field in which we included all images of the item in a low-resolution
(400-pixel) format.
The repository’s built-in metadata fields that were most useful for us were
discipline and description. The discipline field allowed us to choose from more
than one thousand unique categories to help classify an item to improve its online
discoverability. For each community, series, and gallery, we included descriptive
text to help create continuity, as well as context, for the separate pages. Our bepress
representative created a variety of customizable metadata fields to help us detail
the item and create an accurate, informative database. We used the customize
feature to add size (length and width) of item, publication date, and publisher
metadata fields. In addition to these descriptive metadata items, we created a Call
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Number field that allowed us to include a hyperlink to the item in our library
catalog. We hope the structure and content included in the online exhibit will
create a satisfying experience and spark new interest in our special collections and
the WKU libraries in general. It is our hope that the process outlined above will
become the template for all future curated exhibits.

Challenges and Considerations: ALA’s Core Values of
Librarianship
Access and democracy
As with the undertaking of any new project, there are always challenges
and considerations in conceptualizing our desired outcomes. Many of these
considerations relate closely to the Core Values of Librarianship as defined by the
American Library Association. Inherent within this discussion are questions of
access, democracy, preservation, and service as we strive to ensure our efforts are
in alignment with our libraries’ values and the core values of the American Library
Association. By creating the online exhibit, we have extended the reach of the inperson exhibition to all those who have an internet connection. We view sharing
these exhibits beyond the in-person traffic of our libraries as an important step in
providing a complete university experience for users at our satellite campuses and
fruitful learning opportunities for the general public. While we realize there will
always be limitations and restrictions to access, it is our goal to limit restrictions
at every step possible, a task which includes making new and useful information
available through online media and, once it is available online, working to ensure
that it remains accessible to as many users as possible.
As librarians, we are charged with the responsibility to ensure that every step is
taken to reduce the economic barriers to information access. As the ALA core values
dictate, “All information resources that are provided directly or indirectly by the
library, regardless of technology, format, or methods of delivery, should be readily,
equally, and equitably accessible to all library users.”6 For this reason, it is essential
that our services are open and free of fees and restrictions. TopSCHOLAR is an
open access repository and is free to students and non-students alike, both on and
off campus. As it is the responsibility of all publicly supported libraries to provide
“free, equal, and equitable access to information for all people of the community
the library serves,” economic barriers must be considered when determining how
to make your online materials available and selecting an institutional repository
platform (Economic Barriers of information access, ALA). Similarly, we wanted to
ensure that the materials in our exhibition would be accessible to off-campus users
in rural areas with slower or limited internet service. For this reason, we chose
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to include low-resolution images for faster download times and transcriptions of
all streaming video. While TopSCHOLAR’s host, bepress, indicates that it is in
compliance with the American Disabilities Act, we wanted to make sure that all
users are able to access audio/video materials. With this in mind, the local radio
promotion and video presentation both include full transcriptions, which are
available for download.
In addition to providing access to online materials, it is also important to ensure
access to our services and to create a democratic environment that encourages
the free exchange of thoughts and ideas within a positive learning atmosphere.
In order to guarantee that questions about a particular item would be answered
by the appropriate party and in a timely manner, we included a general Special
Collections Library email address rather than the individual address of a specific
staff or faculty member. We also wanted to use the TopSCHOLAR platform as a way
to promote dialogue and scholarly discourse both in and outside of the classroom
for both current and future exhibitions. As Rebecca Jefferson, et al., argue, “the
online exhibits and materials are provided as part of scholarly communications for
engagement by the public as public scholarship and for engagement by scholars that
may lead into other opportunities for research and collaboration.”7 TopSCHOLAR
repository works hand in hand with the IntenseDebate comment system to allow
for a continued dialogue between the special collection librarians and our patrons.

Preservation
As ALA’s Preservation policy states,
Publishers and distributors of content in digital form must
address the usability and longevity of their electronic works.
The Association encourages publishers to provide metadata
that will facilitate the life cycle management of works in digital
formats and to deposit digital works in repositories that provide
for the long-term persistence and usability of digital content.”
(B.8.3 Preservation (Old Number 52.2)
Our software manager, bepress, has taken many steps to assure long-term
preservation of items uploaded to TopSCHOLAR and all the other repositories that
it manages. Each item is provided a persistent, stable URL, is stored in triplicate,
and is backed up offsite by a third party. The item history has complete details of
when and by whom it was updated with a field to include information regarding
the need for the update. The entire database of TopSCHOLAR is backed up nightly
by bepress and monthly by a third-party service. This provides confidence that our
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items will be preserved long term. In addition to backing up the content, bepress
preserves the original file format of each item uploaded. This allows for emulation
or migration in the future to meet the needs of possible new formats.8
Finally, no discussion of institutional repositories and online exhibitions is
complete without a consideration of copyright and fair use. In the case of the
miniature books exhibition, we looked at the four-factor test published by the US
Copyright Office and determined that our online gallery was a true instance of fair
use. The gallery contains fact-based content that is intended to educate and create
new meaning. The individual books are re-contextualized in the larger scheme
of tiny books. We have used precisely the number of images necessary to convey
the size of the book itself or type size of the text. And finally, we deemed that the
presence of these images would have no market effect on the items involved. As
is the case with all items in our repository, we respond individually to any query
regarding copyright.9 While the question of fair use is relatively cut and dry in the
case of the Tiny Treasures exhibition, it may not necessarily be in exhibitions to
come and it is important to know whether the images included fall under fair use
or require additional copyright permissions.

Closing Thoughts and Conclusion
It is our goal in using TopSCHOLAR to re-envision physical exhibitions in an
online environment, thus creating additional access points and hopefully serving
as a valuable information resource for our library users. We are happy to have set
up a template for digitizing the gallery experience in Special Collections going
forward. So much care, research, and effort go into each exhibition created by the
Special Collections staff and librarians that we look forward to a time when all
their exhibits will find a home on TopSCHOLAR for all the world to see. Ideally,
we would also like for our online exhibits to be up and running in conjunction
with their physical counterparts so that TopSCHOLAR galleries can be used
for promotional and outreach purposes and to further support research and
scholarship both inside and out of the classroom setting. As we are still in the
early stages of making current and future exhibitions available via TopSCHOLAR,
it is difficult to assess current usage, but as statistics and additional metadata is
gathered over time, we hope to be able to further customize this resource to meet
the research needs and interests of our growing user base.
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Introduction
The model of library services has changed dramatically over the past twenty years.
A typical library served in a passive role supporting the students and faculty in
their research and studies. This passive role involved answering typical reference
questions and teaching classes upon request. Over the past decade, academic
*This work is licensed under a Creative Commons Attribution-NonCommercialNoDerivatives 4.0 License, CC BY-NC-ND (https://creativecommons.org/licenses/
by-nc-nd/4.0/).
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libraries have undertaken a more active role in supporting research and learning.
These active services include data resource management, research services and
consultations, the creation of makerspaces, and digital publishing. This current
shift in new service models has created opportunities and challenges for libraries.
Libraries have always needed to fill skills and knowledge gaps quickly so they
can take advantage of service opportunities and potential internal and external
partnerships. But now, some of these needs are emerging faster than libraries can
keep up with—for example, the ability to hire new staff or retrain current staff
for these services. This perceived problem was seen as an opportunity for the
University of Akron (UA). A need presented itself on campus for 3D printing and
a makerspace-type service as ways of offering academic support for students and
faculty.
The library saw this as an opportunity to create an environment of lifelong
learning for students, student employees, and library faculty and staff. This concept
perfectly intersected with the ALA core value of lifelong learning and education.
We were able to create a student experiential learning environment to teach and
learn about technology, leadership skills, and problem-solving skills. The idea was
to create a micro-environment of learning and training from student to student,
student assistant to new student assistant, and student assistants to library staff
and faculty. The library was opening an opportunity for a student service, which
was created by student workers’ knowledge and effort—essentially, a flipped model
of service creation. This flipped model of service seems to be unique in libraries.
Most undergraduate student worker programs found in the literature involve
archives projects that focus on oral histories, although there are some new efforts
underway.1 This flipped model creation was instituted by Joe Salem, who was the
Head of Research and Learning Services at the time. In this instance, equipment
was purchased and students were hired to train the library staff and to run the
service. The hope was to create an environment where current students and student
assistants would learn and build lifelong skills and knowledge. Both students and
student assistants would learn software, hardware, problem-solving, and project
management skills. Overall, the plan has succeeded, and we have been able to
scale up this model to meet the growing need and opportunity. We have created
an environment of peer-to-peer training for student assistants. When new student
assistants start working with the makerspace, other student assistants do a large
percentage of their training. Additionally, projects are assigned to a specific student
assistant or group of student assistants who then have the responsibility of creating
an approach to solving the problems at hand in coordination with the staff member.
Although our experience is built around a university library, the model
is applicable to most other libraries. We routinely recruit students who have
graduated from STEM high schools. These students come with experience using
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3D printers and design software and hardware. These high school students could
easily be recruited to help build or support public library makerspaces. We have
also found that once the relationship or pipeline is established to a specific high
school, we have a constant flow of applicants from that high school.

Strategic Approach and Purpose
One of the objectives within the strategic plan of the University Libraries (UL) at
UA is “partner with the UA academic community to foster student success; inspire
intellectual inquiry and scholarship.”2 Within this objective, student experiential
learning was framed as “reframe student employment in the lens of experiential
learning: explore developing internships (for credit), peer mentoring, and student
ambassadors programs.” The makerspace was a perfect opportunity to showcase
this experiential learning environment. Additionally, this experience-based
learning environment perfectly intersected with the Core Values of the ALA—
Education and Lifelong Learning.3
The makerspace has two primary purposes. The first purpose is to provide
equal access to technology for students who would not normally have access to
it. UA, like many universities, has maker-type areas but they are usually only
accessible to students in specific classes or majors. The second was to provide an
opportunity to allow all students to engage with the technology in a learning and
collaborative environment.

Barriers
The major barriers to the creation of this program were money, space, and skilled
personnel. We were able to overcome these in common sense and iterative ways.
1. Money. UL receives student technology fees for the purchase of new
equipment for students to use within the library. With this money, we
were able to buy the library’s first 3D printer. Since the purchase of our
first 3D printer, we have continued to grow by adding new printers when
the demand outpaced our printing capacity. Additionally, new equipment
is only purchased if we have survey data that indicates the equipment will
be used by students.
2. Space. One of the challenges we have encountered is a lack of a contiguous
space. Most other makerspaces have an open floor plan or dedicated area.
We have had to take over faculty librarian offices to grow our 3D printing
and create a Craft Studio. A study room was repurposed for a One Button
Studio, but this studio is away from the other maker area.
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3.

Skilled personnel. Most new makerspaces start their project by hiring
new staff or faculty members to run the unit. UL decided to pursue the
project by hiring students who had interest or experience with technology
and/or makerspaces. This allowed a low-cost solution to major skills and
knowledge gaps that existed.
In early 2017, we were able to hire a permanent dedicated staff member, Maria
Hawkins, as coordinator of applied technology. This allowed us to create a level of
continuity by not being wholly reliant on students for the knowledge and labor.
Additionally, this allowed us to create a formalized structure for continued growth
and for long-term planning on an institutional scale.

History
The makerspace initiative at UL started in 2013 when Research and Learning
Services purchased the libraries’ first 3D printer. The motivation for acquiring
a 3D printer for the department was twofold. There were students hired for the
new emerging technology lab that had interest and talent in working with unique
and advanced equipment and applications. But that project never developed and
that left a pool of students with a high skill set and no relevant task to work on.
3D printing was available on campus but was only department-based and not
accessible to all students. Joe Salem, who was the department head at the time,
decided to purchase a 3D printer to use for this pool of students.
Since the library is a central campus location and allows all users access, the
library purchased a Makerbot 4th Generation Replicator 2, with dual extruders
for both PLA and ABS plastic. The decision to purchase a Makerbot was based
on reviews and research from other institutions, makerspaces, and libraries. We
decided to purchase the Makerbot mainly because it was affordable, but it was also
reliable, easy to use, and easy to repair. The primary goal and purpose of the printer
for the first eight months was to teach our student assistants about 3D printing and
how the machine operated. The students were interested in testing the limits and
advancing the capabilities of the machine, but the two or three students working
with the machine had no previous experience. At this point, the students were
working with each other and learning from their trial and errors.
During the 2013 fall semester, UL opened the 3D printing services to current
students, faculty, and staff members associated with UA. With this being a new
service for not only library users but also the students and staff working with
3D printing, the submission policies and procedures were underdeveloped. The
submission process had individuals bringing their files to the library for the
student workers to upload prints into the queue. Users had to complete a paper
submission form and bring it with them, and the person accepting the job would
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add the date to the sheet to keep a physical record. This process worked when there
were a few submissions but once the submissions started increasing, they began
having problems with pickups, print completion, and loss of print request forms
and files.
Due to the influx of print submissions, issues, and inquiries from students,
faculty, and staff, the library purchased a new Makerbot 5th Generation Replicator
during the fall 2014 semester, as a replacement for the 4th Generation. We decided
to purchase a Makerbot instead of other printers like the Ultimaker due to the size
of the build-plate, new features of the extruder and print software, but also because
we already had a working relationship and partnership with the company. The
next generation 3D printer offered new features and services that would reduce
the print time for pieces, extend the life of the extruder, allow users to pause and
resume prints, and provide easy removal of extruders. It also could meet the
demand of prints and offer better quality. With the increase in academic prints
as well as personal prints, it was important for us to provide better quality and
precision to academic prints. For instance, the new 5th Generation Replicator
allows users the opportunity to create a professional-quality and high-resolution
model because of the advanced range of settings for print jobs.
Before the start of the fall 2015 semester, the library purchased two additional
Makerbot 5th Generation Replicators because of the increase in 3D printed
objects and the demand placed on the printers. The new purchase has allowed us
to decrease the demand on one single printer, to distribute it across all three, and
it has allowed us to dedicate one to two printers to academic or personal, based
on demand.

3D Printing Service
With the influx of prints and demand on 3D printing, we had to create a new
submission process and start implementing it before the new semester. Since
the increase of 3D printing was growing due to word of mouth and not due to
advertising, it was then that we started to increase awareness to campus. Over
several months, we developed a new submission form, created a pick-up system
via email, and developed business cards with contact and submission information.
The first step in creating the new form was putting together a team to brainstorm
the questions and fields we were most interested in, a program to house the new
submissions that was readily available, and a web page or platform that listed
all our information in one central location. The team included not only student
assistants with coding, 3D printing, and computer software experience but also staff
members from both Information Technology and Research and Learning Services
departments within the library. We worked on the form for months, creating the
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form that provided all of the information we needed, testing the online web page/
platform, and testing how students would interact and submit a print request
using the new form. In the end, all of our hard work and time paid off because at
the beginning of the 2015 Spring Semester, we implemented the new print request
form and pickup system. Instead of using paper submission forms, we switched to
an online submission form that allows users to submit their files and print request
information in one location, such as the color, in-fill, print specifications, and the
type of project, i.e., academic or personal. The pickup process also changed during
this semester. With the development of the submission form, it allowed us the
opportunity to use the unique code, i.e., 3DPR-0000, for their submissions as a
way to pick up the finished pieces. Users now bring in their code and student ID
to get finished prints.
After the implementation of our new submission and pickup system, we
started offering demonstrations in the library and teaching classes and demos for
First-Year Experience (FYE) classes and summer high school programs, and it
helped us realize the interest and demand for 3D printing to users affiliated with
the university. The number of requests for 3D printing has never been higher;
when the service started in Fall 2014, we received thirty-two personal and fifteen
academic prints. In the beginning, users wanted to try out the printer and print
objects for fun, requesting prints such as household objects, keychains, board
game pieces, toys, and flower planters, to name a few. Most of the submissions
come from websites like Thingiverse and other open-source sites.
Academic prints, such as prosthetic arms, mousetrap cars, Raspberry Pi
cases, and senior design projects, are produced mainly in labs around campus.
After students let other students know we had the same printers as the labs,
the demand for academic prints increased. For instance, during the spring and
summer 2015 semesters, we received eighty personal and fifty-five academic print
requests; a request can consist of not only one but numerous objects per print
job. This number doesn’t seem excessive, but what matters is the number of hours
the printer was in action and the number of objects printed. During the fall 2014
semester, the printer was in operation for over 150 hours and printed around
sixty-five objects. During the 2015 spring and summer, the print hours and objects
increased drastically: the printer was operational for over 814 hours and printed
over three hundred objects.

Creating a Makerspace
Due to the interest and results of a town hall meeting held during the spring 2015
semester, we learned that students were interested and needed a place for poster
creation and a place to record or practice presentations. Our information was
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gathered from surveys and question-and-answer sessions, asking for students,
staff, and faculty members’ opinions on new equipment and services within the
library. The results let us know there was a gap in our services, and we could solve
this by providing these services for students. This was the reason we opened a
Craft Studio and One Button Studio at the end of the fall 2016 semester. With
the development of the makerspace and the new services, students now have the
opportunity to work on personal or academic projects to increase their skills or
learn a new skill. This is only possible because more students now have access to the
technology and equipment. From the start of 3D printing at UL, the primary focus
and goal was on student learning and providing universal services for everyone on
campus. The demand and success of the service so far show the importance of the
service and the need for growth.
Another important part of the success of our student assistants is the chance
to lead groups and train their peers. Training is a crucial element to our success.
If we did not have students teaching one another, we would not be working as a
team but as individuals. The goal for our new student assistants is to train them in
all areas and teach them new skills. For instance, one of our students that works
mainly with our Craft Studio is on co-op and we needed a replacement to fill in
while they were gone. We had the student leaving train the new student employee
about not only the Craft Studio but also the other makerspace elements, like the
One Button Studio and 3D printing.
When 3D printing first started, students were hired based on their desire and
interest to learn new technology. They were not required to have prior experience,
but they had to have an interest in emerging technologies, including 3D printing.
Now that our makerspace is starting to develop and offer new services, we now
look for students with different backgrounds, educational interest, and experience.
For instance, our current group of student employees ranges from theater,
business, mechanical engineering, computer science, and education majors.
Having widely diverse students is important when working with both basic and
advanced technologies, as it helps us fill our current skills and knowledge gaps. For
example, we now offer a Craft Studio, where we house a broad range of equipment
and supplies, such as a sewing machine. Most of our employees have never worked
with a sewing machine before, so when we were looking to create this space, we
looked for a student with experience with sewing and crafting in general. Now
we currently have two student employees who can operate a sewing machine;
they also helped us equip the room with proper sewing equipment and supplies.
If we did not have those students to help, we would have a gap within our service
structure.
The students that initiated the creation of our makerspace might not have had
experience with 3D printing, but they had a background with computers and IT.
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They also were involved with STEM classes in high school. By their having this
background in STEM, it made the process of creating a learning environment
easier for the library. They offered the skills and training needed to teach users
and one another new skills. Our previous experience with these students helped
us create our learning environment; we now knew what to look for when hiring
student assistants. Our primary focus was to find students who provided skills that
would benefit our current and new services. The primary skills we look for include
information technology, 3D design, 3D printing/scanning, videography, sewing/
crafts, computer science, programming/coding, and circuitry. The first student
we hired was a mechanical engineering student who had experience working
with 3D printers, circuits, IT, etc. because he participated in the pre-engineering
programming at his high school. When he first started working, he primarily worked
with the 3D printers, teaching fellow students how to successfully print objects,
adjust the settings on the printers for quality prints, and providing maintenance on
these machines. Hiring our first student with a background in technology helped
us understand our services and potential with 3D printing and other services.
Having a diverse group of students helped us create an environment of
learning, and we now train new and current student assistants by having peer-topeer training sessions. Students’ leading groups and training is a crucial element
to our success. Student assistants can now gain benefits and job skills to use after
graduation. Job skills can include, but aren’t limited to, problem solving, project
management, mentoring, leadership, and training. For instance, student assistants
work in all areas of the makerspace but everyone has a specialty area they
concentrate on: two students are in charge of our 3D printing/scanning program,
two students in the Craft Studio, and three students in the One Button Studio. One
of our student assistants is a business major and the job skills they learn working
within the makerspace helps them not only with their classes but also with future
employment. The skills teach them how to manage their time and work on
projects individually and as a group, how to mentor and lead their fellow peers in
different environments to reach success, and how to devise nonconventional ways
of solving problems within the workspace. The students work together to solve
problems and issues that might develop in each of the areas, but specific students
have a better understanding of particular areas; for instance, if the 3D printers
had problems with the extruder or print request, everyone knows who to ask. An
example of this is when an extruder has an error or isn’t working correctly and
students collaborate to fix the extruder and printer to make sure we do not have an
extended downtime. Sometimes students work separately on fixing a problem but
they discuss the possible issues and create a plan to diagnose the problem.
Another job skill that students gain when working in the makerspace is project
management. Students are in charge of projects all year round, but the big projects
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occur over the summer months. Departments on campus send in requests for
projects ranging from twenty to sixty objects that require over one hundred hours
of print time. It is important that large projects are managed and planned ahead of
time; if not, they could cause problems with meeting deadlines, printing duplicate
pieces, and not printing all of the submitted objects. The department provides one
of our biggest projects that continues every summer. We started working with a
faculty member during the 2015 summer semester. The first project included ten
objects, and the objects were scanned and turned into 3D printable files from
the African Fossil Website. Each of the fossils would be printed and used in
Anthropology lab classes at the university that fall semester. The students worked
to create an Excel sheet listing all of the objects by name, quantity, file names, and
links for direct download. Once a file finished, it was marked on the Excel sheet
with the date, initials of the person printing, and highlighted in the designated
color. Student assistants are responsible for the equipment and creation of new
services/spaces within the library. Areas within the makerspace are developed by
the students in collaboration with the staff member. For instance, when we started
creating the Craft Studio and One Button Studio, a student was assigned to each
area. The project involved numerous elements, such as research on equipment and
supplies, the setup and layout of the rooms, and launching of the new services. The
students would gather ideas and decide on a plan; they would then work with the
staff member to create a project plan, timeline, and budget. It was then up to the
students to execute the plan with the help of the staff member. All of our services are
successful due to our student-centered services and student-created makerspace.

UA Students
The makerspace at UL does not only offer benefits for our student assistants
but for all UA students. Students at the university now have access to services
and technologies that only certain students could access previously due to their
majors; we offer our services to every student. By having access to these services,
UA students are gaining new skills and connecting with groups around campus.
Students develop the skills to create 3D models by using 3D design software such
as AutoCAD, SolidWorks, and Blender. The makerspace not only offers access to
3D printing but also to video recording, presentation practice machines, sewing,
video editing, and 3D scanning. Most of the students using the services have
no experience with most of the items above, but now with the opening of the
makerspace, everyone on campus has access to all the equipment and software.
Most of the students utilizing our services are interested in learning how to
3D print and design objects. This interest grows from seeing others printing their
designs, but it also has to do with class projects, assignments, and senior seminar.
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One of the main things that helps us stand out on campus is the fact that we do
not charge for 3D printing, either for academic or personal printing. We do have
limits on personal printing (ten prints or thirty hours, whichever comes first) per
semester, but there is no limit on academic prints. By offering academic prints for
free, students can re-print their failed objects until they have the object that meets
their needs. For example, senior design students have to create a prototype of their
research, and one student developed a snowboard boot holder. He researched the
best design, material, and straps. After all of their research, he created a paper
drawing and a 3D design; he then had to print the object and present it to their
senior class. The boot was printed at least three times over the semester, as the
student had issues with the size and straps working together, so we kept reprinting
until he was satisfied. Once he was satisfied, he received an object that met his
dimensions and design and that worked properly.
Another service we offer to students is the opportunity to integrate knowledge
into practice, whether it is knowledge learned from peer-to-peer interaction,
classes, or self-teaching. They now can take their ideas and turn them into real
objects (i.e., design thinking). This process is happening more now than in the
beginning, as students are starting to feel comfortable with their skills, and they
are asking their fellow peers for assistance. For example, a student was interested
in creating custom skateboard trucks and he wanted to design a special truck
for his new skateboard. He worked with his classmates and one of our student
assistants on this project. After the 3D object file creation, the student 3D printed
and installed two trucks to his new skateboard. The student used his idea to create
a useable object in real life, and the 3D print is now employed in a real-word
application.

Future Plans/New Opportunities/Partnerships
Taking a long-term practical and iterative approach to growth and partnerships
is the next step for our program. We have taken a slow-growth approach and are
taking time to learn more about the local and regional organizations, programs,
and opportunities. The underlying goal is to find opportunities for students to
connect to other resources at little or no cost, fill gaps with available equipment
and knowledge, and reduce the redundancy in services and equipment. We have
taken a multi-prong approach to moving forward.
First, we performed an environmental scan of the local and regional area.
We looked at hackerspaces and makerspaces in the local geographic area. These
spaces could either be in a public or academic library and/or run by a non-profit
community-based group. During this process, we looked at the accessibility and
cost for users, equipment, and training opportunities for new users. We are now
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able to refer UA students to other makerspaces that are available to meet their
needs if we are not able to support their knowledge or technology requirements.
Next, we looked at potential partnerships that could benefit the makerspace
and students. UA, like many campuses, has a 3D4E club. This is a student-run
organization, its stated purpose being to teach students skills necessary to 3D
print.4 UL received numerous submissions and inquiries from this group, so we
decided to connect the club and our services on a more formal level. Eventually,
we volunteered to create a semester-long program, where our student workers
create a step-by-step tutorial for the student group to follow along and, in the end,
they would submit their designs for printing. Our student assistants run these
sessions, where they walk the students through a step-by-step tutorial. This allows
our students to create the project learning objectives, participate in peer-to-peer
training, and troubleshoot any issues they might encounter.
Another strong internal partnership that is being formed is with the
EXL Center (Experiential Learning Center for Entrepreneurship and Civic
Engagement). The stated mission of EXL is “to enable UA students to emerge
as civically engaged, skilled and adaptable leaders, ready to take on real-world
challenges. Specifically, we seek to do this by promoting experiential learning
through academic-community engagement and entrepreneurial engagement.”
EXL is housed within the library itself. They have partnered with us to have a
makerspace open house and an open hardware initiative.
EXL approached UL with an interested faculty member, who wanted to
partner on an open hardware initiative. The faculty member wants to expose
UA students to basic hardware components and simple programming by using
Arduino micro-computers.5 These sessions would partner UL’s student assistants
and staff with the faculty members in a seminar series. The series would build
from basic to more complex projects over time. Currently, we are applying for an
internal grant to buy the hardware for this series. This partnership is the perfect
model of experiential learning for the student body and honing the training skills
of our students. This is also a strong example of showing how our students have
become an on-campus resource for other academic units. We can furnish student
workers with high tech skills to help train students, faculty, and community.

Conclusion
This program has demonstrated that it is scalable within the university and, very
likely, the local community. The ability to build a learning environment within
a library is not unique; staffing the center with students as a source of labor and
knowledge is unique. The environment created is truly a center for lifelong learning
and education. Students mature into adults and learn how to be team members
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and train others in technology, while longtime employees learn new technologyoriented skills. One of the positives of this experiment is the breaking down of
stereotypes. Longtime employees are interested in learning new technologies and
software. These employees were the classic trainers of staff, but now the training
goes both directions and the relationship is seen as collaborative, not hierarchical.
The ability to integrate millennials with baby boomers in a positive work context
is amazingly satisfying.
One of the missions of libraries is to create equal access for everyone.
An extension of this mission is the ability to provide not only access to new
technologies but also train people to use it. It is unrealistic to expect libraries to be
able to fund new positions for all new initiatives. However, a learning environment
can be created with willing participants to not only teach people new skills but also
to breakdown social barriers and preconceptions.

Notes
1.

2.

3.

4.

5.

Kayo Denda and Jennifer Hunter, “Building 21st Century Skills and Creating Communities:
A Team-based Engagement Framework for Student Employment in Academic Libraries,”
Journal of Library Administration 56, no. 3 (2016): 251-265, accessed February 19, 2017, doi:
10.1080/01930826.2015.1121662.
University of Akron—University Libraries, “FY16-17 Strategic Plan,” University of Akron—
University Libraries, accessed February 19, 2017, https://www.uakron.edu/libraries/about/
StrategicPlan2016-17.pdf.
American Library Association, “ALA Policy Manual: Section A: Organization and Operational
Policies: Education and Lifelong Learning,” ALA Policy Manual A.1.1 Introduction (Old
Number 1.1), accessed March 31, 2017, http://www.ala.org/aboutala/governance/policymanual.
Text: “ALA promotes the creation, maintenance, and enhancement of a learning society,
encouraging its members to work with educators, government officials, and organizations in
coalitions to initiate and support comprehensive efforts to ensure that school, public, academic,
and special libraries in every community cooperate to provide lifelong learning services to all.”
3D4E National Club, “3D4E About,” accessed March 31, 2017, http://3d4e.club. 3D4E is an
organization founded to bring together students to explore and contribute to the rapidly
developing 3D printing industry. The club engages in the analysis of publicly traded 3D printing
companies in financial markets, as well as the sector’s competitively technical landscape.
Focused on communication, cooperation, and collaboration across all disciplines, each chapter
guides its members through the basics of additive manufacturing to provide a foundation for
3D design and the realization of their ideas by utilizing 3D-printing methods.
Arduino Foundation, “What Is Arduino,” accessed March 31, 2017, http://www.arduino.org/.
Arduino is an open-source prototyping platform based on easy-to-use hardware and software.
Learn how to write code and upload it to your board in minutes.
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Introduction
Of the many values that inform the practice of librarianship, “service” stands as
one of the most essential.1 Ours is a service-oriented profession, dedicated to
serving all library users, including both patrons and colleagues. This core value
calls us to stand in solidarity with the communities we serve and with each other,
to provide mutual support for shared endeavors, and to labor for excellence in our
profession. Indeed, the American Library Association’s explanation of Service as
a Core Library Value includes the assertion that, “We strive for excellence in the
*This work is licensed under a Creative Commons Attribution-NonCommercialShareAlike 4.0 License, CC BY-NC-SA (https://creativecommons.org/licenses/bync-sa/4.0/).
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profession by maintaining and enhancing our own knowledge and skills [and]
by encouraging professional development of co-workers.”2 As our profession
continues to evolve in the light of emerging technologies, it is, therefore, imperative
that we find ways to “enhance our knowledge and skills” in this area to better serve
our patrons. By the same token, this core value urges us to do all in our power to
support our colleagues as they also continue to learn and grow as twenty-firstcentury library and information professionals.
At the Atlanta University Center Robert W. Woodruff Library (AUC
Woodruff Library), librarians and staff found themselves facing an increasing
need to understand information technology and computer programming and the
programming languages that lie behind them. For example, reference questions
about computers and technology have become more frequent, while the use of
digital devices and mobile apps to access library materials has become ubiquitous.
This need has been particularly true for web technologies and languages, such
as HTML5, CSS, and JavaScript. Librarians familiar with these topics are better
equipped to address common reference questions, edit library websites, create
blog posts, design effective research guides via platforms such as LibGuides, and
contribute to courses in learning management systems.
Recognizing this situation, staff at the AUC Woodruff Library formed an
interdepartmental Coding Interest Group (CIG) to explore topics in computer
programming like markup languages and basic web scripts in a collaborative
setting. Participants in the group worked on projects such as updating the library’s
website, enhancing the library’s mobile app, creating a workflow for digital
preservation activities, and improving the research guides available through the
library website. The CIG, as a result, was designed to focus on peer instruction
and learning support, grounded in the Core Library Values of Service and
Education and Lifelong Learning. It was important to the participants involved
to form a collaborative group of librarians and paraprofessionals because the need
to code impacts the entire library and because differing perspectives enhanced
the discussion and the skills available for sharing. The skills learned in the way
they were learned allowed us to deepen our lifelong learning commitment while
also extending our ability to serve our patrons. The most obvious impact of our
strengthened skills is, perhaps, in the public services realm, but service includes
how behind-the-scenes employees perform their work.
In addition to public services staff, other librarians at AUC Woodruff Library
also need enhanced skills in information technology as the library strives to
expand its digital holdings, particularly of archival material. The librarians and
staff in the Digital Services Department and the Archives Research Center actively
build online collections in the institutional repository, create online exhibits on the
library’s instance of Omeka, and develop online finding aids in the ArchivesSpace
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platform. Additionally, as digital collections grow, the library must find ways to
preserve the digital content for future users. Learning coding skills can help staff
members in these areas use technology to make access and preservation of digital
assets easier and more reliable. These efforts translate into library systems that are
easier for our patrons to use, which remains a vital library service component in a
time when so many older materials are being digitized and when so many newer
materials are born digital.
As a medium-sized institution serving a consortium of HBCUs, the AUC
Woodruff Library has limited funds to hire specialized staff for the activities
above. The library has a small staff of IT support professionals and a part-time
contract developer, but it has no dedicated web developer or programmer on
staff. Therefore, it is even more imperative that the librarians and support staff of
the library learn to code as their professional development directly impacts the
effectiveness and quality of the services provided to library patrons.
Professional development for librarians tends to be a straightforward, structured
process. It may involve pursuing specialized certifications, attending workshops or
webinars, or progressing through online courses in a self-directed manner. For
technology topics, however, and especially for computer programming, there is
a steep learning curve and, accordingly, alternative approaches to professional
development should be considered. The Coding Interest Group has pursued
different approaches to learning and peer instruction, including a traditional
classroom-based method using popular educational websites and a project-based
approach to learning. While there are distinct benefits and challenges to both
styles, project-based learning seems to be a good fit for librarians trying to learn
how to code. As technology skills become a necessity rather than a luxury, libraries
should keep in mind that they play a pivotal role in the access to and learning
of technology for their communities. Core values of service and professionalism
indicate that librarians should continue to develop their own technology skills in
order to serve their patrons.

Literature Review
In recent years, there has been a clear cultural impetus for increasing digital
literacy, both inside and outside of libraries. In 2015, the administration of
President Obama launched TechHire, an initiative geared toward expanding
technical training and linking tech employers to new communities.3 Another
recent program, titled ConnectAll, also introduced by the White House, involves a
component with the Institute of Museum and Library Services to deliver training
in digital literacy skills nationwide.4 Within the library field, the American Library
Association formed a Digital Literacy Task Force to offer recommendations on
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libraries’ roles in this area.5 The recommendations line up well with the library’s
commitment to service to our patrons and to our profession, and lifelong learning
by librarians and library staff is key to fulfilling these goals.
The need for libraries and librarians to be engaged with digital literacy
and emerging technologies is clear from the increasingly larger role that these
technologies are playing in society. Examples include the rise of mobile apps, the
widespread reliance on learning management systems, the advent of portable
and wearable technology, the rapid expansion of broadband internet, and the
development of virtual reality systems. Librarians must respond to the evolving
needs of patrons who will continue to utilize traditional resources while also
searching across rapidly changing online environments, software programs,
and other digital platforms. Since computer programming is at the core of all of
these advances, learning how to code can be beneficial for librarians in terms of
understanding information in context—how it is processed, shared, stored, and
retrieved in digital environments.
The need to understand programming is also evident from many recent open
library job descriptions. Monica Maceli explored the frequency of technology
requirements in job postings from the year 2014 at the Code4Lib job website
(http://jobs.code4lib.org/). Web technologies (XML, HTML, CSS, JavaScript, etc.)
were particularly prevalent in job listings not only for technical positions such as
“Systems Librarian” but also for positions that would provide direct support to the
library’s patrons, e.g., “Digital Scholarship Librarian.”6 Maceli concluded that it is
“vital” for anyone who wishes to become a “technologist” to have a “willingness
and aptitude to quickly adjust to a fast-changing technological landscape.”7 Again,
we see the importance of commitment to lifelong learning for librarians. Job
listings at less technical sites such as joblist.ala.org also illustrate the importance
of learning computer programming and digital technologies. For example, recent
listings for public services positions, such as humanities librarian, include such
language as, “Familiarity with digital humanities research tools and methods.”8
Even in a seemingly non-technical position, it is clear that computer programming
skills are increasingly in demand as ways to serve the public and profession.
There has been some research on librarians and computer programming,
though not much discussion about librarians starting their own learning groups.
Matt Enis provided an overview of projects carried out by participants in the 2012
ALA Library Code Year Interest Group, which served to highlight the importance of
coding for librarians. Enis argues that learning code can “help librarians customize
and improve the usability of web-based resources and vendor interfaces.”9 Many
of the participants stressed the importance of using code to harvest the “lowhanging” fruit of automating repetitive tasks such as editing MARC records or
customizing web-based resources like reference chat widgets. Others used coding
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to provide more user-friendly interfaces and new public services for their libraries.
Jason Griffey of University of Tennessee at Chattanooga launched a project to
reformat display results from Serials Solutions database products for easier patron
interaction. Bohyun Kim argued that coding skills “will help libraries to adapt
themselves to this new environment of information abundance,” with the example
of pulling data from social media and Google Maps to display the information
on library websites as a sort of content curation service.10 This would assist with
library marketing and would help patrons become more engaged with other public
services. From freeing up time to creating new digital collections for patrons,
coding activities provide new opportunities for enhancing library services.
There are plenty of free and inexpensive resources available for librarians
learning how to code. These resources make it possible to design programs in
libraries to help staff and patrons learn vital coding skills. For example, Brigham
Young University’s Harold B. Lee Library created a “self-directed training program”
titled Technology Challenge, designed to encourage their librarians and staff
members to expand their knowledge of computer programming and emerging
technologies. The librarians who designed the program found it “was successful
in teaching technology skills and in promoting lifelong learning.”11 Andromeda
Yelton has provided a helpful annotated bibliography of online resources, including
a discussion of online communities like StackOverflow and code repositories like
GitHub. Yelton also presents a concise set of tips for new learners. Included among
the tips are: finding a relevant project to work on in order to produce real-world
outcomes; relying on existing sets of code in order to avoid writing from scratch;
and recognizing that learning code will be a difficult task and that learners are
expected (and should be allowed) to feel challenged and overwhelmed at times.12
Bohyun Kim discusses similar strategies that librarians can use to code more
effectively: think about how learning code will apply practically to the library
environment, find or build a community for social learning and support, and jump
into a real-world project as soon as possible.13 These tips align with an educational
approach known as Project-Based Learning (PBL), which allows students to learn
by working on practical projects with tangible outcomes. Although there are
various approaches to PBL, Fallik, Eylon, and Rosenfeld present a breakdown of
the key components involved: projects are central to the curriculum (centrality);
projects are driven by a research question that reflects the core concepts in the
discipline (driving question); students construct knowledge during the process
of working on project components (constructive investigations); students can
control various aspects of project management (autonomy); and the projects being
worked on are “realistic or authentic” (realism).14
Project-Based Learning has been shown to be an effective way to provide
training for prospective computer teachers15 and continuing professional
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development for science and technology teachers.16 It also appears to be an
ideal approach to teach computer programming, since the subject is “normally
presented in a confusing, hierarchical manner where students start by learning
lower-level skills and then build on them piece by piece until they achieve some
level of fluency. In the case of coding … this implies that students will learn the
basics of syntax first and then gradually move on to semantics, structure, and
finally style.”17 Effective programmers will be familiar will all levels of the hierarchy
and use each skill as needed, but new students may not understand how all of the
pieces fit together. One benefit of PBL is its way of letting the learner decide what
to focus on, which can lead to a better holistic view of the process:
First, projects demonstrate … that it is not necessary to cover many
topics or reach the end of the course before being able to construct
something interesting. Second, projects show that programming
is the balance of several domains apart from just algorithmic and
programming languages. And third, projects confront students
with real-world like problems from different domains.18
Bohyun Kim also suggested that “[t]he library field has plenty of untapped
potential for building a coding community of its own.”19 In addition, Erin Fields
of the University of British Columbia points out that there is “no lack of learning
opportunities” for professional development in librarianship. She states: “Video
lectures, podcasts, and interactive websites are just a few ways by which traditional
education models can be supplemented, or in some cases replaced.”20 The formation
of a coding group at the AUC Woodruff Library was a response to this call for action,
particularly in regard to forming a social support group, one in which we could
practice service and solidarity with one another while taking on this enterprise.

Group Activities
The Coding Interest Group consists of a mixture of reference librarians, archivists,
systems librarians, and support staff. Participation is optional and open to anyone
interested in attending. Meeting attendance therefore fluctuates between a few
members and about a dozen. The group’s organizers, Joshua Hogan and Justin
de la Cruz, have a combined experience of reference work, technology training,
website development, and library systems support, which has assisted with leading
this group. At the start, group members had varying levels of experience with
computing topics and little exposure to learning in an interactive group setting.
Accordingly, the formation of the group was slow and steady, with organizational
adjustments made over time as needed.
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One early group component that worked particularly well was a set meeting
schedule. In particular, meeting on a weekly basis provided enough consistency
for engagement in the topics without experiencing intellectual fatigue. Learning
technology generally and computer programming specifically requires a high
level of engagement on a frequent basis, much like acquiring fluency in a foreign
language. Jenkins claimed that coding is such a difficult subject to learn that
students should be provided training in coping skills to overcome the stress and
anxiety inherently produced from their studies:
They were probably used to performing well academically [in
other subjects] and had developed a set of tried, tested and
trusted learning and study skills. To arrive in a setting where
they are confronted with a totally new topic that does not
respond to their habitual study approaches, and where a single
semi-colon is the difference between glorious success and
ignominious failure, must surely represent a ‘radical novelty’ in
[Edsger W.] Dijkstra’s terms.21
Inevitably, an early question for those learning computer programming is
which language to study. Jenkins asserted that programming requires multiple
skillsets and that “it is only when a programmer has had the experience of more
than one language that [higher level] concepts actually become apparent.”22
Accordingly, there is no single computer language that is uniquely better than
another to learn, nor is there one that is best to learn first. Utility and context play
a big role, and Yelton suggested that “the best language for you to learn depends on
your personal taste, whether you have ready access to a community of experts, and
above all the project you want to write.”23 The early meetings of the Coding Interest
Group addressed these topics by polling members on what they had experience
with and what they thought would be most useful to learn for their library work.
There was a general consensus that HTML presented an opportunity for everyone
to build on some existing knowledge, and although it may not be considered a true
programming language (in the sense that it doesn’t process inputs and outputs
nor use conditional statements, loops, or other hallmarks of dynamic languages),
HTML is used widely throughout library work and serves as a great first topic to
learn for aspiring computer programmers.
The group first turned to popular online learning websites for a curriculum.
Codecademy offered an HTML & CSS course (https://www.codecademy.com/
learn/web) and edX.org had created a series around HTML5, starting with a
general introductory course (https://www.edx.org/course/html5-introductionw3cx-html5-0x-0). These lessons were mostly structured like traditional courses:
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they included reading materials (with some videos), exercises, incremental
exposure to new topics, and quizzes or milestones to reinforce learning. Although
Codecademy presented exercises in an interactive way and edX included videos,
both had the limitation of working on HTML in a vacuum: any materials that
learners create are kept within the learning software, so students cannot easily
export their work to freestanding webpages. Users were also presented with
a linear set of lesson plans, which encouraged a strong adherence to the order
in which topics were to be learned and discouraged any creative explorations of
different topics.
Members of the Coding Interest Group completed each course individually
while meeting as a group to discuss that week’s lesson plans, topics, and practical
applications of the knowledge they had gained. Following the completion of
both courses, all group members were able to demonstrate an ability to read and
interpret HTML and CSS, locate basic errors, and fix or add to existing website
code. They also gained experience in using Brackets, one of many available
software programs designed for generating code, and built-in developer tools
in internet browsers like Chrome and Firefox. Several group members used
what they learned to better address reference questions relating to websites
and HTML and to update LibGuides and blogs. One additional benefit was the
weekly opportunity group members had to interact and learn with colleagues
from different library projects, which led to some work projects unrelated to the
Coding Interest Group.
However, after completing both courses, the group searched for another way
to approach learning computer programming. The group’s organizers introduced
the idea of Project-Based Learning, which is a learner-driven approach that allows
for more flexibility and produces tangible outcomes. Then, instead of a discussion
around what topics the group wanted to learn, there was a brainstorming session
on what projects the group wanted to do with coding. By entertaining every
suggestion, from the very minor to the highly unrealistic, the group drew up a list
of possible projects and settled on one that not only related to HTML and CSS, but
included more computer programming topics and seemed reasonably achievable.
This approach transformed the group’s approach to learning by adhering to the
tenets of Project-Based Learning:
• Centrality: The group placed the project, not the subject matter, as the
central focus in the learning process.
• Driving question: The library had three flat-screen televisions showing
news. The group project related to displaying content on flat-screen
televisions that were already in place in the library, with the driving
question being, “How do we use the televisions we already have to promote
library services, materials, and events?”
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• Constructive investigations: Since the group had been learning about how
to use HTML to construct websites, the investigation began as to how to
create a website that could show promotional materials. The group also
looked into how to best display the website on the televisions.
• Autonomy: The group’s organizers assigned roles to group members based
on various needs, including building the website template, finding and
implementing code for scrolling pictures, and displaying the website on
a television
• Realism: The proposed outcome of the project would be a proof of concept
that the library could use Raspberry Pi computers to display various
materials on flat-screen televisions via a custom website build by the group.24
Assigning different members to various stages of the project’s completion
provided group momentum, individual encouragement, and built-in project
milestones. Project-Based Learning provided an ideal template: the group
identified a problem, proposed a project solution, developed a breakdown of the
project, drafted a flexible timeline, separated group members into teams, and
worked together to support each other’s efforts. As various parts of the project
became realized, group members would share time teaching others what they
had learned. Following the completion of the project, the group will analyze what
happened over the course of the project, record the successes and challenges
involved, and present the outcomes to their colleagues. The next project and set of
lessons then follow the same basic structure as this first project.

Conclusion
Generally speaking, professional development relating to technology in libraries
can be intimidating to some library staff no matter how much experience they
have in the profession. For those who feel alienated or frustrated by technology
learning, there are a few practical things to consider. Creating a routine for your
learning can prove to be very successful: consider scheduling a set time to learn,
even if it’s only a few minutes, on a daily or weekly basis. To avoid distractions, try
to learn in a space away from your personal work area, if possible. Additionally,
form or join a group to learn; you can gain important perspectives from your
colleagues and learn from their experiences. Pursuing topics that seem interesting
even if they have no immediate, apparent applications to your library work can
prove to be a useful way of encouraging your early engagement with technology
learning. And taken together, group support and intrinsic motivation to learn will
help when you have to push through the inevitable challenges associated with
learning social media, web development, mobile apps, and other technology topics
that are directly related to library services.
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Specifically, computer programming is a complex and challenging subject to
tackle, and it takes effort and determination to master, especially for those who
are full-time practitioners of another field, such as librarianship. Learning in a
group can, however, make the process more manageable and enjoyable. Having a
set time to learn in a social setting provides an avenue for deepening relationships
and offers opportunities for supporting one another while exploring new, and
often difficult, concepts. It provides a consistency and external motivation that
doesn’t come with individual learning efforts. The group approach also ensures
that different skill sets are brought into play and that participants’ experiences can
help fill gaps in each other’s knowledge. The group dynamic forged through the
CIG has been complementary, rather than competitive and is illustrative of service
in a library setting. In other words, we take responsibility for the projects and
learning outcomes undertaken by the entire group.
Pursuing learning activities as a group also enhances the value of the many
freely available online learning materials. These materials, which include online
courses, guides to coding, HTML authoring software, and open-source developer
tools for making apps on mobile devices, are wonderful resources but are often not
sufficient on their own for people brand new to the subject to achieve a moderate
level of fluency. Our approach with CIG provides a safe, comfortable learning
environment where people are willing to take new approaches to learning and can
leverage the advantages of these materials through mutual assistance.
The group found that the traditional classroom experience only goes so far in
terms of learning computer programming. Studying computer science theory, best
practices, or other topics in isolation provided some sense of achievement in its
own right but didn’t translate into practical outcomes or aid with learners’ intrinsic
motivation levels. Project-Based Learning provided an alternative approach to
computer programming that assisted the Coding Interest Group with its mission.
By selecting a project that meets a library need and structuring a curriculum
around that project, the group found more interest in the subject matter, became
more creative with coding, and became more focused by only addressing topics
in computer programming that were immediately relevant to their current work.
Because of our profession’s devotion to professionalism, service, and lifelong
learning, we should stay informed on the technology topics in which our
communities find interest. Developing our skill sets to include practical coding,
applied to real-world tasks, enables us to serve our patrons and each other at a higher
level. Service and Lifelong Learning are mutually necessary values; you cannot
have one without the other. Libraries serve as community centers and educational
centers and can serve to encourage novice learners of computer programming to
develop their own project ideas and seek out the resources needed to make them
work. Librarians should form their own groups for professional development but
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can also work to create coding clubs for patrons, which has already been done in
some libraries and can be a future avenue of research in this area.
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How I Set Up GNU/Linux at
My Library
Chuck McAndrew*

IT Librarian
Lebanon Libraries, New Hampshire

Introduction
The Lebanon Public Libraries in Lebanon, NH run on free and open source
software. This software accounts for about 95 percent of all the software that we
use. This is not the norm for a library, but it should be. This is software that is in
agreement with the values of librarianship. It allows us as librarians to serve our
patrons without the compromises that come from proprietary software.
There are many arguments to be made for free and open-source software. Free
and open-source software is arguably more secure1 due to its open nature. This
does not mean that the software is without bugs, but it does mean that they can be
found and patched more easily and quickly. It often (but not always) has a lower
total cost of ownership. It helps avoid vendor lock-in and allows organizations
to use the best product available. However, perhaps the most compelling reasons
for libraries are philosophical. Many of the values that are found at the core of
librarianship are prominent in the free software movement as well.
Libraries exist because of communities. Communities recognize that more
can be accomplished together than can be individually. A division of labor exists
*This work is licensed under a Creative Commons Attribution-ShareAlike 4.0
License, CC BY-SA (https://creativecommons.org/licenses/by-sa/4.0/).
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so that every single person does not have to do every single job. We have police
departments to keep the peace and enforce laws. We have fire departments so
that a group of people with specialized training can protect lives and structures.
We have libraries so that we can pool our resources and afford books, magazines,
journal subscriptions, databases, and much more. Most individuals could afford to
buy a few books a year and a couple of magazine subscriptions. Few could afford
to buy a journal or database subscription (much less multiple subscriptions). For
that reason, we pay for our libraries through taxes, donations, and tuition. Because
everyone gives a little, everyone gets access to a lot.
These are some of the principles that are core to what a library is. Libraries are
collaborative rather than competitive. They promote community and care about
access for all. Libraries promote intellectual freedom and oppose efforts to censor
or restrict access to information. Any librarian not living these principles is not
fulfilling their responsibility to their community.
The American Library Association has spelled out some of these
responsibilities in their code of ethics.2 These ethics broadly describe the
philosophical underpinnings of librarianship. They are worth reading through if
you are unfamiliar with them. We will go into more detail about how these values
line up with free and open-source software in later sections. First, we need to
define what free and open-source software are.

Free and Open-Source Software3
“When you turn on your computer, you’re making a political
statement.”—Bruce Byfield
Today, most software is released under a proprietary license. This means that
the company that makes the software gets to dictate how and when the software
is used, how long a library has the rights to run it, and can sue if the software is
tampered with. The free software movement was founded to resist the mindset
that led to proprietary software and to advocate instead for the freedoms of the
user. Richard Stallman, who founded the Free Software Foundation4 and is largely
responsible for the free software movement, defines the “four freedoms” as:
Freedom 0: The freedom to run the program for any purpose
Freedom 1: The freedom to study how the program works, and
change it to make it do what you wish
Freedom 2: The freedom to redistribute and make copies so
you can help your neighbor
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Freedom 3: The freedom to improve the program, and release
your improvements (and modified versions in general) to the
public, so that the whole community benefits5
Software that is written to respect these freedoms works for the user rather
than the company who makes it. Computers today hold our essential information
and perform our most sensitive tasks. By using software that works for us, we
know that the companies who make the software aren’t trying to monetize our
information without our consent. It isn’t monitoring what we do for the benefit of
advertisers. It also means that there are no artificial restrictions put on the software
to get more money out of us. A Cisco ASA firewall has different licenses available
depending on how many Virtual Private Network (VPN) users you want to be
able to use. The hardware is all the same but how much you pay determines what
you are able to do. You are limited to less than the hardware is capable of unless
you pay a premium. This is a very common model for proprietary companies to
follow.
Many software companies offer discounted student licenses for their software.
These licenses restrict use of the software for any professional work, allowing
vendors to lock students into their software while in school, making sure that they
will get the full price for their software later. The reason that companies do this is
obvious. I asked a friend of mine why he used a particular text editor. He told me
it was because that is what he had learned in school. In his case, the university had
free licenses for students. Once he moved from school into the professional world,
he simply bought a license and continued to use what he knew.
In contrast, free and open-source software does not limit what the software
can do based on price. At the Lebanon Public Libraries, we use a firewall called
PFSense. The software for this firewall is free and open source. The company that
makes the product makes their money by providing support for the firewalls and
by selling hardware. Every firewall they sell, from the least expensive home model
to the beefiest enterprise grade router, has the same features available. Because the
software is free and open source, not only can anyone use the software, they can
also share it, examine it, or even modify it if they need different functionality.

Case Study
The following is a case study of how we implemented free and open-source
software in one area of our library. We changed over our public computers to use
Linux Mint instead of Microsoft Windows. This change has not only saved our
library money on licensing fees, it has also enhanced our patrons’ privacy and
reinforced our library’s commitment to the values discussed in this chapter.6
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Providing internet access to the public is an important service that libraries
provide, but it can be quite a challenge to do so in a secure, cost-effective way.
Maintaining patron privacy on a shared, public computer is one of the problems
that librarians face every day.
When I came to my current job, we had Windows computers with expensive
proprietary software to roll back any changes that patrons made. This software had
many problems from my point of view. Not only was the cost a problem, but it also
allowed monitoring of what our patrons were doing online at any time. This is a
huge privacy problem.
Additionally, the software was set up in such a way that it undid any updates
except for Windows updates. This created major security risks as it forced our
patrons to use old and vulnerable versions of Flash, Java, Chrome, Firefox, and
more. My solution to all of these problems was to switch to an open-source
platform for our patron computing.

The process
When you ask most people what they want out of computer software, they will
simply say they want it to work. So that became my priority when searching for a
Linux distribution to use for our public computers: first and foremost, it simply
had to work.
The majority of our patrons use our computers for web browsing. A smaller
number do word processing, work on presentations, etc. With this in mind, my
requirements list was:
1. must work reliably on my hardware (older desktop computers that
originally ran Windows XP);
2. must support modern web browsers and all needed plugins;
3. must have a full office suite capable of handling MS Office documents;
4. must be reasonably secure and protect patron’s privacy; and
5. must look reasonably familiar to patrons.

Distribution
To satisfy these requirements, I settled on Linux Mint with the Cinnamon
Desktop. This is a modern distribution with access to huge repositories (in Linux,
you download software from a central place called a repository; this is a similar
concept to the app store on IOS or the play store on Android), so finding software
that I needed would not be a problem.
Mint also has a reputation for good hardware compatibility. Most modern
Linux distributions have excellent hardware support, but Mint is known for being
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particularly easy to work with. Finally, Cinnamon has a look that is familiar to any
Windows XP/7 user. A menu button in the bottom left-hand corner and desktop
icons make getting online or to the word processor very simple for patrons.

Web browsing
Linux Mint comes with Firefox as its default web browser. This is a modern
browser that allows for decent security with a little tweaking and should work well
for everything that patrons want to do online.

A note about my selections
Not all of the applications that I chose to include on these computers are free and
open-source software. This distribution uses some proprietary codecs (MP3) and
drivers (some Broadcom wireless cards require proprietary drivers, for example).
My job as a public librarian is to serve my patrons and meet their needs in the best
way that I am able. Open-source software isn’t perfect and there are still some cases
where we need to make allowances for proprietary software in order to guarantee
that our patrons have a great experience. MP3 is the default format for music files,
and providing support for it on our public computers is a no-brainer in my mind.
Even basic functionality for printers or wireless cards may require closed source
browsers. We don’t always have the luxury of choosing our hardware.
In the long run, it does more for the open-source movement to use open
source whenever and wherever you can, while making the compromises necessary
to ensure that patrons have a good experience, than to stick to an ideological
position and insist that everyone must adapt to it.

How I did it
The following instructions are tested to work with Linux Mint 18. Any future
releases may or may not work with these specific instructions. However, they
should still provide a good outline of the process that can be adapted without
causing too much of a headache.

Download and install Linux Mint
The latest version of Mint can be downloaded from https://www.linuxmint.com/
download.php. You can find installation instructions in the Linux Mint User’s
Guide. If you have any trouble at this point, I highly recommend online searches.
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Linux Mint has a large and active user base that is valuable in answering questions.
The only critical thing that you have to do in this process is to set up your admin
account with a strong password. Remember that password; you’ll need it to do any
administration in the future!

Setting up a public user
This is the user account that the public will use. First, create the user. From the
Linux Mint Desktop, click on the menu button and open the Terminal. Do not be
scared of the command line. It lets you do all the really cool stuff in Linux. In the
terminal type:
sudo adduser public
It will ask you for some information about the user that you just created. Go
ahead and answer the questions.
Note: When you type passwords into a Linux terminal, it will look like nothing
is getting typed in. This is a security feature so people can’t see the length of your
password.
Next, we will set up the public profile. This controls what your patrons see.
Anything you set up here will be restored every time they log out.

Add new launcher
I like to add a new launcher to the desktop called “Logout.” This gives patrons a
quick and easy way to ensure that their privacy is preserved. Right-click on the
desktop and select “Create a new launcher here.” In the new window that opens
up, add the following:
Name – LogOut
Command – /usr/bin/gnome-session-quit –force
Comment – Logout of this session and delete all data
Then click on the icon and change it to something more appropriate. I like the
gnome-logout.svg icon.

Add any printers
Add any printers that you want your patrons to have access to and make sure that
you print test pages to make sure they work. If they don’t work off the bat, try going
to the driver on the local disk drive and searching for your printer. There you can
often find information and open-source drivers for printers.
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Customize Firefox
Add Firefox to the desktop:
1. Click on the menu in the lower left-hand corner.
2. Hover over “Internet.”
3. Left-click on Firefox and select “Add to Desktop.”

Make Firefox more private
Change Firefox’s settings:
1. Open Firefox and click on the menu and on Preferences.
2. Change the homepage to whatever you like.
3. Under the Privacy tab, change the History selector to “Never remember
history.”
4. Close the preferences and select your search engine by clicking on
the caret in the search box. I recommend using either Startpage or
DuckDuckGo for privacy.

Enable privacy-enhancing add-ons
Add the following add-ons for Firefox:
1. HTTPS Everywhere. This add-on from the EFF forces sites to use TLS/
SSL encryption if it is available.
2. Privacy Badger. Privacy Badger blocks advertising trackers. Users can
control who can see what about them on a granular level.
3. uBlock Origin. uBlock Origin blocks intrusive advertising while surfing
the web and protects users from Malvertising. It is quite lightweight and
customizable.

Customize LibreOffice
This step will set LibreOffice (the word processing software that comes with most
Linux distributions) to save in a Microsoft format. This will prevent patrons from
having problems opening their documents in Microsoft Office later. This is one
of those compromises, and you may decide not to do this step. Ideally, everyone
would use open standards for formatting (people don’t use proprietary formats for
websites, they use HTML and CSS), but that isn’t the world we live in.
1. Open LibreOffice and click on Tools → Options
2. On the left-hand side, expand the Load/Save options and click on General.
3. Under Default File Format, change the options as follows:
• Text Document → Microsoft Word 2007/2010/2013 XML
• Spreadsheet → Microsoft Excel 2007/2010/2013 XML
4. Click on OK.
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Creating reboot script
This is a critical step to ensuring patron privacy. To start with, we copy the patron
profile that we just set up to a secure location that the public profile does not have
access to. Then we make a script that copies it back on every logout. This ensures
that any changes made to the home folder are erased.
1. Copy the profile to a secure location:
sudo cp -Rp /home/public /opt
This copies the profile that you just set up into a secure location that the public
user can’t reach. This gives us a clean copy of the profile that we can restore on
every logout.
2. Create the script and make it executable:
sudo nano /usr/local/bin/userlogin
This creates a script file called “userlogin” and opens it in the text editor, Nano.
Within the script type the following:
#! /bin/bash
rsync -qrpog --delete --exclude=’.X*’ /opt/public/ /home/
public
echo “” > /home/public/.local/share/recently-used.xbel
Then save and exit the file with Ctrl-X and type Y when it asks if you want to
save.
The first line tells Linux how to run the script. The second line uses a program
called Rsync to copy the clean copy back to the home directory, undoing any
changes that the patron made. The third line clears the recent documents file.
Now in the terminal type:
sudo chmod +x /usr/local/bin/userlogin
This makes the script that you just wrote executable.
3. Make the script run on every login:
sudo nano /etc/mdm/PreSession/Default
Add the line
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Userlogin
at the very end of the file, just before line
exit 0
This will run the userlogin script every time a user logs in. This makes sure
that every user starts with a clean profile.

Setting up Autologin
In the Terminal type:
sudo nano /etc/mdm/mdm.conf
This opens the Mint Display Manager configuration file. In this file,
uncomment (delete the # in front of the line) the Autologin line and change autologin user to “public.”

Cron
Cron allows you to schedule system tasks. In this case, we will set it up to
automatically run updates every night. This will make sure that our public systems
always have the latest security patches. In the terminal type:
sudo nano /etc/anacrontab
First, look at the section that says “START_HOURS_RANGE.” This is the
time frame in which Cron will run its jobs (in military time). I recommend setting
it to when your library is closed. For example, my library closes at eight, so my file
says, “START_HOURS_RANGE=20-23.” This means it will run updates between
eight and eleven at night. At the bottom of the file add a line that reads:
@daily 45 updates apt-get update && apt-get upgrade -y
This tells Cron to run the job daily. The “45” means that it will wait forty-five
minutes after the start of the start hours range. “Updates” is just the name of the
job. It could be anything you want. The rest is the actual command to run. This
updates the metadata of the repositories and then upgrades any packages that have
updates available.
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Why Librarians Should Care About Open-Source Software
I have shown you an example of how we implemented free and open-source
software at the Lebanon Public Libraries. Now let’s talk about the why. Free and
open-source software is a political philosophy among software developers. Most
librarians are not software developers, so why should they care whether their
software is free and open source?
Librarians care about values such as open access to information, building
community, intellectual freedom, and our right to privacy. Every time a library
chooses to use a piece of software, they are supporting the company or community
that made that software. By supporting software, which is compatible with the
values of librarianship, we are reinforcing our commitment to those values and
working to make sure those values are practiced in the real world.
So am I saying that libraries should never use proprietary software? That would
be ideal, but we don’t live in an ideal world. There are those who strive to make their
lives completely free from proprietary software. If any librarian wishes to do this
in their private life, I applaud them. However, in the real world, we balance many
different values. If the value of serving our community and meeting their needs
means we must use proprietary software, then that is the correct thing to do. There
are times when there are compelling reasons to use proprietary software. Sometimes
no free and open-source software exists for a need. Sometimes proprietary software
is much more functional, easy to use, or has become a de facto industry standard. In
all of these cases, there is a real argument to be made for using proprietary software.
With that being said, the cases where there are no free and open-source
options, or when the free and open source option is inferior to the proprietary
option, are becoming fewer and fewer. Most libraries already use some opensource software, even if they don’t know it. Mozilla Firefox is perhaps the bestknown example. There are many others though. Almost every web server out there
today runs on free and open-source software. Any library that has a web presence
probably has free and open-source software to thank for it.
Free and open-source software should be the default answer for libraries. We
are realists and can make compromises when we need to in order to best serve our
communities, but in the absence of a compelling reason, we should act in a way
that is most in line with our values.

Intellectual freedom
“There is not such a cradle of democracy upon the earth as
the Free Public Library, this republic of letters, where neither

How I Set Up GNU/Linux at My Library

rank, office, nor wealth receives the slightest consideration.”—
Andrew Carnegie
Librarians believe in open access to information. We believe that it benefits
not only individuals but also society to have an informed populace. In the library
world, this is often called “the right to read” or “intellectual freedom.” The American
Library Association defines intellectual freedom as “the rights of library users to
read, seek information, and speak freely as guaranteed by the First Amendment.”
If knowledge is closed off behind paywalls, then only the wealthy have access to
it. If it is restricted to a small subset of the population, then they are the only ones
who benefit. Public libraries exist to promote access to information and strongly
resist efforts to limit knowledge to a chosen few.
Likewise, free and open-source projects are founded on unrestricted access to
information. If the code to your application is open and anyone can look at it, this
helps to build trust in your application, but it also potentially means that others can
help you make it that much better. Increasingly, we are seeing even large businesses
open sourcing their software because they have found that when they do, they get
back more than they put into the project because of community participation.
Some businesses even directly work to build and support communities around
their software. For example, Red Hat (the first open-source company valued at
over a billion dollars) employs community managers who directly interact with
community members.
This openness has implications in the area of education as well. They say
that the best way to learn to write good code is to look at lots of good code. By
examining the way that people more knowledgeable than you have written their
projects, you will get better at writing your own. This is not a new idea. For
centuries, painters have started their education by copying the masters. How often
have you heard a piano student performing an original composition at a recital?
In many other fields, this is a well-accepted educational method, but it necessitates
access to the underlying material. Paintings are open source. The brush strokes are
on the canvas to see. Piano students can read the music of Beethoven or Hayden.
Expecting people to learn to program without access to the source code of projects
is like expecting someone to learn to play the piano by listening to a recording of
Beethoven. Richard Stallman says:
I have met bright students in computer science who have never
seen the source code of a large program. They may be good at
writing small programs, but they can’t begin to learn the different
skills of writing large ones if they can’t see how others have
done it. In any intellectual field, one can reach greater heights
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by standing on the shoulders of others. But that is no longer
generally allowed in the software field—you can only stand on
the shoulders of the other people in your own company.7
Libraries have always been centers of learning and, increasingly, they are
offering educational programs. By running free and open-source software in
their libraries, not only are they reinforcing their commitment to open access to
information, they are also presenting an excellent resource for learning important
STEM skills. If someone likes the software but wants to change or extend it, you
can show them where the source code lives. If someone wants to build their own
computer game, you can show them other open-source games so they can see how
they were built. Because of the community-oriented nature of open-source projects,
it is often possible to speak directly with the people who wrote the code. This is
obviously a huge benefit to those pursuing a computer science education but is also
beneficial to non-technical users. If you hit a bug, find something confusing, or
think of a better way to do things, you can contact the project members directly. My
experience is that bug fixes happen much more quickly with open-source projects
than with proprietary software. For example, I recently had an issue with a program
on one of my servers. I was able to go into the IRC chat room, talk to one of the
developers, and diagnose the problem. He then asked me to file a bug report, which
I did. He wrote a patch based on the issue and submitted the fix the same day. This
fix went out with the next update in the software. This responsiveness is a direct
result of the openness that is part of the culture of free and open-source software.
Likewise, our Integrated Library System vendor, Bywater Solutions, recently
hosted a workshop called “Hacking on Koha” at our library. One of the Koha
developers that works for Bywater walked us through how we could contribute
directly to our ILS through bug reports, feature requests, testing and approving
patches, or even contributing code. We are directly able to impact the development
of our ILS by testing and approving patches for features that we are interested in.

Privacy
One key to intellectual freedom becoming a reality is privacy. Surveillance has a
chilling effect on intellectual freedom. It is only when people have the space to
explore new and different ideas and ways of thinking that progress can be made. If
thought that is counter to the mainstream is discouraged (even if it isn’t outright
banned or punished), then people will not explore new ideas and will never find
new ways of doing things. Social progress is possible, but only if people first have
the intellectual freedom to explore disruptive ideas without worrying about the
social or political implications of these investigations.
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All progress we have seen starts out in a fringe group that is opposed to
mainstream thought. If you have a closed system of thought with no new inputs
from the outside, then you won’t make much progress. When Thomas Paine wrote
Common Sense, he first published it anonymously. Because he was able to avoid
the eyes of the established authorities, he was able to explore ideas and formulate
them into a pamphlet, which was hugely influential in the United States’ fight for
independence. Without the privacy to explore these ideas, he would have been
arrested for treason and never would have written this work.
Free and open-source software is better for privacy than proprietary software.
It is commonly thought that software companies make money by making the best
software and selling it. This is not the case today. Many companies make software
and sell it at a loss or give it away, but then monetize their investment by collecting
and selling information about their users and the users’ habits. This software exists
for one reason: to make the software company as much money as possible. This is
a reality that must always be kept in mind.
Free and open-source software, on the other hand, exists to meet the needs of
its community. Although many commercial companies contribute to open-source
projects, at their core these projects exist because their community wants them.
Sometimes this community is a single person maintaining their pet project. Other
times it is millions of people around the world, such as in the case of Mozilla
Firefox. In the end, though, the software serves the users rather than the serving to
maximize the profits of the company that sells it.
Librarians have a responsibility to protect their patrons’ privacy as much
as possible. The ALA’s code of ethics says, “we protect each library user’s right
to privacy and confidentiality with respect to information sought or received
and resources consulted, borrowed, acquired, or transmitted.”8 As more and
more information is found online, this responsibility obviously extends to using
software, which protects the privacy of patrons. This responsibility led to the
Library Freedom Project sponsoring its Library Digital Privacy Pledge initiative.9
By making patron privacy part of the conversation while dealing with vendors,
librarians can emphasize its importance to them. However, by choosing software
that doesn’t compromise their values for the profit of a company, they do much
more than that. They protect their patrons’ privacy.

Embracing the power of community
Libraries are all about community—they don’t exist without supportive
communities and they are completely focused on serving their communities.
In library circles, there are often discussions about building communities. It is
a virtuous cycle in which the community invests in the library and the library
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benefits the community. To quote Andrew Carnegie again, “A library outranks
any other one thing a community can do to benefit its people. It is a never failing
spring in the desert.”
Likewise, open-source projects are built around communities. Although
many projects start out as personal projects, once they grow to a certain size,
communities form around them. This enables a project to do far more than any
single person could accomplish alone. The Linux kernel started out as a project
for a Finnish computer science student named Linus Torvalds in the early 1990s.
From 2005 until 2016, more than 13,500 people have contributed code to the
kernel. Linux now can run on everything from small, embedded devices to super
computers. It powers routers, cars, and the Large Hadron Collider. This versatility
is only possible because of the community that has built up around this project.
At the heart of libraries and free and open-source software is a very simple
proposition: We can accomplish more good by cooperating than by trying to do
everything by ourselves. Both are able to succeed because of their communities.
By embracing the free and open-source software movement, libraries are simply
doing what they have done from the beginning, using the power of community to
benefit everyone.
Free and open source software provides many benefits, especially to libraries.
Perhaps most importantly, it aids librarians in living out the values of their
profession in their library. Every time you turn on a computer or use a piece of
software, you are making a decision. Free and open-source software allows you to
decide to protect intellectual freedom and privacy, promote community, and serve
the needs of your patrons.
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may bring about significant gains. Advocates of this big data-style technology
argue that operational efficiencies and, as a result, financial savings are among
the most important benefits. Moreover, LA will purportedly increase student
learning outcomes by enabling instructors and student support staff to develop
customized learning paths and academic experiences better matched to student
needs. If such experiences materialize, time-to-degree, retention, and graduation
rates—all critical measures institutions are judged by—may be improved and HEIs
would then find relief from the accountability pressures they currently experience.
Perhaps more important than institutional outcomes are the possible benefits that
would redound to students. Assuming HEIs lower tuition costs and associated
fees as a result of financial savings developed from LA, students would accrue less
student loan debt and participate in national and global markets sooner with more
financial freedom. Furthermore, it is arguable that students would be better skilled
for and matched to particular professional paths due to the personalized education
they would receive.
Recently, academic libraries have begun to consider their role in LA. Some
librarians have expressed great optimism about data-driven analytics and the
insights such practices may develop with regard to the library’s role in improving
learning outcomes or increasing graduation rates. On the face of it, information
systems librarians maintain, and the informational products (e.g., databases
and digital libraries) to which they provide students access, hold data that could
reveal a unique view into students’ intellectual behaviors. Such data could provide
value to LA algorithms and enhance related outcomes, and institutions may seek
more involvement from their librarians in aggregating and mining student data.
However, these initiatives are not without moral questions.
As with all data-mining practices that seek to impact the lives of identifiable
individuals, LA has, inter alia, surveillance and informational privacy problems.
For advocates of LA to accomplish their goals, both small and large, the
technology must be able to observe and analyze student life inside and outside
of the classroom. Ergo, LA hinges on an institution’s ability to create a data
infrastructure that (1) aggregates student data and information, (2) can dredge
data for correlations and other statistical insights, and (3) enables institutional
actors to develop trustworthy data-driven measures around which they can build
academic programs and educational policy. Whether or not an institution’s student
surveillance mechanisms are justifiable depends on how it balances student rights
and interests with institutional needs and values. Moreover, institutions cannot
assume that all librarians are willing to participate in LA practices.
Professional librarians make commitments to provide the conditions
necessary for intellectual freedom and protect users from privacy invasions. And
they choose practices, policies, and technologies that, according to their ethical
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compass, support users in their unencumbered search for and consumption of
information, as well as the use of that information according to users’ individual
needs. The interests of information vendors, the institution, and other third
parties, as well as the interests of the library itself, come second to the interests of
the user. So, while a university might benefit from analyzing data about its library’s
users, the library’s staff may find requests for such data to be a prima facie violation
of their moral positions and not in the best interests of its users.1
The plausible argument that HEIs will increasingly pressure their librarians
to participate in LA practices motivates this chapter. With this in mind, we
argue that compelling libraries to cooperate with LA is an affront to their ethical
commitments. While LA may create some justifiable benefits from library data,
the distribution of benefits will be unequal and risk causing students informational
harms and injustices.
To begin, we describe LA and the role librarians are beginning to play in the
data-mining practice. Next, we move on to an explanation of librarians’ ethical
values by grounding these commitments using aspects of Helen Nissenbaum’s
framework of contextual integrity. We move from here to a critical conversation
about the distribution of LA benefits, whose interests library LA serves, and how
informational injustices accrue. We end the chapter with some recommendations
for librarians to consider when working on campuses pursuing LA and developing
LA initiatives themselves.

Learning Analytics
LA is a form of data mining and analysis in the style of big data practices. In
the literature, Siemens’ explanation of LA has become the dominant definition.
He writes: “Learning analytics is the measurement, collection, analysis and
reporting of data about learners and their contexts, for purposes of understanding
and optimizing learning and the environments in which it occurs.” HEIs build
capacity for LA by developing data warehouses to aggregate the wide variety of
data students leave behind as digital breadcrumbs in information systems, as well
as the static information documented in student profiles.
To date, LA’s data mining strategies have informed student recruitment and
admission practices, instructional practices, and advising. Admission offices have
always used standard measurements, such as ACT and SAT scores, to determine
prospective student success.2 But increasingly, admissions decisions are informed
by analyzing this data in conjunction with data purchased from educational
analytics companies or mined from social media sites.3 For instance, Samford
University tracks interactions with Facebook groups it sets up for admitted
students to predict who is more likely to enroll and who is still undecided. While
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this data collection has ostensibly nothing to do with student learning outcomes,
it marks the beginning of the “conceptual leap” that HEIs take when they amass
all data that has the potential to inform student services and, by extension,
institutional goals and practices.4 Regarding instructional outcomes, Purdue
University set up their Course Signals system to automatically “intervene” via a
visual cue (a red, yellow, or green light in a student learning dashboard) when
algorithms detect that a student is falling behind.5 Similarly, Harvard University
also developed its own LA platform to tailor course content to individual students
based on “system-identified learning styles.”6 Where advising is concerned, Austin
Peay State University’s eAdvising system tracks students as they choose courses
and intervenes when algorithms detect that students are “off track” in comparison
to their peers.7
Data-driven practices are emerging in part due to a growing assemblage of
interconnected information systems. Analyzing data from these systems enables
HEIs to readily respond to external pressures with granular analyses about
student success (or lack thereof) and “prove” they are meeting specific educational
metrics.8 For instance, these infrastructures create the capacity to compare
standard modes of student progress with new additional data points, such as the
frequency of interactions a student has with support services and the degree to
which she engages with her peers. Proponents of LA insist that analyzing “any data
[they] can get their hands on” will help instructors and administrators identify
“at-risk” students, as well as empower students to evaluate their own academic
performance in the style of quantified-self technologies.9

Libraries and Learning Analytics
Aggregate circulation data, electronic resource access, and gate counts are common
data points libraries collect to analyze student library usage. But these data do not
reveal much about a library’s impact on institutional goals or student learning
outcomes, in part because the data is deidentified. When libraries work with other
campus departments, however, they can develop data warehouses and implement
LA strategies that provide the means to connect their services to identifiable
students and statistics such as degree attainment, retention, and grade point
average.10 Academic libraries have argued that these infrastructures can allow
horizontal (across divisions, colleges, departments, and libraries) integration of
learning outcomes, providing each of these parties the opportunity to collect and
distribute student data in support of institutional goals.11
There are notable examples of libraries expanding their data mining practices
and moving into the LA space. Using demographic data and analytic trends,
researchers at Huddersfield University determined whether or not there was a
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correlation between student library activities and degree attainment.12 Researchers
at the University of Minnesota-Twin Cities matched library usage data, such as
circulation statistics, database and website usage, and reference interactions,
all to make inferences about student retention and GPAs.13 At the University of
Wollongong, LA has been deployed not only to track student interaction with
electronic library resources but also to track individual students through proxy
server logs, which allow librarians to tell instructors whether or not their students
are using library resources.14 Some institutions have even synthesized other
online resources, such as eBooks, to track student behaviors, such as reading
comprehension and reader interests.15 Other academic libraries are building
infrastructures that could track individual student movements. For example, Kent
State University requires students to swipe their student ID card to gain access to
the library instead of capturing deidentified gate counts.16
These examples show the direction libraries are moving in with respect to
mining social and intellectual behaviors in their online spaces and physical places.
And while it is worthwhile for libraries to pursue opportunities to demonstrate
their positive impact on institutional goals and student learning outcomes,
embracing LA as a means to do so is troubling. Specifically, it alters expected flows
of information within libraries; in doing so, libraries risk proceeding in a direction
not in alignment with their ethical compass.

Contextual Expectations and Informational Harms
American Library Association professional members make ethical commitments
to support particular values. Put differently, librarians structure and govern their
socio-technical work according to ends they believe to be morally worthwhile.
Not unexpectedly, given the profession’s concern with information access,
retrieval, and use, these values often relate to guiding principles (e.g., ownership,
dessert, confidentiality) that drive the directionality (to whom, from whom) and
subjectivity (about whom) of information flows. For instance, librarians work to
bridge gaps in the digital divide, carefully consider intellectual property rights
to protect creators while maximizing access for consumers, and advocate for
transparency with respect to surveillance practices by government and industry
actors. Librarians argue that information is a good necessary for all individuals
to make rational decisions and participate in a democratic society. The profession
comports itself accordingly and it has developed informational norms to respect
those values.17
Informational norms are contextually situated expectations of information
flow whereby attributes of information move between and among particular actor
roles according to agreed-upon constraints.18 Contexts are definable social settings
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structured by actor roles and practices, norms, and associated values. Members
of a context would agree with the transmission and distribution of certain types
of information to specific actors with constraints, as long as the transmission
respected the members’ values, progressed the goals of the context, and flowed
according to acceptable conditions. If, for instance, information flows to wrong
actors, or if the scope of the information is broadened without permission, the
integrity of the context is violated since an informational norm was not respected.
Particular informational norms are associated with the context of libraries,
especially concerning user information. It is, for instance, a violation of contextual
integrity for third parties (e.g., content vendors) to surveil library users interacting
with their digital platforms. In 2014, Nate Hoffleder, in partnership with an
anonymous source, ran a series of tests on the data stream moving to and from the
fourth edition of Adobe’s Digital Editions eBook platform, which many libraries
used. They found the following:
Adobe is gathering data on the eBooks that have been opened,
which pages were read, and in what order. All of this data,
including the title, publisher, and other metadata for the book
is being sent to Adobe’s server in clear [unencrypted] text….
Adobe isn’t just tracking what users are doing in [Adobe’s Digital
Editions platform]; this app was also scanning my computer,
gathering the metadata from all of the eBooks sitting on my
hard disk, and uploading that data to Adobe’s servers.
The Electronic Frontier Foundation ran a separate test confirming the
security gaps.19 In the same year in response to this finding, the American
Library Association wrote an aggressive missive, arguing that “People expect and
deserve that their reading activities remain private, and libraries closely guard the
confidentiality of library users’ records…. The unencrypted online transmission
of library reader data is not only egregious, it sidesteps state laws … [and] is a
gross privacy violation.” The response by the Association and its members clearly
indicated that Adobe’s actions ran counter to expected norms of information flow
and violated the contextual integrity of libraries.
Why do we care about maintaining the integrity of library contexts, especially
the informational norms within those contexts? There are a number of plausible
answers. First, librarians have been actively developing and shaping their values,
codifying them in 1939 when the American Library Association published its
values in its member-created Code of Ethics and Bill of Rights documents. This
legitimate process has been inclusive and participatory; thus, it—and informational
norms supported by it—should be respected. Second, liberal democracies benefit
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from institutions, like libraries, that enable its citizens to explore an array of
opinions and ideas. The labor librarians put into developing diverse collections
ostensibly free from personal bias and censorship supports this democratic good.
And the third reason, the one we believe justifies protecting and ensuring libraries’
contextual integrity, concerns maintaining intellectual freedom protections that
lead to important social goods.
In our information society, intellectual freedom is instrumental to desirable
ends (e.g., identity construction, unencumbered scientific discovery, professional
sensemaking). Librarians believe that informational artifacts (e.g., books,
journals, etc.) under their management help their users to accomplish these ends
and should be fairly distributed without unnecessary restrictions and according
to the interests and reasons of their users. Limiting access to these artifacts or
introducing impediments that disturb free use of the artifacts could create
informational harms. Thus, librarians create the conditions necessary for free
use and engagement with the artifacts by, among other things, controlling flows
of information about users’ material use, creating liberal material use policies,
and developing diverse collections. These conditions, then, enable open access
to intellectual goods, protected spaces and places in which to interact with such
goods, and freer expressions of ideas and speech born from the goods.
Without these protections, librarians put their users at risk of harms,
specifically informational harms. About such harms, van den Hoven writes:
[T]hwarting of individual preferences and life-plans will often
involve as a matter of course the use of information and personal
data on the part of others. As you can grab someone’s arm and
twist it to hurt him, you can get someone’s personal information
and use it to [her] harm.20
Informational harms are commonly constructed as privacy invasions, but
that is only one type of harm that can materialize. As van den Hoven alludes to,
information can be used to coerce, to nudge, and to limit individual actions in
ways that run counter to their personal interests or limit their autonomy.
In our data-driven world, these harms increasingly concern the ways in which
individuals receive an unfair distribution of informational goods due to databased discrimination.21 For instance, organizations, institutions, and companies
are increasingly using data analytics to opaquely and secretly profile, score, and
subsequently penalize individuals based on their data trails across platforms.22 In
doing so, they create discriminatory systems that sort individuals into subjective
categories, benefiting some and harming others in the process. These profiling
practices may provide useful, advantageous information to individuals who
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actively participate in data-driven systems, but they disadvantage those who do not
participate (for whatever reasons). These types of harms can affect an individual’s
financial situation, her opportunities for a job, or even her reputation among peers
and strangers alike.
LA follows the big data path of creating data-driven systems that profile,
judge, and influence an individual’s life. And like some big data practices, it
requires surveillance systems that can comprehensively capture an individual’s
life in granular detail. That librarians are starting to participate in this space
raises important questions regarding the compatibility between the social goods
librarians have historically worked to support and produce and the informational
harms that could accrue.23 To expose library users to informational harms, or
to use information about them in ways that do not benefit them, could create
informational injustices. Informational injustices occur when information-based
goods and the contextual conditions on which they rely are not respected.24 Moving
forward, we consider the purported benefits of library LA, the distribution thereof,
and the possible informational injustices that may materialize.

Benefits, Interests, and Informational Injustices
The benefits claimed by many who pursue data analytics also ring true for
libraries, namely gains in efficiency and increases in resources. By participating in
LA, libraries may be able to pare down resource needs and use new or reallocated
income streams to create better services and collections. This data-driven approach
may also enable libraries to develop personalized services, depending on the
granularity of the data. Assuming the data is attached to student profiles, analytics
born from it would allow for new forms of collection management and the
potential to market resources and services to particular students. Materials would
be weeded more efficiently and circulation would, arguably, increase since the
collection better represents the needs of students. Moreover, library systems built
on identifiable student data would be able to nudge students to personalized and
just-in-time learning resources. A fuller understanding of how students interact
with library resources could also create new, innovative roles and responsibilities
for librarians inside and outside of the classroom. These things work to streamline
the administration of the library, decrease costs, and improve learning outcomes.
With these things considered, the pursuit of data-driven insights by academic
librarians and their institutional peers will increasingly stress the library context’s
informational norms. The literature shows that library staff are identifying and
providing access to student data sources under their management. In some cases,
student data is used for research purposes internal to the library, yet in other
cases it is informing the work of institutional researchers, administrators, and
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instructors, among others. This effectively changes the flow of user data and
information, both in terms of the actors involved and the principles that governed
the flow. And, depending on the ways in which data-driven projects evolve, these
new flows of information may result in situations where informational injustices
occur and student interests are made secondary to other interests. Thus, a
complicated calculation needs to occur with respect to the benefits and harms
of library participation in LA, especially given the surveillance burden students
incur.
Let’s begin by considering whether or not LA’s benefits will be fairly distributed
to students as library users. Put a different way, we need to ask if Student A and
Student B, both of whom the library surveils for LA purposes, will receive equal
benefits. Such benefits might include personalized services or an improved
collection better fit to the needs of the program for which they are pursuing
their degree. Even though a library might seek to distribute these goods equally,
such a distribution might not happen. For instance, consider the aforementioned
University of Wollongong example. Here, library systems developed reports about
identifiable student use of library resources, sharing the reports with instructors
who subsequently used them to intervene in student learning. Instructors told
students when they knew that their use of library resources was low, which
reportedly led to an increase in library usage. Even though all students in this case
were subjects of library-aided surveillance, only some benefited from interventions.
Students with low scores got the attention of the instructor but students with high
scores were led to believe their library usage was adequate and correct. (Whether
or not this was the case raises an entirely different question.)
Even if we could assume that the benefits born from library participation in
LA would redound to their users equally, such benefits would be delayed in such
a way that would create an unequal distribution across time. Data mining at scale
requires robust data infrastructures to bear statistical fruit and develop practices
that maximize analytic insights. Thus, it requires time to build historically rich data
stores (e.g., mineable data warehouses) in order to develop statistically valid and
trustworthy models to predict behaviors or use machine learning to personalize
system interactions. Even if the technical building blocks are ready, organizations
and institutions must be able to deploy data-mining tools effectively, which
may require workforce restructuring or cultural changes. Because of preexisting
informational norms, libraries have neither (1) the historical data necessary to
contribute to personalized LA, nor (2) the requisite workflow to manage and mine
such data. It will take time for libraries to develop the capacity to contribute in
a meaningful way to institution-wide LA. So, in order to achieve the long-term
goals, students are being surveilled today to create data stores libraries will need
in the future. Thus, the benefits born from library LA projects will unequally
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redound to students. Put differently, students currently under surveillance will not
receive the same benefits as students in the future who will have the opportunity
to receive personalized services based on historical data.
To this point, our argument has focused on the interests of students as
separate from the interests of the library. But some may claim that library interests
are student interests, for improving library services and collections will have a
trickle-down effect that is inherently connected to student learning outcomes. But
as Rubel and Jones write, “institutional goals and student benefits are not identical,
and conflating them risks subordinating student benefits to institutional goals.”25
For instance, library participation in LA projects may help to reduce the time to
earn a degree by further customizing learning resources and aiding predictive
algorithms about student success. Such things may benefit students by reducing
the financial burden of student loans. However, we cannot assume that students
are neither motivated to make decisions about their day-to-day academic practices
based on their debt outlook nor are they willing to be surveilled in the library in
order to graduate in less time.
If we cannot maintain that student interests are served and students receive
the bulk of the benefits of library-supported LA, then we are left to conclude
that information injustices are present. The benefits that libraries and their
institutions receive from LA arise from the creation of new—and modification of
existing—data and information flows about students. These flows are supported
by opaque data-mining practices that require surveillance of students’ intellectual
behaviors. As students become more aware of the ways libraries participate in LA
behaviors, as will be made evident by new intervention strategies, it is plausible
that they will feel chilled by the gaze of their institution’s surveillance practices.
Consequently, social goods will be limited as intellectual freedom protections
diminish.

Moving Forward
This chapter is a canary in a coal mine. It serves as a warning of some of the
informational harms and injustices that may accrue if libraries continue to pursue
LA. Critiques of emerging socio-technical systems, like LA, are informative and
useful but they often leave readers wanting, for they can lack resolutions and next
steps. So, in our final section we will provide a few baseline recommendations with
the aim of providing readers a lens for examining and addressing these issues “on
the ground” at their place of work in the case that their library begins to participate
(by choice or by force) in LA.
First, librarians need to be acutely aware of the explicit goals put forth by
powerful actors. But perhaps more important, librarians also need to sleuth for the
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implicit, unstated goals, for these things will ultimately drive why an institution is
pursuing LA practices in the first place. Only by knowing these goals will librarians
come to understand whose interests LA initiatives are geared to serve.
Second, librarians need to be actively aware of the digital data trails students
leave when they interact with their systems. Once there is a heightened awareness,
they will be able to systematically categorize what types and sources of data are
sensitive and concerning and thus worthy of increased protection from inclusion
in LA systems and analytics. A faculty of librarians who are more mindful of what
data exists in their context, along with how that data might be sought after by LA
proponents, will positively influence comprehensive policy making.
Finally, librarians should advocate for data transparency around LA initiatives.
If sunlight is the best disinfectant, as Louis Brandeis wrote, then arguing for
extreme transparency around data-mining practices will likely bring about goods
worthy of librarians’ energies. Transparency could bring a college community
together to discuss how mining student data aligns with or runs counter to student
values. It could also create opportunities to share and hone practices in ways that
aggregate just the right amount of data, not all the data as a default.
The tone of this chapter has been cautionary, for there are significant issues
at stake concerning student privacy and intellectual freedom. But informed
librarians are empowered librarians, and we believe that a better understanding
of the emergence of LA and the ethical issues at play will enable librarians to be
active, constructive participants in this space. Surely, there are opportunities for
librarians to work with LA advocates on their campus but that opportunity comes
with great responsibility to tease out how students benefit from data mining and
how they are harmed.
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Section 1: Overview
This chapter presents how librarians can better apply the core values of our
profession to the use of technology in digital and web services in order to promote
broad public access to library services. If broad public access is understood to mean
effective and meaningful access for everyone in the community a library serves,
we believe it must be achieved through an inclusive approach that recognizes the
full diversity of individuals in that community and embraces the argument that
information is a fundamental human right necessary for equal opportunity and
full participation in society.
Our approach to inclusive employment of technology addresses not only
technological competencies but also diversity and cultural competencies. Both
are defined as American Library Association (ALA) core competencies in the
ALA Policy Manual;1 the latter is addressed in section B.3. Diversity, and the
former in B.4.6. Electronic Environment. In the following, we will describe those
competencies most closely related to digital and web services.
ALA Policy Manual Section B.3 identifies Diversity as a foundational principle
and an important professional value that ensures equal access to information for
all members of society. It states that
The American Library Association (ALA) promotes equal access
to information for all persons and recognizes the ongoing need
to increase awareness of and responsiveness to the diversity of
the communities we serve. ALA recognizes the critical need
for access to library and information resources, services, and
technologies by all people.2
Diversity is recognized as an essential requirement for cultural competency:
B.3.5 Goals for Inclusive and Culturally Competent Library and Information
Services defines “Cultural competence [as] critical to the equitable provision of
library and information services.”3 The following two statements under the section
should particularly apply to web services:
Care must be taken to acquire and provide materials that meet
the educational, informational, and recreational needs of diverse
communities.
Efforts to identify and eliminate cultural, economic, literacyrelated, linguistic, physical, technological, or perceptional barriers
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that limit access to library and information resources must be
prioritized and ongoing.4
Professional devotion to diversity and equal access is also reflected in a number
of major American Library Association documents, including the Library Bill of
Rights, which declares that the library serves “all members of the community,”5 and
the Intellectual Freedom Statement, “Libraries, an American Value.”6 Equal access
has also been emphasized as one of the foundational principles of intellectual
freedom and a strong democracy.7
Now that digital formats are the de facto standard for information exchange,
equitable access to websites is a prerequisite for inclusion, with library websites
serving as an important access point to online resources for those who are
disadvantaged in terms of information. The ALA Policy Manual, Section B.4.
Equity and Access, states that the equity principle continues in the Electronic
Environment (B.4.6), and directs libraries to go beyond the goal of equal access by
pursuing equity in digital and web services.8 With that goal in mind, the ALA Policy
Manual Section B.4.6.2 recommends that “[d]igital content must be provided in
various and alternative ways to meet the unique needs and circumstances of all
people” and that “equitable access to digital library materials is ensured through
maximum accessibility, ubiquity, sustainability, and barrier-free access.”9

Technology and equitable services
Technology has the potential to promote equal access to library resources by
bringing library services to a greater number of people in a wider variety of
formats. The inherent flexibility of digital materials can support individualization
if it is leveraged to give users access to a wider choice of formats so they can seek
out those that best meet their needs. The current trend toward modularization of
website contents may also make digital resources accessible for certain groups who
experience barriers, such as screen reader users or people with certain cognitive
disabilities.
Technology’s success in ensuring equal access, however, depends on it being
truly usable. If some groups of users are systematically excluded from using a
resource because the technology is not usable for them, then the technology is
actually a hindrance to accessibility. For example, some website designs still use
exclusive combinations of mechanisms that favor a sighted and hearing user who
has full upper body use. A common example would be a site that hosts captionless
videos, employs menus that are difficult to access without a touch screen or mouse,
and responds to form entry errors with pop-up messaging (which can be tricky

375

3 76

CHAPTER 24

for screen readers to detect). Obviously, limiting a site’s functionality with this
combination of mechanisms makes navigation and interaction difficult, if not
impossible, for those not fitting the description above.
Social exclusion is another negative outcome caused by a relatively poor
user experience for disabled users. Many social media and collaborative tools, for
example, reward quick response times, effectively excluding users with disabilities
who have a systematically poor user experience, regardless of whether the platform
is technically accessible. It is crucial for libraries to ensure that the technology used
to provide library resources neither limits access to information nor contributes
to social isolation.
A potential source of difficulty in implementing inclusive online environments
in large organizations such as libraries is that the growing complexity of technology
increasingly results in components being assembled from pre-written packages,
such as code libraries or commercial software. While this can be an advantage for
developers, it poses a challenge to equitable access if the component software is
not fully accessible and usable for disabled users. In many cases, library websites
are partly or completely sourced by commercial vendors of catalog and database
software, and the amount of control that librarians have over website features may
vary a great deal. To promote meaningful accessibility, it is critical that the needs of
diverse users are prioritized in the vetting process for new software, in discussions
with vendors, and in the selection of code components for technology projects.

Section 2: Web Accessibility
We will focus specifically on library website accessibility and barrier-free access
and how they can be achieved through the use of inclusive design principles, with
special attention given to disabled user groups. We interpret web accessibility
barriers to be the absence of inclusive principles in a website’s design, and we
address accessibility as a diversity issue. Applying inclusiveness principles to the
design of technology services enhances libraries’ ability to make digital information
resources accessible and available to all individuals.

Technical standards—important, but only one aspect of
accessibility
In general, accessible web design seeks to meet the needs of people with disabilities
coming from diverse backgrounds and possessing a wide range of abilities. The
WAI (Web Accessibility Initiative) of the World Wide Web Consortium (W3C)
is the leading organization establishing standards and requirements for accessible
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web development, including the Web Content Accessibility Guidelines (WCAG).
Many resources provide recommendations and best practices for accessible web
design using WCAG as a basis.10
The first iteration of WCAG in 1999 centered on specific code-level directives
intended to ensure technical accessibility and interoperability with websites and
adaptive technologies;11 however, the rapid rate of change in these technologies
made it difficult to keep the standard up to date. A good example is the guideline
stating that all content must be accessible via keyboard, which is not clearly
applicable to mobile devices with virtual keyboards or no keyboard at all.12 In
response to this problem, version 2.0 (2008) represented an effort to make the
guidelines more outcome-based and less technology-dependent.13 Though the
WCAG 2.0 is broad in scope and can potentially result in a comprehensive analysis
of a site’s accessibility, this lack of specificity results in ambiguity for developers
using them as a baseline to create accessible websites.14
The WCAG working group has announced plans that WCAG 3.0 may be
released within a few years and is “expected to be a more substantial restructuring of
web accessibility guidance.”15 In the meantime, updates like WCAG 2.1 (a working
draft at the time of this writing) indicate that the guidelines for accessibility need
to be revised frequently to keep up with the rapid pace of changing technology.
The challenge in using WCAG 2.0 to design websites lies in the lack of
recommendations for applying the standards and the absence of frameworks for
integrating them at various stages of website planning and development. Perhaps
because of this, a frequent approach to web accessibility is to have developers
“adjust the code” to comply with the technical aspects of the guidelines as best
as possible after a site has been designed. This typically results in a product
that is technically accessible but not usable for people with disabilities because
their actual needs have not been considered in the design of the site.16 As of yet,
however, there are no comprehensive guidelines designed to assist web developers
to approach website accessibility holistically as a design problem, rather than as a
technical compliance issue.

Accessibility testing tools
The W3C defines web accessibility evaluation tools as “software programs or
online services that help determine if a website meets accessibility guidelines.”17
These tools conveniently allow web developers to evaluate the conformity of
a website to accessibility guidelines with minimal effort; however, such tools
cannot verify the accessibility of websites or guarantee their true functionality for
disabled users.18 Research has shown that over half of the accessibility problems
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encountered by disabled web users during a usability test were not addressed by
either WCAG 1.0 or 2.0 in an audit by automated testing tools. In addition, there
was little to no correspondence between the priority levels of the WCAG criteria
and the actual severity of problems faced by real web users with disabilities.19 The
results indicate that automatic evaluation tools may detect fewer than half of the
barriers that real users with disabilities most likely face, and that compliance with
the highest-priority WCAG criteria does not guarantee that even the most severe
accessibility problems will be eliminated. This is further evidence that compliance
with technical accessibility guidelines does not guarantee meaningful information
access for people with disabilities.

Usability, beyond accessibility, and universal design
Universal design is a principle that prioritizes equality by “designing all products…
to be usable by all people to the greatest extent possible.”20 In the context of
websites, universal design aims to provide a barrier-free environment that
allows all users to navigate and access information by means of a user-centered
information architecture. Information architecture is a design process and
outcome resulting in the structural design of an information space that facilitates
the usability and “findability” (retrievability) of information.21 By providing the
proper combination of organization, labeling, searching, and navigation schemes,
information architecture enables designers to create an information space that
adheres to the principles of universal design.
Universal design should not be confused with a “one-size-fits-all” approach.
When an interface is designed to meet the needs of a specific user group, it may
limit accessibility for other users. For example, integrating images and graphics
as a text supplement is a common priority when designing websites to meet the
needs of people with certain cognitive and learning disabilities,22 but an ideal
website for users with visual impairments prioritizes text-based and audio
information over visual content. Following the idea of “flexibility of approach,
delivery, and application” that allows universal design to be accessible to diverse
audiences,23 information architecture must emphasize the varying abilities
and constraints of individuals in a diverse user population, rather than seek a
uniform solution that prioritizes some users at the expense of others.24 To this
end, we have developed a concept for an inclusive information architecture that
employs multiple layers of interfaces to meet the unique needs of different user
groups through alternative information architectures, while at the same time
allowing all users to access the same underlying website, services, and content
(See Section 4).
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Section 3: Case Study with visually impaired people—
accessibility of Library Websites
Description of the study and the findings25
As a test case for identifying an underserved group’s needs in order to extend
information access based on the principles of inclusion, we investigated the
accessibility of three library websites, one public and two academic, for persons
with visual impairments. We use this investigation as an illustration of one
possible approach to identifying unaddressed diversity issues of an informationdisadvantaged population that contribute to inaccessible library websites,26 and
for developing a possible remedy that incorporates inclusive principles into
information architecture design,27 which is specifically illustrated in Section 4 as
applied for visually impaired users.

Library website use for people with visual impairments
Visually-impaired patrons using assistive technologies encounter many challenges
in accessing library websites and digital library materials such as e-books, audio
books, databases, and digitized collections. In fact, visual impairment is the most
challenging barrier among various physical disabilities to accessing and interacting
with digital materials, and a significant portion of library digital collections are
not readable with a screen reader. The primary cause is the lack of a transcript
or otherwise digitally readable text associated with digitized materials.28 Such
findings suggest that a policy mandate may be needed to make library accessibility
a higher priority.
In the test case study, a usability-accessibility test was conducted with six
blind participants who were asked to navigate three different library websites
and two non-library websites,29 while the researchers observed their navigation
patterns through thinkaloud protocols. Participants used their own laptops and
screen readers. Their level of experience with screen reader technology ranged
between fifteen and thirty-three years.

Findings: 1. Overview of accessibility and web use
Our test results were consistent with other studies’ findings that most library
websites are not truly accessible.30 In fact, even with frequent intervention by the
researchers, no single participant was able to complete all of the library website tasks
successfully. Normally, usability criteria ask the question of how easily participants
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are able to complete a task or how many tasks are completed easily. Yet our study
revealed that visually impaired users are not able to navigate or explore typical
library websites independently. The question for our study therefore became how
many tasks the participants were able to complete with some intervention. A task
scenario that required finding an item from a library catalog was completed by
only one participant without intervention, taking seven minutes. Another task that
required finding a subject resource was completed only once without intervention,
taking five minutes. Finally, a task that involved signing up for a workshop was
extremely difficult for all but two participants. Overall, the library websites were
more difficult for participants to navigate than the non-library websites, even with
assistance. For example, even with effort, very few participants had success finding
the library catalog search interface on their own.

Strategies used for web browsing
The observations from the study suggested that screen reader users have multiple
strategies for making sense of a new site. Two general patterns of exploration were
observed among the participants. A pattern seen more frequently in the older
participants involved exploring hierarchical headings to get a sense of content
structure when exploring a new page. The other strategy, seen more commonly in
the younger participants, relied on links lists (a list of page links summarized by the
screen reader) to obtain a broad overview of the content. One possible explanation
is that the older users had acclimated to screen readers in a predominantly textual
environment, before the emergence of the web, while the younger users would
have had their first exposure within an environment of hyperlinks and non-textual
content. Another possibility is that the older screen reader users have, over time
and through trial and error, developed more systematic strategies for approaching
websites.
A second observation was that regardless of age or preferred screen reader
brand, all participants regularly sought specific information through the use of
word prediction. The browsing methods of all six test participants frequently
involved some sort of word search, either in the links list or the full text of a page,
using the screen readers’ word find feature to look for an occurrence of some
desired word that the user expected to find on the page. They all used one or both
of the word prediction strategies regularly while completing the tasks.
These observations cannot be generalized to the larger population of screen
reader users without further research using a larger number of participants.
However, considering that many of the barriers uncovered in the study were caused
by websites poorly suited to screen-reader-specific browsing strategies (see below
section, “Findings 2: Specific barriers”), it would seem that designers of library
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websites need to better accommodate search and browse techniques specific to
this user group in their websites if they are to be truly accessible.

Use of library websites
Our interviews with participants revealed that they did not use library websites
frequently compared to other types of websites, despite their desire and need to
access and use information on the web, which was consistent with other study
findings.31 Most participants used the internet regularly for purposes such as
email communication, social networking on sites such as Facebook and Twitter,
shopping, job searches, music, and reading. Many also indicated that they preferred
to use familiar sites when possible to avoid the frustration of learning how to get
around on a new site.
Most of the study participants did not seem particularly comfortable
exploring library websites, although the participants who are current students
did demonstrate some familiarity with the typical features of an academic library
website. None of the participants listed any libraries among the sites they use on
a regular basis.
While this does not mean there is a difference in their library use relative to
the general population, it does suggest that there is room for improvement when it
comes to outreach to this population. Groups who face disproportionate barriers
to information also benefit disproportionately from library services, and reaching
them is crucial if libraries are to fulfill their mission to support equitable access to
information.

Findings: 2. Specific barriers
2.1. Difficulty of using the catalog
Overall, the library websites tested in the study were extremely difficult for
participants to navigate and use without assistance. Without an adequate
understanding of the library site structures or without a sense of the value of
library resources to them, many participants expressed that they would not have
the motivation to commit on their own to the steep learning curve they typically
expect as screen reader users on unfamiliar websites. This poses considerable
inequity in meeting the needs of this particular user group and calls for attention
to the conceptual implications of the problem for the broader library and
information science field.
Without high-level accessibility, i.e. usability, users may be discouraged from
using unfamiliar or complex websites that they might otherwise find useful. This is
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especially true for library sites, whose complexity and tendency to include a high
volume of information on each page is difficult for screen reader users to manage
due to the linear transmission of text into audio format, which limits the user’s ability
to easily skim or browse. Special high-level considerations, including information
architecture design, are critical if a website is to facilitate browsing or skimming
by non-visual users. However, the typical approach to web accessibility, which
relies on technical accessibility guidelines and online evaluation tools, is unable to
address high-level design considerations such as information architecture.

Locating catalog
All six participants in the study encountered moderate to severe obstacles when it
came to access and use of the library catalog. In fact, simply finding the catalog on
a library website was surprisingly difficult for the test participants and resulted in
non-completion of a number of tasks. This problem was primarily the result of the
navigation issues discussed in a later section.
Library sites often provide multiple entry points for searching items; for
example, “databases,” “journals,” “nonfiction,” and “new collections.” This is not
inherently bad design, but it may confuse screen reader users because they do not
have the benefit of visual cues and are more attuned to semantics. Simply finding
a library catalog was not an easy task for the study participants due to multiple
points to access scattered among other busy contents. When participants tried to
read pages containing a large amount of text or diverse types of information, they
were often unable to make sense of the pages’ context, especially if the information
was not coded in a hierarchical structure that allowed them to get an overview of
the page or skip to the desired content, or if the pages relied too heavily on visual
cues for navigational context.

Using the catalog: Searching and browsing results
The participants who were able to locate a catalog generally found it difficult to use.
Some of the catalog tasks required participants to filter search results by certain
criteria, such as the desired format of the library materials. However, the checkboxes
or other form-based filtering options commonly found on online catalogs are not
always coded for usability—or even minimal accessibility—with a screen reader. In
addition, it was observed that search options can be structured in a way that is not
intuitive to screen reader users. In one of the catalogs tested, a search button was
positioned before a number of advanced filter options both visually and in the code
sequence (as it would be read by a screen reader) (see Figure 24.1). Though the
researchers, who were sighted, could easily perceive them, it did not occur to the
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test participants to scroll or tab beyond the search button for more options because
their expectation was that it would be placed at the end of the form.

Figure 24.1.

In this interface, a sighted person can perceive that the filters go with the button,
but a screen reader user would not know that there is more content after the
button and therefore might not find the filters.

The formatting of search results was also problematic for study participants.
In one of the catalogs, the titles on the results list were not formatted as headings
or links, which would have allowed for much easier skimming because screen
reader users can tab between them. This forced participants to listen to every word
of the bibliographic entry for each result before moving to the next. Those users
whose desired item came up higher on the list were able to complete the task but
not without frustration. Those whose search terms were broader were unable to
complete the task, as it was not feasible to scan through more than a few results
with no way of skipping quickly from one item to the next on the list.

Catalog suggestions
Many of the tweaks that make library catalogs more usable for screen reader users
are quite simple. For example, participants commented favorably when “skip to
results” links were placed at the top of catalog search pages, above the navigation
menus and filtering options, because it allowed them to jump directly to the results
with one keystroke without excessive tabbing through every navigational element
of the page. Scanning the search results list also became more efficient when titles
were formatted either as links or headings, so that screen reader users could use
a shortcut key to tab between them. Such formatting is increasingly standard for
online library catalogs, but the fact that this was not always the case demonstrates
that in the current environment of rapid technological change, libraries need to
be more proactive about uncovering and remedying such web design barriers
through the use of inclusive design principles.
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Finally, in terms of the search interface, we recommend that dynamic design
elements (addressed in section 2.3 below) and any form fields employed to deliver
the benefits of advanced search and faceted browsing should be rigorously tested
for accessibility and intuitiveness by screen reader users to ensure they are not
effectively shut out of the catalog.

2.2. Navigation problems
The most common barrier to task completion on the library websites was difficulty
with navigation. This problem was most often the result of participants’ confusion
about the websites’ information architecture rather than technical barriers.
Participants were often unable to locate themselves within a site’s structure (i.e.,
determining which page they were on or which process they were involved in).
In some cases, basic orienting information was not properly available. Examples
included the fact that a “home” button was not shown on the catalog page, which
caused users to rely on back buttons or to try editing the page URL, or the fact that
the full name of a university was not available as text in the website page headers
(only the acronym was used in the alt image text) while it was visible to sighted
users via a subtitle on the logo image.
Navigation problems generally fell into two categories: difficulty navigating
pages containing large volumes of linearized text without the advantage of visual
cues, and semantic and structural barriers such as misleading link labels and a lack
of proper heading structure. It was also observed that the semantic and structural
barriers compounded the linearization issue by making it difficult for screen
reader users to group content in other non-visual ways.

Linearization issues
Linearization, the method used by text-to-speech technology, refers to the
representation of website content in the exact sequence it appears in the source
code (see Figure 24.2 for a visual interpretation).
Linearization often seemed to result in cognitive overload for the study
participants; without the advantage of visual cues, they were required to “read”
far more irrelevant text than a sighted user typically would in order to find the
information they were looking for. In addition, the information often lacked any
predictable flow, since the sequence of HTML code rarely corresponds with its
visual representation, and even when it does, the visual structure may not be
apparent without visual cues. The poorly sequenced catalog search filter interface
mentioned above in Figure 24.1 is one example of this problem.
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Figure 24.2

Semantic issues
Poor link labeling, which includes non-intuitive anchor text, a lack of context in
the surrounding text, and the omission of descriptive attributes in the HTML
code, caused navigation problems across all of the sites tested. When link text was
not descriptive enough to indicate whether that link was useful (e.g., “read more”
or “click here”), participants tabbing through links to find relevant content were
consistently taken on extended detours, or “rabbit holes,” as one participant put it.
These detours were time-consuming and difficult to recover from, as was the case
for two participants who tried to navigate within a site but ended up on external
sites without realizing the error for some time. Misleading text also caused detours;
for example, one participant looking for e-books followed the link “Find eBooks”
but instead ended up listening to a lib guide on available databases that might
contain some e-books. On another library site, participants consistently confused a
menu item labeled “Books” (that linked to a page highlighting specific titles) for the
catalog, a mistake any user might make, but without access to visual cues, it hindered
participants’ task progress significantly because they did not detect a false lead.
In some cases, the problem was more a lack of description in the sentences
surrounding the hyperlink anchor text rather than the anchor text itself. The test
participants repeatedly noted that links or headings relying on visual groupings for
context, such as “Main Site | Kids | Teens,” made no sense to them. In addition,
participants had difficulty discerning the purpose of links labeled with isolated
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characters, such as a series of differently sized letters (“AAA”), which are supposed
to indicate the option to resize text, or the numerical links at the bottom of an image
carousel, which are meant to allow users to browse manually through the images.
The recommended best practice is for link text to be clear enough that the
target page is evident even if the text is read apart from the context of the page; for
example, “ask a librarian” is more obviously understood out of context than “click
here.” It is also important to avoid misleading link text, such as the “Books” link in
the tested public library site, which might have been better named “New Arrivals,”
since the existing text implied to participants that it linked to an interface where
they could search for books.

Headings/hierarchical structure
A major barrier to navigation for some participants was the lack of hierarchical page
structure on the tested sites. Two of the participants relied extensively on hierarchical
heading lists to navigate the websites, much like navigating a book with a table of
contents. However, when the test sites lacked a proper hierarchical heading structure,
as was the case with one site in which all headings were set to level 2, navigation by
headings was virtually impossible, thereby frustrating the participants who preferred
heading navigation and providing fewer options for the remaining users.
Though semantic issues can lead to navigation errors for all users, it was observed
that the test participants expended a great deal of time and energy reorienting
themselves because they could not access visual cues, and the resulting information
overload seemed to be an indirect cause of task failure. Therefore, semantic issues
and cognitive fatigue resulting from the use of a text-centric technology to interpret
a visually-oriented presentation appear to be high-level barriers that should be
addressed at the web design stage if a functionally accessible site is to be achieved.
A hierarchical heading structure is a good way to help screen reader users
navigate the high volume of information on a library website. In a typical website,
headings appear in larger or smaller font sizes to indicate to sighted readers
whether they are main headings or subheadings. These headings can be an essential
navigation aid for screen reader users, but only if the headings are coded in the
underlying HTML according to their semantic level (e.g., <h1>, <h2,> etc.), not
just styled with different font sizes in CSS formatting code, which is not perceived
by screen readers.

2.3. Dynamic design elements
The final major accessibility challenge for the participants was poor interoperability
between screen reader applications and dynamic web elements. We use the term

Applying Inclusive Principles in Web Design to Enhance Accessibility for Disabled Users

“dynamic” to mean any web element that shows or hides content based on a user’s
action, typically mouse hovering and clicks. The dynamic elements that our study
participants encountered were combo boxes, drop-down menus (also called menu
bars or dropdowns), and tab panels (tabbed containers within a webpage that
allow users to view different content options while remaining on the same page).

Combo boxes
Certain dynamic elements seemed to function well for the participants. Specifically,
several commented favorably on combo boxes (see Figure 24.3), which function
similarly to drop-down menus and are used to select options for search criteria or
other form fields but are accessed more easily by screen readers because they are
identified as a distinct element rather than a link, and because their screen readers
offered a shortcut key to jump quickly to the next combo box.

Figure 24.3
There was only one case of a problematic combo box. Normal combo boxes
allow keyboard users to arrow up or down through the list of options and then
activate an “Enter” or “Go” button to select the desired option, but this particular
combo box automatically selected the first option the participants landed on (the
equivalent of clicking on the option with a mouse), linking them to a new page. In
order to proceed further down the list, the participant had to hit the “Back” button
from the new page and then arrow down again, which once more selected the next
option automatically, making it impossible to effectively navigate the list of options.

Drop-down menus
Drop-down menus, which differ from combo boxes only in that a drop-down
menu is accessed not by a click, but by hovering the mouse cursor over its root (see
Figure 24.4), were frequently challenging for participants. This was because screen
readers cannot easily simulate the act of hovering the cursor and often interpret
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the top level of a drop-down menu as a link, even if it does not actually link to
a separate page. When a participant would select such an item from their list of
links on a page, it caused confusion since they were under the impression that
they had gone to a new page when, in fact, they had not. Without knowing to set
their screen readers to simulate a mouse-over, the participants could not get the
drop-down menu to appear and thus could not access the real links they needed
to complete the tasks.
Figure 24.4.

The top level of a drop-down menu appears to screen
readers as a link, even though its only purpose is to
trigger the rest of the options during a mouseover.

Tab panels
A similar problem occurred on sites containing
scripting for a tab panel whose links dynamically
changed the content within a single page rather than
linking to a new page (see Figure 24.5). All of the participants who encountered
tab panels (four out of the six) became very confused after clicking on the links
and not hearing the expected screen reader prompt announcing a URL change.
These participants commented that they had no idea whether the links worked,
and when they tried navigating the new page content, it seemed as though they
were on the same page they had been on previously. In these cases, the facilitators
needed to explain that only a small portion of the page had changed.

Figure 24.5.

In a tab panel, the tabs and the portion of the page around the panel stay constant.
Clicking one of the tabs only changes the content underneath the tabs within the
panel; the page URL does not change.
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Dynamic elements suggestions
For sighted users, dynamic features such as drop-down menus, tab panels, and
accordions streamline navigation by reducing the number of pages that must be
visited and the amount of information that must be viewed at once. For screen
reader users, however, navigating these features can be confusing. WAI-ARIA
(Accessible Rich Internet Applications) is a set of coding guidelines that will
improve interoperability between dynamic web elements and assistive technologies
without affecting the browser behavior for nondisabled users.32 In order to make
tab panels more accessible, for example, WAI-ARIA recommends using the roles
“tabpanel,” “tab,” and “tablist” on the page’s HTML.33 Compliance with WAI-ARIA
Authoring Practices 1.0 ensures that the tab panel navigation will behave the way
screen reader users expect.
Compliant code is also necessary when implementing combo boxes, which
are perfectly accessible to screen reader users when coded properly. The combo
box scripting itself should never take the user to a new page. A better practice,
recommended by WebAIM, is to have a separate “Submit” button so that users
can arrow freely through the options and then hit “Submit” when they are ready.34

Findings: 3. Comparison to an automated testing tool
In addition to the usability testing with the six participants, we analyzed the
technical accessibility of the test websites with a tool called AChecker.35 AChecker
and other automated accessibility testing tools examine the code behind a web
page and flag potential accessibility issues as errors. The tools are designed to catch
problems that can be detected at the code level, like images without alternative
descriptive text or font colors that do not contrast enough with the background
color.
Our testing with AChecker and our comparison of its results to the accessibility
issues found by the study participants indicate that most of the barriers found
by the automated tool did not cause noticeable problems for participants in their
own use of the sites. Conversely, most of the barriers identified from usability
testing with the participants were not related to any of the items on AChecker’s
list of known errors. In fact, there seems to be little to no correspondence between
AChecker’s analysis of accessibility barriers and the participants’ own experiences
with the sites. Contrary to the expectation that the sites with the most coding
errors would be the most inaccessible for participants, this was not the case. The
two academic library sites had very few accessibility errors flagged by AChecker
but they had fairly low task completion rates. Such a small sample of websites
cannot be treated as conclusive evidence, but this result agrees with the findings of
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Rømen and Svanæs, who determined that the errors typically found by automated
tools do not predict problems that are encountered most by disabled users.36
One possible explanation is that the test participants have developed strategies
for dealing with typical errors that have serviceable workarounds, such as using
adjacent text to predict the relevance of an image that does not have accessible alt
text, using the back button to return to the home page when navigation menus
are inaccessible, or using word prediction when inaccessible link text or page
structure hinders navigation to something they are looking for. Another is that
the barriers enumerated by AChecker and other automated tools highlight very
specific technical problems and not the high-level usability issues that tend to be
encountered before the user digs very deeply into the site. This seemed to be the
case for participants in the study since usability issues often prevented them from
using library websites as intended, and it is likely they did not have a chance to
encounter many of the technical errors listed by AChecker due to the interference
of higher-level barriers. For that reason, this finding, if correct, does not negate the
importance of accessible coding.

Section 4: Inclusive Information Architecture for Web
Design
The fact that technical compliance with accessibility standards did not reduce
usability barriers for study participants seems to confirm the proposition that
for mutually shared usability problems, people using screen readers experience
barriers of significantly higher severity than people who are able to browse visually,
and that usability must be adopted as a success criterion if web accessibility
standards are to be effective in meeting the information needs of real people.37
Our study results therefore suggest that screen reader users are effectively
excluded as a target audience for library services in the sense that their needs
are not adequately considered in the design of those services. We interpret this
inaccessibility of library websites to be a fundamental diversity issue; in other
words, users with visual impairments are not included in the working definition
of “users” in website design requirements.
Given this interpretation, we will focus on providing a high-level recommendation
for library web design. The fundamental issue of equal accessibility is a diversity
issue, not just a technical one. The principle of inclusive information architecture
should be incorporated as a conceptual framework to guide website design from
the very beginning of the process in addition to conventional accessibility testing,
which is usually done only after the site is completed. The inclusive information
architecture considers the individual contexts of diverse groups by expanding the
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notion of universal design to include multiple modes of presenting the same content
in order to meaningfully support the unique needs of different users.
The inclusive information architecture suggested is multi-layered, with each
layer employing a user-centered design to cater to different user groups with
different disabilities or other unique contexts of use, who would ideally be included
in the development process. As an example, we focus specifically on the design of
one layer, which is based on the understanding gained through our study of the
nature of visually impaired users’ information processing through screen readers.
In the following, we describe how the proposed inclusive information architecture
will be screen-reader-friendly and will reduce the accessibility barriers found in
our study by applying four guiding principles below.
1. Screen readers assume that information is presented linearly.
2. Screen reader users process information aurally.
3. In aural processing, cognition is limited by the amount of information.
4. Screen reader users have the same information needs as any other users.
1. Screen readers assume that information is presented linearly: Support
linearization of information with hierarchical structure
The inclusive information architecture proposed in this discussion assumes
that users with visual impairments are the main target audience in order to
prioritize and address their specific needs, information-seeking strategies, and
interests. This group relies on screen readers and uses the keyboard exclusively
instead of the typical mouse-keyboard combination preferred by sighted users.
Screen reader users do not have a critical advantage that sighted users have: the
ability to glance across the entire page at once and know which area contains the
desired information. Therefore, screen-reader-friendly information architecture
should enhance usability for the linear presentation of information so that users
can navigate websites according to their own unique strategies for browsing,
searching, and locating information when linearized. It should be based on textoriented content, with a well-embedded hierarchical structure, and should not
rely on visual cues.
Effective linearization of information is fully enhanced by a clear hierarchical
navigation system and a careful re-organization of content that highlights
available resources that are especially useful to screen reader users. With linear
content presentation, it is essential to provide top-level navigation so that users
can effectively skip to the information they want and bypass unnecessary sections.
The hierarchical structure should allow the content to be logically divided into
broad categories first and then further divided into subcategories as needed.
The architecture that supports linearization can be viewed as analogous to the
idea of responsive web design; for example, mobile sites are an effort to rearrange
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the desktop site’s information in a way that is compatible with small, narrow
screens. In responsive web design, the small screen size means that the most
effective architecture for user experiences allows a fluid layout that turns multicolumns into single-column layouts, among other adaptations. Incidentally, users
with visual impairments often seem to rely on the mobile versions of websites
when available because mobile sites tend to be more accessible in general.38 This is
most likely because the single-column design common in mobile sites forces web
developers to linearize the site’s content into a logical order and provide a clear set
of navigational headings that can be understood without extra text or visual cues. It
should be noted, however, that some study participants expressed disappointment
with the need to rely on mobile sites because they often lack features or content
found on the full versions of websites.
2. Screen reader users process information aurally: Information is only
available through text reading; prioritize information content that can be read
as text-only and is suitable for aural processing rather than visual
With effort, hierarchical navigation can and should be implemented
reasonably well, even within a visually oriented website; however, a screen-readerfriendly information architecture would differ in prioritizing and calling attention
to information and resources that are actually available and accessible via screen
readers. The catalog, for example, should allow for searches of collections that
would be of interest to visually impaired users by virtue of being in a readable
and accessible format, such as audio books, e-books, Braille books, and other
machine-readable contents. Given that one of the most important features of a
library website is catalog searching, the search interface should be augmented with
filters that help users find these types of items quickly and easily.
In our study, library catalogs presented numerous obstacles to screen reader
users and simply locating the search interface for materials was a struggle.
Searching was also difficult for many participants because search interfaces,
particularly filtering options, were not vetted for perceivability or usability in a
linearized environment, and catalog searches brought up a long list of results that
could be difficult for the participants to scan. Search results should be presented
in a way that is manageable for browsing with a screen reader; for example, titles
should be formatted as links or headings to facilitate skipping from title to title.
The presentation of catalog search results is one of the areas where improved
navigational hierarchy is needed for screen reader users to bypass unwanted items
and to go directly to the desired one.
A brief tutorial explaining a catalog’s basic and advanced search tools would
also be a useful feature, as many of these tools on the test websites proved difficult
for the study participants to use. Though difficulty with search interfaces can be
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attributed to a lack of familiarity with library catalog searching that affects all types
of users, certain difficulties, such as poor linearization and difficulty perceiving or
accessing search options in faceted or advanced search forms, are specific to screen
reader users. Some websites create tutorials specifically tailored to this group of
users that are invisible to anyone not accessing the site via screen reader.
For screen-reader-friendly information architecture, it is also important to
provide a meaningful description to screen readers for the missing context that
visual cues and context provide. When library websites in our study contained
links requiring visual placement or contextual cues to be fully understood, their
text-only presentation confused the participants. We observed that such confusion
often resulted in detours from which the participant could not reroute because the
appropriateness of a link could not be evaluated on the destination page without
the benefit of visual context.
Another consideration to be taken into account is that users with visual
impairments generally get no benefit from taking time to listen to summaries of
decorative elements or background images that do not contribute to the substance
of the information on the page. Therefore, we suggest separating decorative images
from content images, providing meaningful alternative text for content images
and blank alternative text (“”) for decorative images, which is recommended by
the WCAG.
Links browsing for screen reader users is most effective when the guidelines
for accessible link labeling are followed. Many screen reader users rely heavily on
links lists for navigation, which means that they do not have the context of the
rest of the paragraph to help them make sense of a link’s text. For that reason, it is
important to make sure that the link text is descriptive enough to be understood
out of context without being overly wordy. Links browsing is also facilitated when
redundant links are removed, as these make the browsing experience less efficient.
3. In aural processing, cognition is limited by the amount of information;
help reduce cognitive overload to improve information processing
An accessibility barrier found numerous times in our study was the presence
of too much information. Many library websites appear to use the homepage to
appeal to every possible user and use of its web resources, and study participants
often complained that library sites were “too busy,” especially homepages,
indicating that there was too much information to process efficiently. Many of
the issues stemming from this problem can be resolved not only by a hierarchical
structure for top-down navigation but also by eliminating redundant points of
access to the same content. Multiple access points can be useful for visual browsing
but almost always seem to hinder screen reader users. This practice results in an
unmanageable volume of text for the screen reader users to parse and creates the
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additional barrier of lengthy links lists, which places a large burden on short-term
memory. We suggest minimizing the amount of redundant content to reduce the
cognitive load on users.
By cutting out repetitive content and paring down the volume of information
on the homepage, screen-reader-friendly architecture may also limit potential
accessibility barriers generated by dynamic web elements, such as tab panels,
accordions, and drop-down menus, that are used to add real estate to a crowded
web page. When contents are streamlined and excess information is reduced, then
there will be less overall need for dynamic elements. While careful testing and
coding with the WAI-ARIA standard can make most dynamic elements work
reasonably well with screen readers,39 these features in general do not provide
added benefit to non-sighted users and, in some cases, may be a barrier to those
using older assistive technology even when coded accessibly.
Cognitive load can also be reduced by reorganizing information so that
the content is linearized in a logical sequence. Even if a page is hierarchical, we
observed that it does not necessarily linearize logically, which can limit the screen
reader users’ ability to find what they need. An example of this is the search filter
interface described above in Figure 24.1, where the search button came before
the filter options, so the participants stopped reading upon reaching the search
button because they thought they had come to the end. An improved design
would place the search button after the last filter when linearized, so that the user
would read the filtering options before reaching the button. It should also be noted
that tailoring the layout and contents of the page to reduce cognitive load in some
ways parallels practices in web design meant to enhance usability for multicultural
audiences and to allow targeting of shared content to particular local groups.40
4. Screen reader users have the same information needs as any other type
of users; create an additional but not separate architecture
It is important to note that the proposed architecture is not intended to be a
separate website, but should be additionally available at a user’s request. It is usually
the case that when a website maintains a completely separate “accessible” version
that version is not updated as frequently as the standard one, with a resulting
disparity in information access between disabled and nondisabled users.41 In our
proposed architecture, a screen reader user would have the option to select a link
and go to the screen reader version if desired but could also stay on the main page
as well. Screen-reader-accessible architecture can be added as a “Skip to” link in
the HTML at the top of the main site’s navigation, and the link can be styled to
be hidden from sighted users’ view while still being available to screen readers.
Similarly, “Skip to” links can be employed in other major navigational aids. For
example, a “Skip to Results” link can be added to the catalog searches, thus saving
time and making search interfaces more usable.
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Adding inclusive information architecture for screen readers would allow the
existing visually oriented information architecture to fully leverage current trends
in the visual and dynamic features that help sighted users optimally organize
information. Such techniques can actually enhance communication and support
for users with disabilities such as dyslexia or other cognitive disabilities.42 By
creating an inclusive information architecture for screen reader users, developers
would be able to address the needs of multiple disability groups: one architecture
would provide visuals to assist users with learning disabilities and cognitive
impairments, and the other architecture would provide screen reader users with
the linear, focused, text-based content that best meets their needs. The information
architecture for linearized content should not be considered as an add-on but as
a built-in part of the initial website design populated with the same content as
visually oriented architecture, so that screen reader users can interact with it in the
same way as sighted users.
Not all libraries have mobile or responsive websites, but when available, an
augmented mobile site may be a good starting point for a screen-reader-friendly
architecture because it is already linearized in a meaningful way. Quite a few other
features of mobile-specific architecture are also optimal for screen reader users,
such as the fact that mobile sites have fewer redundant repetitions of links and
content than desktop sites, and the fact that the content relies on hierarchical
navigation and linear order rather than on visual context to make sense.

Conclusion
Our study found that library websites were not regularly used by participants, and
that the most common accessibility barriers were design issues that caused a large
number of usability problems for screen reader users. These included (1) difficulty
in finding the library catalog, (2) difficulty in efficiently navigating through a high
volume of linearized information, and (3) difficulty in making sense of current
non-textual web design elements, such as dynamic and highly visual contents. This
chapter provides both a conceptual principle for inclusive information architecture
and a practical design solution to make library websites more usable and accessible
for screen reader users by employing inclusive principles of universal design. These
recommendations could be applied to the design of library services to meet the
needs of any underserved group. The library and information science profession
has always been committed to equal information access for all, and for libraries
to remain relevant, they must work to be useful, useable, and welcoming to an
increasingly diverse population. Ensuring that information on library websites is
equally accessible to all users is an important part of achieving that goal, but it is
only possible by designing library services inclusively from the ground up.
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