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Creating Policy for Your Library— 
Privacy and Confidentiality

A WELL-DEFINED PRIVACY policy communicates 

the library’s commitment to protecting users’ 

personally identifiable information, tells library 

users how their information is used, and explains 

under what circumstances personally identifiable 

information might be disclosed to third parties.

In addition to the privacy policy, the library 

should consider developing a records management 

plan that identifies the types of records kept by the 

library, sets forth retention schedules for those 

records, and establishes procedures for the purg-

ing or destruction of the records when mandated 

by the schedule. The library also should develop procedures for employees 

and volunteers to follow in responding to outside inquiries concerning user 

records, including inquiries coming from law enforcement agents. Such pro-

cedures should explain how records are preserved when the library is given 

notice that the records are subject to legal process or evidence of a crime.

Policy Checklist—Privacy and Confidentiality

State the purpose of the policy, how often it will be reviewed, and to 

whom library users should address questions.

Explain how protecting user privacy and confidentiality relates to the 

mission of the library.

Refer to the principles on which the library’s commitment to pro-

tecting privacy is based (e.g., federal and state constitutions and the 

U.S. Bill of Rights; Library Bill of Rights and its interpretations; Code 

of Ethics of the American Library Association; The Freedom to Read 

statement).

Refer to any federal, state, and local laws that impact library privacy 

policy. State library confidentiality statutes may impose special or 

additional duties on libraries and their employees. State laws and 

local ordinances addressing open records and records management 

and the state Freedom of Information Act also must be considered 

when drafting policies concerning records retention and access to 

records. (To date, no statute or regulation requires a library to adopt 

particular data retention practices or to reconfigure its processes or 

See also: part II, 
chapter 7, “Privacy 
and Confidentiality”; 
part II, chapter 8, 
“Visits and Requests 
from Law Enforce-
ment”; and “Privacy 
Tool Kit,” available 
at www.ala.org/
advocacy/privacy 
confidentiality/tool 
kitsprivacy/privacy
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systems to collect information. State and local laws may impose other 

duties on public libraries subject to their jurisdiction.)

List the personally identifiable information that will be protected 

(e.g., circulation and registration records; in-person, telephone, chat, 

or text reference requests; hold, recall, reserve, and interlibrary loan 

requests; server and client computer logs).

Include statements about the library’s commitment to do the following:

 − Limit the degree to which personally identifiable information 

is monitored, collected, disclosed, and distributed. (For exam-

ple, user information will be disclosed to third parties only in 

response to a properly executed court order.)

 − Notify users whenever the library collects their personally iden-

tifiable information and give them the right to see information 

collected about them by the library.

 − Avoid creating unnecessary records, including non-text records 

such as video recordings.

 − Avoid library practices and procedures that place personally 

identifiable information on public view (e.g., postcard renewal 

notices; self-service “hold” shelves that reveal users’ identities; 

stating reserve requests or interlibrary loan titles on voice-mail 

messages that may be heard by other household members; posi-

tioning staff terminals so that the public can read the screens).

 − Require that user records remain on a local server and not be 

exported to the cloud or a third-party server.

 − Avoid retaining records that are not needed for efficient oper-

ation of the library, including data-related logs, digital records, 

vendor-collected data, and system backups.

 − Ensure that contracts and licenses reflect library policies and 

legal obligations concerning privacy.

 − Regularly purge personally identifiable information, includ-

ing personally identifiable information associated with library 

resource use, material circulation history, and security/sur-

veillance tapes and logs. (“Purging” does not imply wholesale 

destruction of records. Statistical information, library usage data 

permanently stripped of personally identifiable information, and 

historical documents can and should be retained to aid library 

administration and preservation of the historical record.)

 − Employ policies addressing records management, retention, and 

purging throughout the institution, including information tech-

nology departments and off-site locations.
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 − Keep personally identifiable information secure and ensure it is 

accessed only by authorized library staff.

 − Notify users about any data breaches that occur. 

Post the policy in a clear and conspicuous manner. 

Creating Policy for Your Library— 
User Behavior and Library Use

These guidelines, officially titled “Guidelines for the 

Development of Policies and Procedures regarding 

User Behavior and Library Usage,” were adopted 

January 24, 1993, by the ALA Intellectual Freedom 

Committee; revised November 17, 2000; January 19, 

2005; and March 29, 2014.

LIBRARIES ARE FACED with problems of user behavior that must be 

addressed to ensure the effective delivery of service and full access to facili-

ties. Library governing bodies should approach the regulation of user behav-

ior within the framework of the Code of Ethics of the American Library Associ-

ation, the Library Bill of Rights, and the law, including local and state statutes, 

constitutional standards under the First and Fourteenth Amendments, due 

process, and equal and equitable treatment under the law.

There is a significant government interest in 

maintaining a library environment that is con-

ducive to all users’ exercise of their constitu-

tionally protected right to receive information. 

This significant interest authorizes publicly sup-

ported libraries to maintain a safe and healthy 

environment in which library users and staff 

can be free from harassment, intimidation, and 

threats to their safety and well-being. Libraries 

should provide appropriate safeguards against 

such behavior and enforce policies and procedures addressing that behavior 

when it occurs. Since the Library Bill of Rights “affirms that all libraries are 

forums for information and ideas,” all libraries are encouraged to observe 

these guidelines as they develop policies, regulations, and procedures.

In order to protect all library users’ right of access to library facilities, 

to ensure the safety of users and staff, and to protect library resources and 

See also “The Law 
Regarding Access 
to the Library: 
User-Behavior 
Rules” in part II, 
chapter 1.

A historical essay about 
this statement can be 
found in the publication, 
A History of ALA Policy 
on Intellectual Freedom: 
A Supplement to the 
Intellectual Freedom 
Manual, Ninth Edition.
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