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U.S. District Court ECPA Order w/Schedule 

 
UNITED STATES DISTRICT COURT 

FOR THE EASTERN DISTRICT OF VIRGINIA 
 
 
IN RE:  APPLICATION OF THE   ) 

UNITED STATES OF AMERICA  ) MISC. NO. ________ 

FOR AN ORDER PURSUANT TO  ) 

18 U.S.C. § 2703(d)    ) 

 
Filed Under Seal 
 

ORDER 
 

This matter having come before the court pursuant to an application 
under Title 18, United States Code, Section 2703(b) and (c), which 
application requests the issuance of an order under Title 18, United 
States Code, Section 2703(d) directing Gotham City Public Library, an 
electronic communications service provider and a remote computing 
service, located in the Eastern District of Virginia, to disclose certain 
records and other information, as set forth in Attachment A to the 
Application, the court finds that the applicant has offered specific and 
articulable facts showing that there are reasonable grounds to believe 
that the records or other information and the contents of a wire or 
electronic communication sought are relevant and material to an ongoing 
criminal investigation. 
 
 AND IT APPEARING that the information sought is relevant and 
material to an ongoing criminal investigation, and that prior notice of 
this Order to any person of this investigation or this application and 
order entered in connection therewith would seriously jeopardize the 
investigation; 
 

IT IS ORDERED pursuant to Title 18, United States Code, Section 
2703(d) that Gotham City Public Library will, within three days of the 
date of this Order, turn over to agents of the Federal Bureau of 
Investigation the records and other information as set forth in 
Attachment A to this Order; 

 
AND IT IS FURTHER ORDERED that the Clerk of the Court shall provide 

the United States Attorney’s Office with three (3) certified copies of 
this Application and Order; 

 
AND IT IS FURTHER ORDERED that the application and this Order are 

sealed until otherwise ordered by the Court, and that Gotham City Public 
Library shall not disclose the existence of the Application or this Order 
of the Court, or the existence of the investigation, to the listed 
subscriber or to any other person, unless and until authorized to do so 
by the Court.  
 

AND IT IS FURTHER ORDERED that the notification by the government 
otherwise required under 18 U.S.C. 2703(b)(1)(B) be delayed for a period 
of [ninety days]. 



 
________________________________________
__ 
United States Magistrate Judge 
_________________ 
Date 



 
ATTACHMENT A 

 
You are to provide the following information as printouts and as ASCII 
data files (or other media form as may be specified by the investigative 
officers), if available: 
 

A.  The following customer or subscriber account information for 
any accounts registered to [user name], or associated with [user 
name].  For each such account, the information shall include: 
 

1. name(s) and email address; 
2. address(es); 
3. local and long distance telephone connection records, or 
records of session times and durations; 
4. length of service (including start date) and types of 
service utilized; 
5. telephone or instrument number or other subscriber number 
or identity, including any temporarily assigned network 
address; and 
6. the means and source of payment for such service (including 
any credit 
card or bank account number). 
 

B.  User connection logs for (1) all accounts identified in Part A, 
above, and (2) the IP address [specify], for the time period 
beginning [date] through and including the date of this order, for 
any connections to or from Gotham City Public Library.  User 
connection logs should contain the following: 
 

1. Connection time and date; 
2. Disconnect time and date; 
3. Method of connection to system (e.g., SLIP, PPP, Shell); 
4. Data transfer volume (e.g., bytes); 
5. Connection information for other systems to which user 
connected via Gotham City Public Library, including: 

a. Connection destination; 
b. Connection time and date; 
c. Disconnect time and date; 
d. Method of connection to system (e.g., telnet, ftp, 
http); 
e. Data transfer volume (e.g., bytes); 
f. Any other relevant routing information. 

 
C.  The contents of electronic communications (not in electronic 
storage as defined by ECPA) that were placed or stored in Gotham 
City Public Library computer systems in directories or files owned 
or controlled by the accounts identified in Part A at any time 
after [date] up through and including the date of this Order. 
 

 
 



 
U.S. Attorney Preservation Demand Letter 

 
 

 
 
 
Director 
Gotham City Public Library 
101 Main Street 
Gotham City 
 

VIA FAX to (xxx) xxx-xxxx 
 
Dear Director: 
 
 I am writing to confirm our telephone conversation earlier 
today and to make a formal request for the preservation of records 
and other evidence pursuant to 18 U.S.C. §2703(f) pending further 
legal process. 
 
 You are hereby requested to preserve, for a period of 90 days, 
the records described below currently in your possession, including 
records stored on backup media, in a form that includes the 
complete record.  You also are requested not to disclose the 
existence of this request to the subscriber or any other person, 
other than as necessary to comply with this request.  If compliance 
with this request may result in a permanent or temporary 
termination of service to the accounts described below, or 
otherwise alert the subscriber or user of these accounts as to your 
actions to preserve the referenced files and records, please 
contact me before taking such actions. 
 
 This request applies only retrospectively and does not in any 
way obligate you to capture and preserve new information that 
arises after the date of this request.  This preservation request 
applies to the following records and evidence: 
 

A.  All stored communications and other files reflecting 
communications to or from [Email Account / User name / IP 
Address or Domain Name (between DATE1 at TIME1 and DATE2 at 
TIME2)]; 
 
B.  All files that have been accessed by [Email Account / User 
name / IP Address or Domain Name (between DATE1 at TIME1 and 
DATE2 at TIME2)] or are controlled by user accounts associated 



with [Email Account / User name / IP Address or Domain Name 
(between DATE1 at TIME1 and DATE2 at TIME2)]; 
 
C.  All connection logs and records of user activity for 
[Email Account / User name / IP Address or Domain Name 
(between DATE1 at TIME1 and DATE2 at TIME2)], including: 
 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Type of connection (e.g., modem, cable / DSL, 
T1/LAN); 
5. Data transfer volume; 
6. User name associated with the connection and other 
connection information, including the Internet Protocol 
address of the source of the connection; 
7. Telephone caller identification records; 
8. Records of files or system attributes accessed, 
modified, or added by the user; 
9. Connection information for other computers to which 
the user of the [Email Account / User name / IP Address 
or Domain Name (between DATE1 at TIME1 and DATE2 at 
TIME2)] connected, by any means, during the connection 
period, including the destination IP address, connection 
time and date, disconnect time and date, method of 
connection to the destination computer, the identities 
(account and screen names) and subscriber information, 
if known, for any person or entity to which such 
connection information relates, and all other 
information related to the connection from ISP or its 
subsidiaries. 
 
D.  All records and other evidence relating to the subscriber(s), customer(s), account 

holder(s), or other entity(ies) associated with [Email Account / User name / IP Address or 
Domain Name (between DATE1 at TIME1 and DATE2 at TIME2)], including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other contact 
information, telephone numbers or other subscriber number or identifier number, billing 
records, information about the length of service and the types of services the subscriber or 
customer utilized, and any other identifying information, whether such records or other 
evidence are in electronic or other form; 
 
E.  Any other records and other evidence relating to [Email 
Account / User name / IP Address or Domain Name (between DATE1 
at TIME1 and DATE2 at TIME2)].  Such records and other 
evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-
referenced account, the content and connection logs associated 
with or relating to postings, communications and any other 
activities to or through [Email Account / User name / IP 
Address or Domain Name (between DATE1 at TIME1 and DATE2 at 
TIME2)], whether such records or other evidence are in 
electronic or other form. 
 

Very truly yours, 
 
 



 
__________________________ 
Assistant United States Attorney 

 
 



 
U.S. District Court Criminal Trial Subpoena (2 pages) 

 

 
 



 

 
 
 



 
U.S. District Court Civil Subpoena (2 pages) 

 

 
 



 
 

 
 


