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[Introduction ]

= Growing interdependence of technology

= 50% institutions experiencing IT
disruption in last 5 years (ECAR)

= #6 of Top 10 projects in '07 (Baseline)

= Top 5 critical issues facing Higher Ed
CIO (EDUCAUSE)

= Business continuity, disaster recovery,
risk assessment, business impact, and IT
audit




Business Impact Analysis

= Identify unit’s functions and critical
processes

= Examine likely threats to those
processes

= Create mapping between functions
and IT resources (campus + library)

Determine impact and recovery time

Identify the dependencies on IT
resources

= Integrate with IT recovery plan

Library IT Services Work Areas

[service Code | Service. [ Critical | vital | Sensitive |Non-Critical |
LiT1 Library Web server -
LiT2 Google Mini -
Library Intranet Server (hosting password journal
LT3 accessing .
LiT4 D Server (Website
Impulse Server (Library catalog, Circulation,
LTS .
LiT6 File server (G/HIS drive) .
L7 Application Server (LRC software) .
LiT8 Streaming Video Server .
LIT9 Print servers (GoPrint+Staff printer) .
LIT10  Backup Operation (all servers) -
LIT11 _ Online Access Support -
LIT12 I Help Desk (Web, phone, cell, email .

Workstation support (monthly patching, software

LIT13
LIT14 Week Night and Weekend IT Coverage .
LIT15 Asset (Hardware / Software) .

LIT16___Training (Hardware / Software)

Workgroup Service Description Critical Vil Spnsitive Non-critical [ Requrement
Tibra [ _campus |

c1. 12, 1C3,

Access Services LITS, LTS, LIT10,  TC4, NS2, ARSS,
materials in all format - ur ccs

TCL TG, 163,
Interlibrary loan (lending and borrowing) . urs. Lmie TC4 o4
‘Manage course reserve in print and digital

T
LTS, LITI0, LT1a_TC4. NS2. ARSS

‘Manage collaborateive remote storage LTs, Lo, Limto, Tc1, TC2, 73,
facility ru TCa AASS
'Manage access o ibrary pubic
workstations - ure TeL Teo, mSs
“Answer palron questons al service Gesk, by Te1 Te2, 103,
Reference Services
phone, via email, and chat . uru Tca
TCLTC2, 703,
Tca

Provide in-depth research support

TCLTC2, 703,
Provide one-on-one consultation Tca

Provide comprehensive Instructional Tor e, 103,
services . ]
Technical Services Catalog materials in all formats - 75 L0, U1a_Tc1 702
TCL TC2, 103,
Inventory library resources in all formats . LTS, Lm0, UT1a_TC#
‘Maintain ibrary's ejournal holding Te1 Te?, 703,
information ca

Recover Time Objective:
Critical: 0-12 hours; Vital: 13-24 hours

Sensitive: 1-3 days; Non-critical: 3+ days




Risk Assessment

Overall Risk = Probability * Severity (Magnitude — M itigation)

Threat Probability Magnitude Overall Risk
1-5 (high-low) 1-3 (high-low)

Earthquake 9 3 9

Fire 2 3 6

Flood / Flash Flooding 2 25 5}

Hurricane 1 2 2

Ice Storm 5 3 15

Landslides 1 3 3

Power Failure 2 3

Computer Crime 3 3 9
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